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ABSTRACT

As the Untact era is rapidly changing, collaboration tools are increasing their utilization and value as digital technologies
for non-face-to-face work. While instant messenger-based collaboration tools support a variety of functions, crime and accident
concerns are also increasing in proportion to their convenience, such as information leakage and security incidents. Meanwhile,
the digital forensics perspective on collaborative tools is not enough, so forensics research is needed. This study analyzes
significant artifacts in the two operating environments through Windows and Android forensics research on Microsoft Teams,
the collaboration tool with the highest share in the world. Also, based on differences in artifacts and data attributes according to
the operating environment, by applying ‘differential forensic’, we proved that the usefulness of evidence can be improved by
presenting a complementary analysis method and timeline configuration through information linkage.
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4 File e upload / sending o ALezb el wel AAEE log ¥ cache I
* download / receiving o %] IndexedDB, Local Storage, Cache T
5 Call e individual call / group meeting delg] Sl AAEe] g}
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Fig. 1. Process of Artifacts Analysis
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Table 2. Comparison of the Artifact acquisition
rate on Windows and Android

Artifacts acquisition
Android |Win+And
O

Test data set of User Behaviors =
Windows

X

@ Application Download

@ Version information

@ Installation

Install

@ Login - Time

® Login - Account

® Profile = Country

@ Profile - Birthday

Profile — Company name
® Profile — Nick name

@ Profile — Real nane

x| O|O|O|O|O|O

Login /
Account
& Profile

@® Profile - Phone number
@ Profile - Email address
@ Profile - Profile Image

@ Workspace — Team info

@ Workspace - Channel info
@® Workspace — Add member
@ Message — Text Chatting
(@ Message — Message bookmark
@ File - Send

@ File - Receive

@ File - Save

Chat
(Message)

[ File

@ Call

Call
@ Group Call (Meeting)

X|O[x|O[x|O|x|O[O|O|O|O|O|=<x|O|O|O|x|O|O|O|O]|O

x| O|OlO|O|O|O|O|O|O|O|O|O|O|O|O]|O

[ Log out |@ Log out

< |x[O|O|O|O|x|O|O|O|O|O|O|O|O|O|O|O|x|O|O|O|O|O

Uninstall | @ Application Uninstall ¢}

o

Total number of acquired data (Acquisition rate) | 18 (72%) | 21 (84%) | 23 (92%)
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Fig. 12. Organize timeline by connecting key information acquired from user and message tables
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