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ABSTRACT

SCMS is a security credential management system for V2X communication, which performs generation/
provision/validation of device's security certificates. In this paper, we will explain about the main functions
of SCMS and the role of each institution, and propose the following improvement measures in the process
of establishing the Korean V2X security certification system. First, connection scheme of ERA (Enrollment
certificate RA) between SCMS and Vehicle Manager Information System (VIMS) will be proposed. Second
part is the problem of certificate revocation and proposal of improvements.
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Fig. 2 Security for V2X communication channel
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Fig. 3 Privacy protection from inside attacker
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Fig. 4 Use of pseudonym certificate to prevent location
tracking
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Fig. 8 Procedure for before—market enroll certificate activation
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Fig. 9 Procedure for after—market enroll certificate registration
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