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ABSTRACT

The IP cameras have rapidly replaced the analog CCTVs as the cameras have the advantages of not only being able
to remotely monitor, but also supplying power through the UTP cable, In this paper, we introduce the protocol
architecture of the ONVIF standard which is widely applied to the IP camera and other Internet protocols to support it,
and implement the ONVIF Device on a commercial board. Although these functions can be controlled by the Client (PC),
several functions such as privacy masks, temperature display of the thermal camera, and ROI (Region of Interest) are
implemented through a web viewer on the device. Through the experiment, the functions of ONVIF Profile S and web
viewer are verified through SOAP messages exchanged between Device (IP camera) and Client program and streamed
images.
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<s:Envelope xmlns:s ="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:a ="http://schemas.xmlsoap.org/ws/2004/08/addressing">
<s:Header>
<a:Action s:mustUnderstand ="1">
http://schemas.xmlsoap.org/ws/2005/04/discovery/Probe
</a:Action>
<a:MessagelD>
uuid:b4e2ebbe-873¢-4592-a108-9¢9030e423be
</a:MessagelD>
- Omit -
</s:Header>
<s:Body>
<Probe xmlns ="http://schemas.xmlsoap.org/ws/2005/04/discovery">
<d:Types
xmlns:d ="http://schemas.xmlsoap.org/ws/2005/04/discovery"
xmlns:dp0 ="http://www.onvif.org/verl 0/network/wsdl">
dp0:NetworkVideoDisplay
</d:Types>
</Probe>
</s:Body>
</s:Envelope>

Fig. 8 Probe message for ONVIF discovery



<SOAP-ENV:Envelope
xmlns:SOAP-ENV ="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsa ="http://schemas.xmlsoap.org/ws/2004/08/addressing"
xmlns:d ="http://schemas.xmlsoap.org/ws/2005/04/discovery"
xmlns:dn ="http://www.onvif.org/ver10/network/wsdl">
<SOAP-ENV:Header>
<wsa:MessageID>
uuid:4d3dc020-54ad-11eb-9193-5937675f59a4
</wsa:MessageID>
<wsa:RelatesTo>
uuid:b4e2ebbe-873¢-4592-a108-9¢9030e423bc
</wsa:RelatesTo>
- Omit -
</SOAP-ENV:Header>
<SOAP-ENV:Body>
<d:ProbeMatches>
<d:ProbeMatch>
- Omit -
<d:Types>
dn:NetworkVideoTransmitter
</d:Types>
- Omit -
<d:XAddrs>
http://192.168.0.26:8081/onvif/device_service
</d:XAddrs>
<d:MetadataVersion>1 </d:MetadataVersion>
</d:ProbeMatch>
</d:ProbeMatches>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

Fig. 9 ProbeMatch message for ONVIF discovery
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<s:Envelope xmlns:s ="http://www.w3.0rg/2003/05/soap-envelope">
<s:Header>
<Security s:mustUnderstand ="1"
xmlns
="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.x
sd">
<UsernameToken>
<Username>123 </Username>
<Password
Type
="http://docs.oasis-open.org/wss/2004/01/0asis-20040 1 -wss-username-token-profi
le-1.0#PasswordDigest">
03Y9wihDX0vA4Mt3+qHTeqdfArc=</Password>
<Nonce
EncodingType
="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-securit
y-1.0#Base64Binary">
DXDYUhzXBUGTdGQ4nyYb6i0AAAAAAA==</Nonce>
<Created xmlns
="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.x
sd">
2021-02-14T16:46:49.000Z </Created>
</UsernameToken>
</Security>
</s:Header>
<s:Body
xmlns:xsi ="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd ="http://www.w3.0rg/2001/XMLSchema">
<GetDevicelnformation
xmlns ="http://www.onvif.org/ver10/device/wsdl" />
</s:Body>
</s:Envelope>

@

<s:Envelope xmlns:s ="http://www.w3.0rg/2003/05/soap-envelope">
<s:Body
xmlns:xsi ="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd ="http://www.w3.0rg/2001/XMLSchema">
<GetDevicelnformation
xmlns ="http://www.onvif.org/ver10/device/wsdl" />
</s:Body>
</s:Envelope>

(b)
Fig. 10 GetDevicelnformation requests according to login
information: (a) Presence of username and password.
(b) Absence of username and password.
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HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8;
action="http://www.onvif.org/ver10/device/wsdl/GetDeviceInformation"
Date: Sun, 14 Feb 2021 16:45:47 GMT
Connection: close
Transfer-Encoding: chunked

Error: No security header

@

Privacy_Mask

®on Ooff
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EndX
StartY

EndY

HE

StartX EndX Starty EndY
100 200 100 200 Edit Delete
HE
(@

ROI
@on Ooff
Startx
EndX
Stanty
EndY
Temprature

olor

N

Startx EndX starty EndY Temprature Color

o w0 2 Edit Delete

ne

Fig. 12 Web viewer setup page: (a) Privacy mask. (b) ROI.

HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8;
action="nhttp://www.onvif.org/ver10/device/wsdl/GetDeviceInformation'
Date: Sun, 14 Feb 2021 16:46:49 GMT
Connection: close
Transfer-Encoding: chunked

Error: Invalid username or password

(®)

<soap:Envelope
xmlns:soap ="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:i0 ="http://www.onvif.org/ver10/device/wsdl"
xmlns:tns ="http://tempuri.org/"
xmlns:tm ="http://microsoft.com/wsdl/mime/textMatching/"
xmlns:tds ="http://www.onvif.org/ver10/device/wsdl"
xmlns:tt ="http://www.onvif.org/ver]1 0/schema">
<soap:Body>
<tds:GetDeviceInformationResponse
xmlns:tds ="http://www.onvif.org/ver]10/device/wsdl"
xmlns ="http://www.onvif.org/ver10/device/wsdl">
<tds:Manufacturer>i3system </tds:Manufacturer>
<tds:Model>Onvif Camera </tds:Model>
<tds:FirmwareVersion>2.0.4 </tds:FirmwareVersion>
<tds:SerialNumber>100000003a17ba8c</tds:SerialNumber>
<tds:Hardwareld></tds:Hardwareld>
</tds:GetDeviceInformationResponse>
</soap:Body>
</soap:Envelope>

(©)
Fig. 11 GetDevicelnformation responses according to
login information: (a) No username and passsword. (b)
Incorrect username and password. (c) Correct username
and password.
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(b)
Fig. 13 Streaming image: (a) without privacy mask and
ROI (b) with privacy mask and ROI
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