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[Abstract]

With the application of the Data 3 method, the scope of the use of pseudonym information has
expanded. In the case of pseudonym information, a specific individual can be identified by linking and
combining with various data, and personal information may be leaked due to incorrect use of the
pseudonym information. In this paper, we propose the scope of use of data is subdivided and a
differentiated pseudonym information processing method according to the scope. For the study, the
formula was modified by using zero-knowledge proof among the pseudonym information processing
methods, and when the proposed formula was applied, it was confirmed that the performance improved
by an average of 10% in terms of verification time compared to the case of applying the formula of

the existing zero-knowledge proof.
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I. Introduction
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II. Background

1. alias information
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Table 1. Number of counseling cases for reporting
personal information infringement [5][6]
[unit : Number of cases]

Division ‘15 ‘16 ‘17 ‘18 ‘19
Unauthorized
collection of

personal
information
Provision of

unauthorized use
of personal
information
Theft of other
people's
information such
as resident
number
Refusal to
withdraw
membership or 957 855 862
request for
correction
etc 7,089

2,442| 2568 1,876| 2,764| 3,237

3,585| 3,141| 3,881| 6,457| 6,055

77,598 | 48,557 | 63,189 | 111,483 | 134,271

1,149 | 1,292

4,850| 4,342| 5,488| 5,655

2. Data de-identification and alias processing
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SR AlEERl HlolE] BAE Al 7R
(Pseudonymization), £7)X2](Aggregation), G|o]g] Ak
Al(Data Reduction), HJo]g ¥
glolg utAZ(Data Masking) 2
[SI[10][11][14].

dlolel vlahgst W & JlR Ague gl
e 71gslet ofsst shoe 18 g o] & 53} vt
Hol fiBAd A2 wglozr =39S (Homomorphic
Encryption)et HX|AZH(Zero-Knowledge Proof), Xt
= A Y8 3(Differential Privacy), AT AAHSecure

Multiparty Computation)2 S 4 QCH11][12]13].

Z3KData Suppression),

TeE 4 9

Table 2. Encryption method for pseudonymization
(710101011101 2][13][14]

Cryptography for data
de-identification
Homomorphic

Characteristic

Fast processing through

Encryption parallel processing
Zero-Knowledge Can be used for anonymous
Proof authentication

Personal information can be
protected through appropriate
noise
A technology that can process
a number of information
anonymously to process a
common goal

Differential Privacy

Secure Multiparty
Computation
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III. Research Proposal

1. de-identification data processing method
considering the scope of use of pseudonym
information
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2.. Proposal for a method of processing
pseudonym information

2.1 Algorithms for processing alias information
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@ Applying DLP (Discrete Logarithm Problem) using finite
F

@ Arbitrarily set the equation of the elliptic curve E on
F.

Applying the equation of weierstrass equation for the
experiment of this paper

E=y’ + a,xy + asy = 2%+ ayr® + ax + ag EF

(® Extraction of natural numbers within a finite group with
F as a range and the personal information-related variable
p as a medium

F=<f> --> cycle group of order n (finite), x&F

Finding the only x=f*

d(mod n) (d=logfx)

At this time, the range for the finite group F is designated
as an elliptic curve with the encrypted bit of personal
information as a variable, and the number of elements
of the elliptic curve is set as a natural number in

p+1—-2vp ~p+1+2vVp

@ Use of pseudonym information in which x is impossible
to infer through basic zero-knowledge proof

y: given value, p: large prime (decimal), g: generator
Prover : g"x (mod p) =y, vy

setup(share) y value to Verifier)

Prover : A = g”r (mod p), Setup (share) A value to Verifier
Verifier : (x+r) (mod (p-1)) or r challenge

(Ay)modpz g(:1;+r)m(>d(p* l)modp

A= ¢g'modp
Depending on the range of p, the difficulty of inference
for x varies.

Fig. 1. Procedure for applying formula to de—identify
pseudonym information
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2.2 Categorized by Data Usage
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Table 3. Classification of data use range

p setting
division (de-identification
bit)
. . x<=32
Functional application stage: .
. . Adjust p value
For simple research and statistical _ .
within x bit
use
range
Linked application steps: x<=b4
To link data between institutions
Guaranteed use steps:
For data linkage between multiple x>64
organizations
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3. Experiment and performance evaluation
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7132 Fig.29h 2.
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Experiment environment :

Raspberry Pi 4 / 1.5GHz quad-core CPU

SDRAM 2GB / Data format: CSV

comparison target :

A simple zero-knowledge proof formula is applied in the
case of the same range of p

Same data format as other experimental environment
Alias data set for performance evaluation: 10
Prediction dataset for performance evaluation: 25 ~ 30
Performance evaluation factor: Verification Time
Performance evaluation analysis tool: R studio

Fig. 2. Experiment and performance evaluation
environment
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Table 4. Verification Time Comparison Measurement

[unit : data set/ms]
Division 1 3 5 8 10
suggested | o0 | 15 | 756 | 846 | 929
formula
Comparison |30 | 205 | ga5 | 962 | 1019
formula
2 olo] Algle AEeo] el mE 0RE A
Astart dlojeie] 28 APy stgirt
cole] 4 91 RS Solo] RS 2g Eoj2 ool
B WS 3 45 Zolg No= U 4 gk
x1=c(1,3,5,8,10)9] 22 EO2 FE Al coef(ml)2 4585
1! fitted(m1)E 4383t & predict(ml,newdata=newl)et

predict(m2,newdata=new?2)S 4385to] Table 59] A&
A5l

Table 5. Comparison and measurement of verification
time according to data set increase (prediction)

[unit : data set/ms]

Data set /ms 20 30 40
Suggested

formula 1052.323 1413.887 1604.451
y=26.5x+642

Comparison

formula 1391.350 1625.808 1934.267
y=30.85x+701
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o e
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Table 6. Degree of performance improvement

[unit : data set/%]
Division 1 3 5 8 10| 20| 30| 40
Performance | o | gor | 9% | 10%| 10% 11%| 1% 12%
improvement
)(‘:,:_T%,jl' THR seser, yom
25, 14%
0 7% o 125 1
15 9% % > R J.::.
1 H H 6%
1 3 5 8 1 20 30 &4
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o] Null hypothesis: =0 (the prediction is unreliable)
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2 Alternative hypothesis: p>0 (There is confidence
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IV. Conclusions
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