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Abstract

As pass the three revised hills, the Personal Information Protection Act was revised to have a larger
application for personal information. For an industrial development through an efficient and secure usage of
personal information, thereis a need to revise the existing anonymity processing method. This paper modifies
the Zero Knowledge Proofs algorithm among the anonymity processing methods to modify the anonymity
process calculations by taking into account the reliability of the used service company. More detail, the
formula of ZKP (Zero Knowledge Proof) used by ZK-SNAKE is used to modify the personal information for
pseudonymization processing. The core function of the proposed algorithm is the addition of user variables
and adjustment of the difficulty level according to the reliability of the data user organization and the scope
of use. Through Setup_p, the additional variable y can be selectively applied according to the reliability of the
user institution, and the degr ee of agreement of Witnessis adjusted according to thereliability of theinstitution
entered through Prove_p. The difficulty of the verification process is adjusted by considering the reliability of
the ingtitution entered through Verify p. SmProve, a simulator, also refers to the scope of use and the
reliability of the input authority. With this suggestion, it is possible to increase reliability and security of
anonymity processing and distribution of personal information.
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1. Introduction

With the Industrial Revolution of 2020, the threevts of data about (Personal Information Protection
Act, Credit Information Use and Protection Act, dahd Information Communications Network Act) were
implemented to enable pseudonymization when thegssor of personal information has a purpose in
research and public preservation of records [1¢uBenymized data refers to the unidentifiable data
regarding a specific individual without any additéb data by deleting or replacing part of the peasdata
[1].

Table 1 shows the utilization range disclosed ypiblicy wiki. As shown in the table, there is isasing
interest regarding the unauthorized use and irdrimgnt of personal information due to the revised ac
stressing harder on multiple areas regarding usbgersonal information without acquiescence.
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Table 1. Summary of data bills [2]

Concept Range of Usage
Personal Information: Available for use within the range of consent,rliteand
Information regarding a specific individual specific
Pseudonimized Data: Available without consent with the following motiwe

Information of a specific individual processed Statistics (Including commercial use)
to not be accessible without additional Research (Including industrial research)

information Public record preservation

For pseudonym information, the revised Article 28he Personal Information Protection Act excludes
the application of personal information protectietated regulations such as notification of théembion
source of personal information collected from otthem the information subject, destruction of peado
information, and notification of personal infornaatileakage. Threats can arise [1-2,12].

This paper suggests an algorithm that includes eompeliability within the calculation of Zero
Knowledge Succinct Non-interactive Arguments of kaedge, an encoding method, for a more secure
management of pseudonymized personal information.

2. Related wor k

2.1 Data Pseudonymization M ethod

Methods of deleting or replacing the personal dade,or whole, is being used for pseudonymizafipn|
Among the methods, the encryption methods includedztional, one-way, order-preserving, format-
preserving, and homomorphic encryptions [1, 4].

Bidirectional encryption is a method that usesstme private key in encoding and decoding, giving a
very fast calculation for the process but at threestime a risk for security threats to personadiimfation
once the key is leaked [5]. A one-way encryptiodudes application of hash function, which can be
classified to Message Digest Code (MDC), Messagheication Code (MAC), and Salt.

Order-preserving encryption is a method that maistthe code's order same as the original datahwhi
gives the advantage of having the same order eftenemncoding. The format-preserving encryption has
the same encoded value as the original informatitich does not bring issues of schema modification
of storage. Homomorphic encryptions have the chariatic of enabling calculations in encrypted mode
allowing for various analysis.

The pseudonymization methods based on protocolgdta transmitted through the network include
Differential Privacy, Multi-party Computation, aZeéro Knowledge Succinct Non-interactive Arguments
of Knowledge (zk-SNARK).

Differential Privacy is information security techogy used in Google and Apple that does not clearly
show that Group B and Group C within a Databaseo@sdnclude personal information and mixes in
appropriate noise regarding whether the informasancluded [7, 8]. Multi-Party Computation is leas
on Interactive Protocol that may use homomorphirygstion or a chosen calculation based on all the
nodes maintaining their online state until the edasbjective is complete[6, 7-8].

zk-SNARK is a technology in which a prover provesthe verifier that there is information in hold
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without revealing the information itself. Recentijpe method is being used frequently in data de-
identification that requires a high level of anongmvith calculations that apply range proof metbdldat
prove the range of concealed information [6, 738le methods mentioned above have security risks in
terms of methodology, giving a need for a more sepgeudonymization.

2.2 Zk-SNARK

Zero knowledge Succinct Non-interactive Arguments Knowledge (zk-SNARK) is a
pseudonymization method that proves the correctoéss data without revealing any of the private
information [9, 10]. zk-SNARK uses a hash functittrat makes original inference and decryption
impossible and is used as a cryptological methoddita pseudonymization in blockchain [10, 11].uréy
1 is the process of zk-SNARK in a blockchain.

Data hash value(Commit value) is uploaded on the blockchain

* Uses an input value that adds a random value and makes original inference very difficult
Formulates a function that includes a relationship equation between the original input value and the
hash value and a specific equation regarding the data.:The value is provided to a third party throug

h proof of the function
*  The third party verifies the proof and input/output results.
= Verification that the hash value is wihtin the blockchain.
*  Verification that the data is valid.

Figure 1. zk-SNARK Process

zk-SNARK is an example of Zero Knowledge Proof (ZKiBed in blockchain, a distributed data sharing
environment. zk-SNARK uses ZKP to formulate a dircbat forms a certain function into a single
multiplication formula and multiple addition fornragé[9]. The hash value given from the ZKP concduds t
original data, solving the security issues regaydoersonal information, and also enables very fast
verification of proofs, increasing the functiontb& blockchain.

3. zk-SNARK -based Personal I nformation Pseudonimization Algorithm

3.1 Comparison of Data Encryption Methods

With the enforcement of the three laws of datautiization range of personal information is breadd
and gives need for a verified and secure pseudaatimn method.

This paper uses and modifies the ZKP formula us&kiSNAKE for personal data pseudonymization.
The ZK-SNAKE algorithm of the formula is shown a€ \WVerifiable Credentials).

The suggested algorithm enables an addition ofwes@able and control of difficulty level according
the credibility of used service company and usagge. Through Setup_re, the added varighlan be
selectively applied according to the company ciétlib The agreement level of the witness can be
controlled according to the credibility of inputrapany through Prove_re. Verify _re takes into acttium
input credibility to enable control of the veriftgan difficulty. The simulator SimProve also takine
utilization range and input credibility into accaun
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3.2 Modified Algorithm of zk-SNARK

Suggested environment is Non-interactive ZKP, agsgifRelation T that includes the node information
for formula application.

Suggested environment: Non-interactive ZKP, assuming Relation T that includes the node
information for formula application

Functions : Setup_re(), Prove_re(), Verify_re(), SimProve_re()

Argument:

E T: Group o Common variable B: Simulation trap door y: Additional variable

Instance and Witness: Information of organizations belonging to T

Figure 2. Functions and Factors about Propose Algorithm
The explanation of each used functions and faet@ss follows

Table 2. Process for each Function of the Proposal

®  Setup_p(T)->(a.f)
: Output common variable and simulation trap dogf through RelationT. Selectively apply additional
variabley, which contains measurement of used company dliggdilvhen usingSetup_p function in order to
efficiently control the speed of identification anerification.

® Prove p(a,Instance, Witness)->P:
Output value oProve p by inputting common variable and the instance and witness witfimelative to
RelationT. The witness agreement level is controlled accgrdo the input credibility. The difficulty of
agreement can be controlled as such that in caggtotredibility, the difficulty is lowered whilguestionable
credibility increases difficulty.

® \Verify p(a, Instance, P)->Trueor False:
The validity of the proof is output 8sue or False according to input of common variaklelnstance, ané.
The verification difficulty is controlled according the company credibility input as Instance. phecess
selectively applies additional variahléo modify the equation according to the DID (Déecalized identifier)
utilization range and importance of verifier cretii@in

® SmProve p(a,p,Instance)->P :
The simulator SimProve inputs common variadldrapdoors, and Instance to outp& The verification
difficulty is controlled by taking the credibilitiynstance into account.

The process pseudo-code of Algorithm is as follows.
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mnput :

. Relation(T), Values within T=Input Company value Instance, Witness, Common variable a, Trapdoor
statement:

. Block generation for company based on credibility

= Application to the followmg formula

Setup p(T) -

condition:
. if (user's claims 1s lower than the limit) -
Adjustment of the encryption process for de-identification
Adjustment of the difficulty of agreement for identification
Application to the following formula

Prove_p(a,Instance, Winess):

statement:
. Measurement of credibility of Instance
. Setting difficulty of verification process
= Application to the followmg formula
o SimProve_p(o, B Instance):
o if (DID usage range and VC importance is higher than the limit):
® Consideration of additional variable y to function
Measurement of credibility of Instance

Setting difficulty of verification process

Application to the following formula Ferfiy_p()

Figure 3. Pseudo-code of Propose Algorithm

3.3 Performance evaluation

In order to evaluate the performance of the algoriproposed in this paper, the verification timelef
identification of pseudonym data was measured forahdomly generated datasets in a form similar to
personal information such as ID (identifier), nansd address. Experimental environment and
performance the evaluation environment is as falow
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® Experiment environment :
* 1.5GHz quad-core CPU
= LPDDR4 SDRAM GB
= Data format: CSV

® comparison target :
* A simple zero-knowledge proof formula is applied in the case of
the same range
® setting
= Alias data set for performance evaluation: 25

* Prediction dataset for performance evaluation: 30 ~ 50

* Performance evaluation analysis tool: R

Figure 4. Evaluation Environment

Five tries were repeated in identical environmdatsed on Figure 4, and the result measurement time
data are organized as shown in Table 3.

Table 3. Verification time of Sample data
[unit : data set/ms]

Data Set 1 3 5 8 10
Suggested formula 691 751 788 820 998
Comparison formula 729 769 831 952 1071

The experiment above used a small number of datedier to eliminate error from overloading of the
experiment environment, and future performance logweent could be inferred by organizing the values
into data through R.
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# summary of formulas and predictions about “ZKP(A)”
Call:

Coefficients:

Estimate Std. Error t value Pr(>{t|)

x127.556 3.113 8.532 0.00331 **

Multiple R-squared: 0.9604,

Adjusted R-squared: 0.9472

F-statistic: 72.79 on 1 and 3 DF, p-value: 0.003383

# summary of formulas and predictions about “Propose ZKP(B)”
Call:

Coefficients:

Estimate Std. Error t value Pr(>|t|)
x2 31.106 1.551 19.89 0.000278 ***
Multiple R-squared: 0.9925,

Adjusted R-squared: 0.99
F-statistic: 395.5 on 1 and 3 DF, p-value: 0.0002778

Figure 5. Summary of formulas and predictions code

The difference in algorithm processing between ZQR{d ZKP(B) proposed in this paper is that when
applying the algorithm for data pseudonymizatidw, teliability and frequency of use of data usees a
considered. According to the formulae, the formofazKP before maodification ¥ 23.1x+642 and
suggested formula=y32.15x+691 were conjectured and the performandhefata set regarding the
formulae is organized in Table 4.

Table 4. Formula about Algorithm
[unit : data set/ms]

Data set /ms 20 30 40
Suggested formula
1152.112 1411.912 1799.351
y =27.1x+ 642
Comparison formula
1321.391 1640.001 1971.887

y =31.15x+ 691

The performance increase can be assumed regatungerformance evaluation of the suggested
formula and comparison formula.
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Table 5. Performance about various data set

Data set 1 3 5 8 10 20 30 40
Performance | g 85% | 89% | 95%  102%  105% |  11% 11.5%
Improvement

In the case of the suggested formula in Table&etlwvas a 10% increase in performance compared to
the existing formula, and showed an increase ifopaance as the data set grew larger.

In order to measure the meaningfulness of the ihgorfunction of Table 5, we can hypothesize as the
following in Figure 6.

Null hypothesis: p=0 (the prediction is unreliable)

Alternative hypothesis: p>0 (There is confidence in the prediction)

Figure 6. Hypothesize about Performance test

According to the performance test t values of thggested formula and compared formula were 8.532
and 19.89, respectively, and the p values at Ogificance level were 0.00338 and 0.000278, rethypedy.
Through this analysis, the null hypothesis wasctegand the suggestion was proven to have signige
as a formula capable of measurement and prediction.

4. Discussion

With the enforcement of the 3 major data acts,rétpilations regarding personal information were
revised and the range of usage of personal infeomatas expanded. This paper modified and suggested
the zk-SNARK as a method of pseudonymization ofs@eal information. When accessing personal
information through various organizations, the ity of the organizations and the argument faaib
the utilization range were taken into consideratiobe implemented into the process. The verifeati
time was measured for algorithms before and aftatification as a performance evaluation, in whioh t
performance was shown to have increased by at188ston average in the significant range.
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