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Abstract Due to the prolonged infectious disease of COVID-19 worldwide, there are various security
threats due to network attacks on Internet of Things devices that are vulnerable to telecommuting.
Initially, users of Internet of Things devices were exploited for vulnerabilities in Remote Desktop
Protocol , spear phishing and APT attacks. Since then, the technology of network attacks has gradually
evolved, exploiting the simple service discovery protocol of Internet of Things devices, and DRDoS
attacks have continued to increase. Existing SSDPs are accessible to unauthorized devices on the
network, resulting in problems with information disclosure and amplification attacks on SSDP servers.
To compensate for the problem with the authentication procedure of existing SSDPs, we propose a
hash-based SSDP that encrypts server-specific information with hash and adds authentication fields to

both Notify and M-Search message packets to determine whether an authorized IoT device is present.

Key Words : Internet of Things, Simple Service Discovery Protocol, Distributed Denial of Service,
Distributed Reflective Denial of Service, Man in the Middle Attack

*This work was supported by the BB21+ Project in 2020
*Corresponding Author : Seung-Soo Shin(shinss@tu.ac.kr)
Received March 19, 2021 Revised May 3, 2021
Accepted May 20, 2021 Published May 28, 2021



10 3t=88stsl=2X| H123 X563

AE7|&d SAV|E9 WHoE 20159FH A=
OlE|HI(IoT : Internet of Things) TZEZS &85t
FAMEE A&FHeRE Eojvba ItHll thugt IoT
LREEF JA FARES O AL AN Z2EF
(SSDP : Simple Service Discovery Protocol)= &-&
St B4 AulA AR FA(DDoS : Distributed Denial
of Service)& AlESIaL AtolH| thu]40] FAR S
=k 100917] Hx=9] 370E SSDP A7} et JIEd
o] A% FoRet SSDP AHE2 50Gb o2l Exfy
o] 7hsstal 349 AL FA Frksta Al

HZ7HA = DDoSH 4t ¥RAF AB|A AR ZF
(DRDoS : Distributed Reflective Denial of Service}
HOM} ol¢#7} Ea Qltt. SSDP= DHCP(Dynamic
Host Configuration Protocol), DNS(Domain Name
System)@F Z-2 A 7]6ke] FAdglo] At FHF0A
AMgsE7l sl AAEA, Draft by
Microsoft and Hewlett-Packard in 19992] IETF A
oto] wtg% & SSDP”} UPnP(Universal Plug and
Play)Z2EZo| S=AcH2].

SSDP9] A BIQIZE 7171914 ToT AW Hat
SSDP A4 HRE 833 Fefo|dE 7719 &
Ao gt F7180 AF= A PoF LAY == DRDoS
FeFdo] &A%tH3]. SSDP &-83t SZFZ0] 75
gt H]R17} tjHlo| AE wHSA H|QI} HHfo] A0 95
HAIRE B st 5543 APl B a7t
Aet. SSDPo] ERHEES F718te] [oT 71719 377
RBE Aot} At 27} Q1FI 25 ARSI,
SSDPol|l Hisf| &/4241 HAE BAsto] SEFEE Tet
sto], % FEFZ0] Hd A WAIRE ZEPst
of JIEZS FASH= A7) SSDP= AQHeiet.

2 =79 4L o3 Aty 2%0lA SsDp,
DRDoS S #dd & 243 SSDPo| ZAIHS
EA3%1t} 3ol A= SSDPo] Het AEE A-85te] [oT
717] ERkZ I3k SjA] 7|9te] SSDPE AlEdolA ot
a1, 404+ SSDP ToT 7171 EekS I8t sfA] 715k
9] SSDPE H|w/2A3It) 183l 5304 22 Pt

Internet
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2 Zo| AL SSDP, Z7HAEZ, DRDoS £ZFZ 9]

AT FFS Pobay 71E9 SSDP L2 EZ0| BAH
o BAg
2.1 SSDP

199994 wl=ol|A ARl ofisrEio] T JAHU(OE :
Internet of Everything)’/H'd-& A2 AREsIal 7|&0]
Iagto] wet 0T g o g W= girt [oT2 &7
futolA, gt WY 59 IT QlZet &2 HEYIE
SOl AXZE FRE &/5Alek Tekst AHIAE AT
SheH4] 183 RE AujAoA ARGSHE 4F HHE
o]A%E NFC(Near Field Communication), 554
o} &2 AANSE RE JH} T8-S stal Get o
A3, AH AFEGE t2A Ak stego] A
< §8&%0 =7 AREIIT}HS].

SSDP= AARREeRE 7]719] HEFMo] 7hssitt.
UDP(User Datagram Protocol) 5412 AR&-3}3L E41
FZE= HTTP(Hyper-Text Transfer Protocol)@} vl
SHEHG]. SSDP9] SAIRMALS UPnP L2 EZE AYUsh
£ HHfo]AoflA Z419] Tiuto|ACt AMuIAE FI157]
sl A 7|5 HAAE HEFIAY A0 R Hgsh=
Ja HAA] Al gD M-search F419
272 EFHch SSDP w3l JjEFRE 1P
Address, UDP, Multicast, SSDP M-Search, SSDP
Notify2 749t} [P Address&= #i7l 542 st
71719] F42 4%stal Multicast®] UDP FAlOZ
SSDP M-Search E+x SSDP NotifyS &3},

2.2 7KK 341 DRDoS &%

HEYA 347192 AHet SolAEZ 24T 4
£ FEARE F A2" AloloflA S FAMITM :
Man in the Middle}& &3 Sto|AES] A2 LS A
2 ZRAPI 34 SYCIdEY olo|yE WX}
o] Auje} EAFITH7]. tEA O 2 Session hijacking,
DDoS, DRDoS 9 Hddt 347180l ARt
DDoS FZdA= 3449] IPE %4 4= 912l DRDoS
oAM= & [PE HXoto] SEFAS AP 9.

ESF S 4L 7]9ke g MIT PC(Man in the
PC)?} MITB(Man in the Browser) &27]®HE0°] 9l
. MIT PC¥ Keystroke logging, Operating
System Exploit, Memory Hacking®s9 3Z&7|HCo=
gixo] AHalA TZ 2 Z Operating System= 7|Hto&
Sith, MITBE Eahe-A HFe] FHoFYS olgste] 9
BEeAE AAA71 £ FHCIA 4, &/54 H
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olEl 5% 5o U ool P T 4 ek &
o9l Y Mo AYsT AgAS TAE
oA HolA] Q=rHI0-13].

DRDoSt DDoS9] ¥ geltt. DDoS 54004 ¥
a3t obg ofo|AE MX] glo] YEYAY FHFHS o]

85}o] BHEl AHAEIE DRDoSS] WHALAHE A18gH
TH14-16]. 1999%1 DRDoS®] $1&4e] tis) Leixla
EAQl A 201449 TitEe] BAo] meadlA
SASEH 7).

2.3 SSDP &4

SSDPO] 42 Notifyet M-Search® /JEth
Notify:= DHCP®} DNSTH £ FAH9| =i
2] ¥ [oT AHoA 71719} JAlsk7] s 7142
Z Notifygt= F3E 3tk M-Searche 7171914 1oT
AHE FAsE] ol ARgsta S TS B3l IoT
AHjel BAIGRE waksitt ARbEQl SSDP AHE 3
I EE 7]1719] 9AQ Ao o5 o[HEZL WY AL,
71719 izt 154a; glo] BARFEE Al wet
A}, SSDPS] A2 that &t

A AR, 8117} 71719014 ToT AHE FZoltt. vl
7} 7171904 ToT AW Z HZoto] Location BEE &
3 ARE E5F 4 AUtk Location WELE XML
(Extensible Markup Language)@E|Z deviceType,
modelName, serialNumber, UDN 5 tfFst JH7}
LEHt 4R Heo]l AHEH [oT 71719 A+
serialNumber+= ¥Y9& X3gt gulglo] A5}t F+
WA, SSDP AHollA FRE 833 Seto|AE 7179
4R gt =710 HSES SHA gol WAE=
DRDoS F{efzdo] EAgtet.

2 =2ollA Aftels 34 SSDPY B4IZE
[oT 71719 F7H4R1 Q152 & & Q= FEE FVlst
i1, SSDP AlH&= NotifyS ¥ o,
(Universally Unique Identifier)?] =&2 4 35}517]
98l SHA-512 A2 d5she gict. Jja Stold
EojA M-SearchE XyT wf, BAZE F vix]dto]
Device EZ F7I5I Device BE9] 2 71719
UUIDE A43sto] SSDP A= FAlsk= siA] 7]Hte]
SSDPolt}. SSDPY] )1FdAte] EAIES Bgstr] $af
S|A] 7]9ke] SSDPE 7]& SSDPOlA Notify HAIX]2}
M-Search HWAIA] HZlo] A TRAHRE SHAE A4S
sletal QISEEE F7t5to] )71 IoT 71719 oRE

3. oAl 7[tte] SSDP

3.1 AAHISl 19 3 N 2HE

Al 7]8ke] AlAEL2 SSDP Server, Work PC,
Smart Device, Media Server2 A% th. SSDP AJH]
= Raspberry Pi 3 B+2} Maria DataBaseZ T4%
t}. SEfolEE YEHAQl Work PCO ARFE 7]7], 1
g1 vjdo] AY 5 o9 71715 o= Fith SSDP
Ao} ZeElo]EX UDP B4l0 2 H|AEAS A5t
I SSDPQ] FEj:= P& HTTP ZE2EZT JASI

SSDP AlH= 4Aet F7]vitt WiS S DEA
2EZ FAE Skl AHE 77 B4 EHIE ol&
3to] SSDP AlHE HAekaL B4lof gt Zast JRE
&/5A1%t). SSDPY] k= Fig. 13 ZtH18l

Simple Service Discovery Protocol Network

SSDP Server uoP

Fig. 1. SSDP Configuration

SSDP AHE 93t st=go] /432 Rasberry Pi3
B+ZdZ CPU+ 1.4GHz9 Quad Core®} RAM2
1GB SDRAM(Synchronous Dynamic Random
Access Memory), 181 YEYT 732 330Mbps
9} 502.11 b/g/n/ac, Bluetooth 4.27} &%t
SSDP /3o a3 stEfo] 42 (IE-1)9 2t

Table 1. Hardware Configuration

Model Rasberry Pi3 B+

CPU 1.4GHz, Quad Core

RAM 1GB SDRAM
Ethernet 330Mbps Ethernet
Wireless 502.11.b/g/n/ac, BT4.2

SSDP A#¢} Client DeviceE A& 0]A517] H5]
OS(Operation System)= Microsoft®] Windows 10
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Pro 20H2&Rasberry OSE ARg3tct. Dev language
= MicrosoftAle] C# language?} Ryan Dahl9]
Nodejs, 12]3Z Apache Web, SSH(Secure SHell),
FTP(File Transfer Protocol) Z2 1S ARSI} A
Edo]d /3o a3t AnEQo] /IR (E-2)
o Zth

Table 2. Software Development Environment

) Windows 10 Pro 20H2,
Operation System Rasberry OS
Dev language C#, Node JS

Other Apache Web, SSH, FTP
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SSDP9] S8k += Fig. 204 @¥I &t Fig. 20
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ZdPstal Client Device®= M-Search WAAE 53
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Fig. 2. Hash-based SSDP Flow Chart

SSDPoM = RIFEAZL EA5HA] Fom QI7HE A
e AREA) FEESHA SSDP AW 2 Foto] <9
A BP0l izt f13/do] AT ol2et A
A% wWete®  Fig. 20 H|o]EHo|A(DBMS
DataBase Management System)E 3713ttt Fig. 2
oA @9 #742 thZ &t Client Device®] A8
7doll W=t SSDP AHi= s 71719] Higt UUID A5
AE Agsict. A HA, M-Search H{HA Y T= F <

o] ZA5e UUIDY et U
sttt & WA, QA7FE [oT 717] oRE
SSDP AHoj|A DBMSE Ho] 835 3
71719] 4%, AR Holgg £/441%t
AFHA7}F 7K 10T 717] S A3t 3|4 7145t
9] SSDPE AF&sl7] 3 A Zrdo= 17t ARA
of oJ5fl [oT A8 dlolEHlo| A0 717]9] RS E T
=3t} Al 719E9] SSDPAIA ToT 717] 552 th33t
Zo] AYP=rt WA, IoT 7]7]+= SSDP AHZE 3-way
-handshake ¥ % Client Device©l4] SSDP A¥ &
ofo|tjo} AYEZE HTTP/1.1 POST FA o0& HAl
gttt [oT DeviceZ3H olo|t]el sfAQEE =41 vF
2 SSDP AlH= Hlo|H A5 & DBMSZ A9t
DBMS®] Q171 A8AF HE 23] d o] whet 2791
Aol dgdct. 239 AlAS dgw2 A7k AR
A= 717155 HelA R olsste 717]19] UUID AEE
SSDP AHE 53] DBMSE 5% A} T+ 44 &Y
< APtk [oT 71719] 55/ Fig. 37 2t
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TCP/IP - Syn
«€——TCFP/P - Syn+Ack:

TCP/P - ACK————3¢

HTTP /1.1 POST,
1D and PWW

Query ID and PV ———>
Query Result

| User
' erification

ogin
|——UUID Register Request—_

| UUID Form Verification
= Query UUID Register—

Query Resul

—UUID Remove Requesi—3>4.
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= Query UUID Remove —3
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Fig 3. Registration Process of loT Device

3.3 AJAEI X
A2 FF= SSDPO] Hotd 2 2715t Notify |
A|A] @43+ M-Search HAIA] g4Jolct,

3.3.1 SSDP Notify

Notify HAIZ]&= SSDP AHofA] A&sl= HAIRZ
SEfoldE 71719t JEWIE ol HEPIAEE B5
Fagteh. skATE SSDP AH 9] UUID7} k&se
Ho| &5l sFEre] RES jAE Bof 2
Q]

g RS dusdith
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SSDP Notifye] WEHEL- Request Method, Request
URL, Request Version, HOST, Cache-Control, Location,
Server, NT, USN, NTSZ g9l Request Method,
Request URL, Request Version®] BEF4]2 ‘9%
HAESF, WY, AR FolEnt. HOST
& AWFEA, Cache-Control == Hof 11 &
GAIZFS max-ageE AoJstth 12]1 Location B=
= FE tfdlolAo] tigl UPnP URL HH, AH=
UPnP/1.1 AE/#A OS/HAo] ek E, NT+= F1L
A%, USNZ 71719] 595, NTSE 32 skelfagolth
ole} Z-2 W82 Fig. 49+ Zth. 7]& JoT AH9] SSDP
w7l A SSDP A#e] IFAE7} leEE= USN 2=
of ki Sz FEtlel Ee Hastet

88DP - Notify
Request Version HOST

Request Method Request URL Cache-Control

Lacation Server NT USN. NTS

UDP

Source Port Destination Port Length Checksum

1Pvd

Version Header Length DSCP ECN Total Length

Identification Flags Fragment Offset Time to Live Protocol

Header Checksum Source Address | Destination Address

Ethernet

| Destination | Source | Type

Fig. 4. SSDP-Notify

3.3.2 SSDP Search

SSDP Search HAIAS] Tifet F& FA4 FolA
Device YE=E 7}5t0] SSDP Search HWAIAE £41
Sf= SSDP AlH|o|A] Devicel] UUIDE oH& &It
I Q7R G AS, BOE ARkl ARl

Fig. 5914 SSDP Search® HEREL Request
Method, Request URL, Request Version, HOST,
MAN, MX, ST, USER-AGENT, Device®Z 3%t}
Request Method, Request URL, Request Version9]
TEFAL 94 mat Helet 94 Has FH, 17
I HAE BFHog HojHr

HOST &= Aol digt F4, 23 MAN 4=
= HTTP Extension Frameworke]] ©Q35}31 ssdp:
discoveryZ A&} MX =& O tj7|A|7to] X
= ST o= HAMAAS AA3ict User-Agent
o= osHdez Aoty 71 Device BE+=

loT 71719 AFAHRE dH.

SSDP - M-SEARCH
Request Version HOST MAN

USER-AGENT Device

RequestMethod | Request URL

M sT

UDP

Source Port Destination Port Length Checksum

IPva

Version Header Lengih DSCP ECN Total Length

Identification Flags Fragment Offset Time to Live Protocol

Header Checksum Source Address | Destination Address

Ethernet

| Destination | Source | Type |

Fig. 5. SSDP - Search

71& 10T 71712} SSDP #Zlo|A IoT 717]°] gt <1
SAAE 371617] A8l Device WEE F713Mtt o]
Device =0 [oT 71719 IFFEE A2 LS 3}o|
A ARt

3.4 AMAHRL AZ0|M

SJA] 719k SSDP] AlEH ]2 10T 71719 A5
E3t QIETg oz APHLE [oT 71719 JREF A
2 AR QI7bE AMEARE /1FSHAL ToT 71719 21+
HEE AR IR A2 HEE IFPEE
UUID B20 8 55 &g Xgsta &xH IoT 7171
4 A%, A7HE AR HEe R [oT 71710 thgt 3

E AT 5 Atk

IoT 71719 1Z3H82 SSDP AHQ] ¥ A& A of
A g3t [oT 7171258 JH Q7 o|HET} 44y
A%, A9 Device WEXRE AZRITE Device =
9] HFZ HolgHo]ARRE QI7HH 71719 1S
o} AR Ittt} H|QI7} HufolAY A9,
AolA |1 2IHEE ARl

st

)

3.4.1 SSDP Server Pseudocode

A|2"] AJEEo]AoflA] SSDP AlHlE AlHo= 17k
H ARARE 915t IRAEE UUID J40= 55
A& gt

SSDP A# 9] QALFEE ¥4 Jocation, ¥4 USN
o2 2709] W47t Qlek ¥ location HHIO|A 7]
719 ofolw] FATZ} AAFE I B4 USNS AHo] K
7} A=k 18] alive-message-wait HAEZE T
Hlo]A 717]19] HIAR] 84 Hh7]5kaL bye-message-wait
HAEE dHlolA 71719 A4 F8E ok vixd
Server-waitollAl  A¥9] Azt 2IOAAE FiTh
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o

SSDP A#9] QAMZEX Fig. 61+ Zt}

location <- ip address

USN <- upnprootdevice

USN <- uwrnischemas—upnp—org:device
MediaServer:1

USN <- wrrischermas—upnp—org.service
:CormectionManager: 1

********** RETURN alive-message—wait;
advertise—alive

********** RETURN bye-mnessage—wait;
advertise—byve

server—start

server—log

Fig. 6. Data Return

3.4.2 SSDP Device Authorization

A&H] AlEFlo] oA SSDP 7171 3] 717] F

E 44 ong A%sa dojedlo] Az R <lld Y]
79 Lvuﬂm EAiR g gelgny. weF ¥zt o
Hlo|AY AL ZIAHE AT}

il

tjdfo] A ?l?ﬁ ol7kEl ARLA} 71719 R8RS
BET AL 717 AFAHOIA wEkEg e Wi,
BRI REC 4122 ekl what A] 7Hx|9] 27d0] &
Agteh. A WAR UUIDO High fd4d Bos te
71719}] o] Bt T WAR 23 o]
whet 128¥]E9] 14 3712 71t Al MR W7ol
B pRsst 2he 7 QIbE ARt AlMdos
3 =, 71719 BHYEE 525 AT Fig. 73 2k

l

rb

N

@ LUD setting x4

< C A F2 98| 192168017

adminid 2 E3UICHZ20:2)
e

No. uuiD

1 f40c2982-7329-40b7-8b04-27f187aectb?

Fig. 7. UUID Result

4. 5M o my}

- x

HI

2 EHHS ko 7]7]0)4] SSDP AlHE 541
W0] Pefo} F7], T3 B FRo| wet

ol
F]F ol

SSDPY] HekdS HA3itt I2]1 Bk H835t 22
EZy} HokS A85HA] ¥Lo T2 o] gt 2L

274s}of v

4.1 SSDPY| Ziord A

SSDP2 &4 IPoflA mizle] &4 EST)E
ssdp:all2 27Aslo] SSDP A¥Z HAIgk}, =4l k2

SSDP AlH= 87 IP9] 830 wet mzlE F4dsto
SEeIt SSDPe] FHH2 &A| 1pof| gt Aol
tﬂiﬁkﬂ oroZQl AMEAPE EHA| [PE 9l/HxsH
7 EH1E 24T RS T A2, SSDP AH
d o710 whet RS A/gste] 9l/HxE PR
RiEARSS *it} B2 A7t B2 o3-S Al v E
Zo] AnE EIQAgh fjzlo] gk A7
2 AEA 7%## gt

E9A] [PoA HEFIAE
136Byte Tzl

FAE ZT ssdp: all2
12 SSDP AHo] SAgt) A 5241
"2 SSDP A 1P Ee1 250l wah Afuio] dhgh
R A4 HEYI izt JEE oy mfjrlez
o] FAI%t). SSDPY] ol 8% JH= Fig. 83 &
c}.

Mo. Time  Source Destination Protoc Length Info
5 3.896.. 192.168.8.7 239.255.255.25@ SSDP 136 M-SEARCH * HTTP/1.1
63.89. 192.168.8,7 239.255.255.250 SSOP [ 136]M-SEARCH * HTTP/1.1
73.900.. 192.168.0.17 192.168.0.7 5SDP 306 HTTP/1.1 200 OK
B 3.903. 192.168.8.17 192.168.8.7 SSDP 358 HTTP/1.1 26@ OK

Frame 6: 136 bytes on wire (1888 bits), 136 bytes captured (1888 bits) .
Ethernet II, Src: ASUSTek( 90:68:el (84:d4:cd:99:68:e1), Dst: IPvdmcast
Internet Protocol Version 4, Src: 192.168.0.7, Dst: 239.255.255.250

U: 57483, Dst Port: 1908

f1.1\r\n
HOST: 239.255.255.250:19@8\r\n
ST: ssdp:all\r\n
MAN: “ssdp:discover”\r\n
MX: 3\r\n
\"\l'I

[HTTP request Ul]

Fig. 8. SSDP Data Request

SSDP9] % FA12 HTTP/1.19] FAl fAstal
SSDP AHZEEH B $4lo] JAHoR AREIE
7S, HTTP AE] =& SSDP A1H17} Sefo|AER 7
3leitt. SSDP AHZRE S= ﬁlOlH—t— ofz] 7}9]
W7oz B 9___1-01-01 IoT 7]7] A1Ec} SSDP AlHo]
A ToT 71712 =3 1j7l9 37]‘— 1511Byte§ 23
ojH] Sgo] At} SSDP AHERE FHH o7l 2
71& Fig. 99+ 2ot
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do
roh
ol

HTTP/1.1 288 OK (D A
ST: upnp:rootdevi =
: upnp:rootdevice
USHN: uuid:f48c2981-7329-40b7-8b04-27f187aecfb5: tupnp: rootdevice
CACHE-CONTROL: max-age=1808
DATE: Thu, 18 Mar 2821 13:55:51 GMT
SERVER: node.js/10.23.1 UPnP/1.1 node-ssdp/4.0.1
EXT:
LOCATION: http://192.168.0.17:1960

HTTP/1.1 208 OK

ST: urn:schemas-upnp-org:device:MediaServer:1

USN: uuid:f48c2981-7329-48b7-8b@4-27f187aecfb5: :urn:schemas-
upnp-org:device:MediaServer:1

CACHE-CONTROL: max-age=1888

DATE: Thu, 18 Mar 2821 13:55:51 GMT

SERVER: node.js/10.23.1 UPnP/1.1 node-ssdp/4.0.1

EXT. o

Eachat 7 5 ciiznt pitls) 0 serverplasl 0 tumls) Clk to ssiact

|Enme conversation (1511 bytes)  (2) v|Shnwda|a as [ASCI

¥ steam 2]

Find: | | [[Find Next |

Filter Out This Stream Print Save as Back A 32

Fig. 9. Amplification result

4.2 tH2uel

SSDPY] #AIH2 HIRIZF 71719041 ToT AlHio] chgt
FLoE QB9 77|12 489 RE AR Lot
FoFgt SSDP AfHe]l thgt A Hel SSDPE AMESH= 7]
710l Higt JE 5 wzet JEF f-EHoh 183 [oT

71710 gt Bl FLAE ASHA] ot AH|A vt
Ab FoFd o2 AAEM SSDP7F QR-ERE 047301 g
g7} =olSls A%, 2R9] izl 8] SSDP &%
#o| 7psstct.

ol#{gt HFdE sfidsts] s SSDP AH 9] 11578
BHE AR gaslelo] &S 4SS M- Search
A2 9] 271015 g FAste] Aol Q171 ToT

71719k BA4lo] 7hsotes FL/ggitt.

Fig. 10. Verification result

SSDP9] 271 AHE Fig. 10914 @z} 2t oW
2 IoT 7171014 F71 RISEE HFolA Aufjsto] <17t
HR] &L [oT 7|7|2 wdstel 212 AX 3 Fat

oA &t FA] 718te] SSDPO] 21 FHE Fig.

109141 @¥it 2k, @A
4391 4334 997
Beldol7] Zeistn BAIS 518,

5. 4=
SDPE 71717 WEgad] dds e 7171% 2w

AT 5= A 3l8ske Z2EZo|th TFAE= SSDP
o] FoFdE 8ol AA”d ALH o YIS
Bk o]d FA2 47 50GB ol4e] EdfyS U4
AJ712L o] YAt EL} W|EQ]F0] Hota QIgt AjH]

2 F AFE AR oo it 7]E SSDPY] ¢l
SHAY] EAE Y] $18 Notify HAIA<F M-
Search HAIA] HZlof] AH IHAHRE SHAZ Y53}
StaL JIFEEES F7tsto] QI7HE ToT 71719] o5 o

Hoh= sS4l 719ke] SSDPS ARt

TS ATYFOR SSDP LEEZO QYIS
Moto] SEFAS Adstal FFEFH0] == 4

2 grjsto] tFe] SHmA HAo = <l YE
3 Fob BA7F st

jg—{o i

REFERENCES

[1] H G. Moon & D. J Park. (2020). Edge-Centric
Metamorphic IoT Device Platform for Efficient
On-Demand Hardware Replacement in Large- Scale
IoT Applications. Journal of the Korea Institute of
Information and Communication Engineering, 24(12),
1688-1696.

[21 S. C Lee & D. H Shin. (2020). TCP/IP Using Minimal
Resources in IoT Systems. Journal of the Korea
Society of Computer and Information, 25(10).
125-133.

[3] H. E Yang, Y. M Oh & Y. J Lee. (2020). The Mobile
Anti-Virus Game Using IoT. Proceedings of KIIT
Conference.

[4] J. H. Seol & K. Y Lee. (2008). Implementation of
Middleware Security System for Home Networking.
Journal of the Korea Institute of Information and
Communication Engineering, 12(5), 863-8609.

[5] K. O Park & J. K Lee. (2017). A Countermeasure
Technique for Attack of Reflection SSDP in Home IoT.
Convergence Society tor SMB, 7(2). 1-9.

[6] J. H Oh & K. H Lee. (2016). Attack Scenarios and
Countermeasures using CoAP in IoT Environment.
Journal of the Korea Convergence Society, 7(4).



16 &=g8astsl=2x| M123 H53

(71

(8

[9]

(101

(11]

(12]

(13]

(14]

(15]

(16]

(171

(18]

33-28.

J. W. Seo & S. J. Lee. (2015). A study on the detection
of DDoS attack using the IP Spoofing. Jjournal of the
Korea Institute of Information Security & Cryptology,
25(1). 147-153.

Y. Liu, H. C. Baek, J. H. Park & S. B. Kim. (2017). An
Improved Model Design for Traceback Analysis Time
Based on Euclidean Distance to IP Spoofing Attack.
Journal of convergence security, 17(5), 11-18.

H. D. Lee, H. T. Ha, H.C. Baek, C. G. Kim & S. B.
Kim. (2012). Efficient Detction and Defence Model
against IP Spoofing Attack through Cooperation of
Trusted Hosts. Journal of the Korea Institute of
Information and Communication Engineering, 16(12),
2649-2656.

J. S. Jeon, Y. S. Jeong & W. Y. Soh. (2005). Design of
Packet Generator for TCP/UDP Protocols Using
Packet Sniffing and IP Spoofing. /n Proceedings of the
Korean Information Science Society Conference. (pp.

649-651).

B. T. Kang & H. K. Kim. (2011). A study on the
vulnerability of OTP implementation by using MITM
attack and reverse engineering. Journal of the Korea
Institute of Information Security & Cryptology, 21(6),
83-99.

C. S. Lim, W. K. Lee & T. C. Jo. (2010). An Effective
Protection Mechanism for SSL Man-in-theMiddle
Proxy Attacks. Journal of KIISE : Computing Practices
and Letters, 16(6), 693-697.

S. J. Bang et el. (2018). A Security Analysis of IoT Hub
by manufacturer through MITM Attack. The Korean
Institute of Information Scientists and Engineers.

M. Kuhrer, T. Hupperich, C. Rossow & T. Holz.
(2014). Hell of a Handshake: Abusing TCP for
Reflective Amplification DDoS Attacks. 8th {USENIX}
Workshop on Offensive Technologies ({(WOOT} 14).

N. K. Baik. (2020). Multi-level detection method for
DRDoS attack. Journal of the Korea Institute of
Information and Communication Engineering, 24(12),
1670-1675.

Y. A Hur & K. H Lee. (2015). A Study on
Countermeasures of Convergence for Big Data and
Security Threats to Attack DRDoS in U-Healthcare
Device. Journal of the Korea Convergence Society,

6(4), 243-248.

H. S. Choi, H. D. Park & H. J. Lee. (2015). A Study on
Amplification DRDoS Attacks and Defenses. Journal of
Korea Institute of Information, Electronics, and
Communication Technology, 8(5), 429-437.

H. J. Kim, S. Y. Gjoi & S. S Shin. (2021). Designing a
Response Scheme to Prevent Distributed Reflection
Dos. Proceedings of the Korean Society for Internet
Information.

21
(=]

o

M

k=3 |

[(E2l

I JHHS

£

Z(Hyo-Jong Kim)

- 20164 29 :
IHFEHAD

-20179 2¢ ~ @4 : FEHSE A
FEnt ol st AAtay

- ARk 3ES, HlHlolE 24,
YERA =t

- E-Mail : khj47561404@gmail.com

=3

B
e

5|(Kun-Hee Han) [BAlEI

20019 39 ~ @A : WA HF
EEehE ua

L TR WelTol, fuE,
DBESH 9% ZEEZ/IuE

- E-Mail : hankh@bu.ac.kr

O

—

& #(Seung-Soo Shin) (3|9
-2001d 29 © FEHSt St (o]
SHEkAp)
20044 89 : FRcjeln AHET
THF3HAT)

20054 3¢9 ~ @A : FEUEE SW
SaHE W

- JAEOF 1 YEYZ ESL ToT, HO]

CEy

- E-Malil : shinss@tu.ac.kr



