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Design of detection method for malicious URL based on Deep
Neural Network
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Abstract Various devices are connected to the Internet, and attacks using the Internet are occurring.
Among such attacks, there are attacks that use malicious URLs to make users access to wrong phishing
sites or distribute malicious viruses. Therefore, how to detect such malicious URL attacks is one of the
important security issues. Among recent deep learning technologies, neural networks are showing good
performance in image recognition, speech recognition, and pattern recognition. This neural network can
be applied to research that analyzes and detects patterns of malicious URL characteristics. In this paper,
performance analysis according to various parameters was performed on a method of detecting malicious
URLs using neural networks. In this paper, malicious URL detection performance was analyzed while
changing the activation function, learning rate, and neural network structure. The experimental data was
crawled by Alexa top 1 million and Whois to build the data, and the machine learning library used
TensorFlow. As a result of the experiment, when the number of layers is 4, the learning rate is 0.005,
and the number of nodes in each layer is 100, the accuracy of 97.8% and the fl1 score of 92.94% are
obtained.

Key Words : Malicious URL, Machine learning, Detection method, Neural network, Pattern recognition

This work was supported by 2021 (21-center-2) research fund of Korea Military Academy (Cyber Warfare Research Center).
*Corresponding Author @ Yongchul Kim

Received April 15, 2021 Revised May 3, 2021

Accepted May 20, 2021 Published May 28, 2021



AEQIEY 5 B4 ZF ArlEo] QlEdles
Zo] =ojqltt. mEhA IHY Aol Eeto] 58 Al &
I QAT THIRE Alo|uAt FZo] MY H L itk o]
Ato|Bd 54 Foll iAo & oF9fZl ¢ =H|Ql
E= 9 URL 718t 34 [1,2]0] Sltt. o]&gt b4
URLE ©]-&3 342 AR&AolA g4 Al|EAY <
9]l URLZ ol-&dliA SAA7} =gt £ A|E
& AZAA HolHAY oM 4L sk HHolth
ol2|gt URL 342 DNS A|2H”IB3]S EAY 3
th. DNS AIARR2 Algo] ARESL7] HelA o= 7]
U SHATE 7 Attt AA| [P address® #g Al
AFE ATE ot AlAgelth 18y o]2fgk DNS
ANAFE 44 URLE o83 [P $4R HHto] £
THRICE o] FA7|= thfet 34 Hheth wetbA
oroldQl URLE mlE] AAFoz Adsh= 5ol
DNS A|AElojA Q38 HOFREA Fof sjijolct,

AAA o7 oFe]Ael URLE AEsly] Y5t Lutd
QL ¥ =919 vt MEQAY 4 HEE A
Ao mo= Zojot. Aol gzl =H1e] vzt
HEYT FA JEE Z featuresttt} &34 ML
Y1 2ES o]8ote] HEd B Ado] w2 F9
tlol8E gh5aith o|FA vg g5e Hefd Bd
o]-&5to] oA Ql kHglo] & ¢ HA|oh= WY
ARG 4= Sl

o] =7l FHUENAI4]E ol-&st 244 URL
£ "Aok= ol diste] Aot 2 =79 &
AL FUUEYAY wmetu|ee} Fxo] g o4
URL €A %S AAZozZ BA45H= Ao ik A
A o]-&== 23 URLel that featuresol st w4
HEYA 29 olgsto] Sh5E, B, 3, 34
3t duEE, 243} o 59 gErEE 235t
A0 R 5 4= olsith E3h F7HH 08 o
URLE €A517] Y5} featuresol] Hist F8 EAHE
g estoict.

o] =29 U] 7442 th3at 2k 24elAd= o
/4 URLS] & A7) tist &8 shia 38oM =
oMd URL |AIE o17] 913t REYENT #+2& 49
stqich 440 AE o4 URLY #Ed Alg 14 ¢
APAT BA8E ot 5FoAE o] =79 1FER
FA5IA uRg e g goAE o] =Ro] AR

rolt

it

o
=
o
=

il

gt

2.

ri

ik

o}9] 9] URLE EA|sk= o] Atold] Holo| Q)
oA F%t 2A| Fol slfoltt. o] oA ARl =
MRl BAshs W2 oh]l o] & HHst HAl
HYL o] &3t Aoz WA Aystaal st

2.1 88 0|28 0|8¢ct H2H

oFd URLE AEst7] flsto] 8442l o]& A
WS T o]2HE = ARSI

Yadav et al. A5 thFet 2k2j&Ql URLA
A fast fluxE ol&et 2oFQl EHRlo g AZsE=
Aof gk Hojsl= WS Abeld. fast flux &
Wi BEY] 7Hst DNS 71&2 mAg WY
+7130 THIRE 23l AfP|ER FAF HHYZIH
LEA AH qTZ Tk

=

> flo 1w of

o3t fast flux 54 W] -85t Yadav et
al. 7732 DNS = dlo] o= e (quires)E &
A5kl BR-S B9 o URLE HAot= 152
Agketgict. o] | ES Lupulo] AMEE= FE
tisto] A% WS o]-gsto] o4 URLE ALt
Dolberg et al. AFA[6]2 multi-dimensional
aggregation EUYEY "HZ ogste] fofzql
URLE A5t BHE AQtstqitt. o] dojulof A
= THQ v} 1P 4 7] A AHEEE TA
4E tree TRE A5 49AQ URLE HAoH=
WS 285l

o|9} Zo] F 79 AF=2 4YAY URLYY gt
o} A ZS ol8et TA IHLE o]&ste] <ot
’d URLS BAst= WS Aottt sHATE =2
oFd URLY A ©A&o] "ol Trlo] Qirh

A URLQIA] AAF&Ql URLQIA 2aE E2lth 1 o]
oo %2 dlofHE st 54 URLO] Y¥o2 g
o, mlzyd Zdo] o] URLo] dUA] HAFUA
S},

o el

ju:
il



SHYEYT Jio) o URL EIXEE A4 32

Input Hidden layer

Weighted link

O Neuron

Fig. 1. Overview of the neural network
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Table 1. The architecture for the neural network

Description Value

Fully connected layer + ReLU or Leaky RelU 80
Fully connected layer + ReLU or Leaky RelU 80
Fully connected layer + ReLU or Leaky RelU 80
Fully connected layer + Sigmoid function 1

Table 2. The parameter for the neural network

Description Value

Optimizer Adam, SGD
Learning rate 0.001 / 0.005 / 0.01 / 0.015 / 0.02
Batch size 150

Epochs 100
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