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ABSTRACT

In this paper, We analyze and present improvements to problems in software quality through
Static Analysis for Open Source, which is widely used as the Flight Controller software for
small unmanned aerial vehicle drones. MISRA coding rules, which are widely applied based on
software quality, have been selected. Static analysis tools were used by LDRA tools certified
international tools used in all industries, including automobiles, railways, nuclear power and
healthcare, as well as aviation. We have identified some safety-threatening problems across the
quality of the software, such as structure of open source modules, analysis of usage data,
compliance with coding rules, and quality indicators (complexity and testability), and have
presented improvements.
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|40 A o =oAL S, EE AdE A
st ZALE AR OS, ThEol Al Atad,
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2.1 PX4 2ZE90 I

Table 1. Properties for PX4 Source Code

Properties Description

Pixhawk 4 firmware—-master
v1.10.1

Name of
Source Code

Location of

[firmware—-master/src/modules
Source Code

h(;;adt(igornF(i)lras firmware-master/src/include
Language C+t

# of modules 37

# of files 195

# of procedures | 2,578

iy

2.1.1 PX4 2A3E &

B A7 i &% FAHgA BlgAo] A=
Edo] 2EA 2 Pixhawk 7/WEEO] A|F3dh= Pix-
hawk4(PX4)o]t}. PX4 &I E Fo|A % /firmware-
master/src/modules/ ET| 9] 391 3770 ZHo
UAE CH+ o2 F3H &I S (*.cpp, *hpp, *h)
WA FHEN ggoR FTh(Table 1). H 2 A of
Za3g F7HHQl A vlolE(Global Data) % 3+
E AYsta e &Y #Ye /firmware-master/
src/include Zt ol Ut
212 PX4 2= +4

PX4 &£2~3T9 377] EE(Module) &U(/firmware-
master/src/modules) & F& FF B4S 95
Table 29} #o] F-RlolFA HgA|o] LZES ] 7]
2 54 ot 97 7w o2 AEFIIA

Table 2. Function Identification for PX4 Modules

Function .
d Function | Remark PX4 Module
Temperature  |camera_feedback
F1  [Sensor Input |Sensor and  [sensors
Camera temperature_compensation
Aircraft . ok2 » .
Navigation local_position_estimator
F2 |[State !
N System sih
Estimation )
simulator
airship_att_control
attitude_estimator_g
Attitude R‘otary ng/ fw_att_control
F3 Fixed Wing, |mc_att_control
Control ) )
Hovering mc_hover_thrust_estimator
uuv_att_control
vtol_att_control
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Rule$ 39770¢] LDRA Rule® wjgste] ZY 73

Bosiion Latitude, fw_pos_control_I1 Table 3. Requirements for Coding Rules by
F4 c Longitude, mc_pos_control Industry Standards
ontrol ) -
Altitude navigator _
airspeed_selector Industry Standards Requwements for
commander coding rules
. dataman Annex A. Table A-5-4.
_ Firmware, events Aviation |DO-178C Source Code conforms
F5  |Flight Control |Event load_mon to standards
Management |logger
me_rate_control Electric Annex B. Table B.1
muorb Electronic IEC 61508-3 |design and coding
uORB standards
Land land_detector Section 8. Table 8.
F6 ancing Landing Mark {landing_target_estimator Road Design principles for
Control fover_pos._control . ISO 26262-6 o
— vehicles software unit design and
Communi= ' ; ;
implementation
F7 |cation MAVLink maviink P
micrortps_bridge ) Annex A. Table A.12 -
Control Railways |IEC 62279 .
Coding Standards
Batery State [>7° baitery_status Nuclear Annex B. B5.d Codin
F8 Management Batiery esc_battery IEC 60880 ’ ) 9
Charge power rules
pxdiofirmware Annex B. B.5.5 Software
F9  |Hw 10 Relay Output rc_update Medical |IEC 62304 unit' limplementation and
replay verification
vmount
B AT HE&s I FALS gAHeZE A
= R Z 8y = = 3] _ _
PX4 Z‘\"{\‘ii—a TH 7] °OL :’L‘?‘SZ]HO‘— 'E"fo] E_Hol- gl 83t e Z9 FEF(Coding Standards)<l
IS O~ Loy = 7 O Al=F]
o £2FE FA FEH AFWH ANWES FESE \gpa 42008019, LDRA =TI 2287) MISRA
o ZF g9 SW A g A =& B
2
S|

221 BXEHN &4
2211 B EH £=F

PX4 2ZEojd tisle] FHEHTL HE A5
3 T3¢ LDRA Testbed v.9.845 Z&3l4ch
LDRA E=7& E=7UA5E e =0y, gFEo}
Bk olygt kAol 8FHE AEAL AR, 94
g, o8 5 ZE g Egx1 9ok

LDRA Testbed =79 F8 A¥Y 752 v
Zt}
- oA BF ZEE 2 AbeA Fo] IHE A
- AT ELS] A WEY 7|E8Y, 4= 2 BuA YA
-39 7FH AN AE 9 HuA A4
-HolH 385 % B4 Ry A

- o1 T o

SW), IEC 61508-3(4 7182 SW),
ISO 26262-6(AH5=F SW), IEC 62279(2 % SW), IEC
60880(¥ A4+ SW), IEC 62304(2]& SW) & =E =
A ADdHHANAE NIHE AZEYO] L2F T
st ZQPFAS E5FIEE 2735 I TH(Table
3)[8-13].

AuAlge =0 AAEHA A&
LDRA Rule& Table 49} #o] 9719
(Category) = 2/

7hel A

Table 4. LDRA Rule Classification

Classifi~| \1me of Rule - No. of
cation e Description
Classification Rules
of Rule
Rules relating to
R1 Allocation resource allocation 21
and use
. Rules relating to
R2 |Complexity . 25
code complexity
. Rules relating to
R3  |Dependability code robusiness 123
R4 |Fault Rgle; relatmg to fault 047
elimination
N - Rules relating to
R5 |Maintainability code maintalnability 160
. Rules relating to
R6  |Portability code portability issues 185
Rules relating to
R7 |Style source code style 39
. Rules relating to
R8  |Testapility code testability 20
RO |Vulnerabilties | UeS relating to | g7
potential vulnerabilities
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LDRA Testbed ® Quality Review Report
System : PX4

Report Production Report Configuration

n: 984
Oct 142000 at 15:01:07
ToolsuiteSBAWmetpen dat

Fig. 1. LDRA Quality Review Report

LDRA Testbed ® Code Review Report

System : PX4

Overall Result: FAIL

Analysis phases

tem Datafiow Not run (more than 100

Giobal Cross Reference’ Not run (more.

4
LDRA =75 A8t} 4HE5 = PX4 &2F 20

gk AAEA A FoA B AFolA E4ee

/g2 ZA Quality Review Report(Fig. 1), Code

Review Report(Fig. 2), Call Graph(Fig. 3)¢| 37}A

FEjolth.

2.2.2.1 Quality Review Z 2}

Quality Review Reportoll & 3% (Cyclomatic Com-
plexity), 41 & (=54 (Total Comments)/ 4 32}l
T (Executable Lines)), Rt Zl°](Depth of Loop
Nesting), EEA|°J=(Pan In/Pan Out) & 6072
F4 A E(Quality Metric)7} A& o] Aot HA A
) AaxFES FH FES U] fldte] WEA
(Clarity)D), A 254 (Maintainability)?, A% 714

Table 5. Summary of Quality Review Report

Less than 70
Quality Metrics Measured of modules
Values (70: LDRA Tool
default value)
All Metrics:
Calculation by
aggregating indicators o8 21.6%
such as Clarity, (8/37)
Maintainability, and
Testability
Clarityi 40.5%
Calculation from 14 83
relevant indicators (15/37)
Maintainability: 51.3%
Calculation from 15 91
relevant indicators (19/37)
Testability: 56.7%
Calculation from 11 88
relevant indicators (21/37)

(Testability)d T= 4t=3te=
1570, 1102 AHYsta, 2
Akol g FF AFE A
st AA QA AxzmEo EFA AuE FZ AR
(All Metric)Z A+=E3ITh

PX4 &30 g FAXE SHZHYE g9kt
™ Table 58 2t}

AA bxFEd e FEAEE 83, HIA 83,

2E 999 F4 ARAAE 70 viHer A"
g vlgo] FEAE wistad= 21.6%, WAEL
405%, FABFAHL 51.3%, AA7FeAE 56.7%%

Yepstet,

1) Clarity: Executable ref. Lines, Total Comments, Comments
in Headers, Comments in Declarations, Comments in
Executable Code, Blank Lines, Total Comments/Exe. Lines,
Declaration Comments/Exe. Lines, Code Comments/Exe.
Lines, Average Length of Basic Blocks, Unique Operands,
Total LCSAJs, Depth of Loop Nesting, Expansion Factor

2) Maintainability: Knots, Cyclomatic Complexity, Executable
reformatted Lines, Number of Basic Blocks, Total Operands,
Number of Loops, Procedure Exit Points, Number of
Procedures, Total LCSAJs, Unreachable LCSAJs, Maximum
LCSA] Density, Unreachable Lines, Unreachable Branches,
File Fan in, Fan Out

3) Testability: Essential Knots, Essential Cyclomatic
Complexity, Knots, Cyclomatic Complexity, Vocabulary,
Number of Procedures, Total LCSAJs, Unreachable LCSA]Js,
Maximum LCSA] Density, Unreachable Lines, Unreachable
Branches
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Table 6. Quality Metrics for PX4 Functions

Quality Metrics:

A : All Metric
Function Funcil C : Clarity

ld. unction M : Maintainability

T : Testability
A C M T
F1 Sensor Input 91 87 95 90
Fo Alrgraft .State 91 89 95 87

Estimation

F3 Attitude Control | 94 | 90 | 98 | 93
F4 Position Control | 89 | 84 | 92 | 88
F5 Flight Control 86 | 79 | 88 | 85
F6 Landing Control | 93 8 | 100 | 93

Communication

F7 80 | 75 | 80 | 83
Control
g | Batle State 91 | 83 | 100 | 93
Management
F9 | HW I/O 90 | 84 | 90 | 89
Px4e 97 71e¥E FAAZE =4 ZAIF+= Table
63 2t
FZATY AL PX49 97 7% FdA E4lA 9
F7)7F 718 & 8002 SAHHUOH, AHHORE
= 5 7] W&o, gEge] ¥

g o] 7 2 245 o]
22372 ol Comment #¥7309]
—‘?—é—?}ﬂ]/ﬁ I Yds 2E 4 9

AA FAAZE FAA 7P 83 FAAZE 57
%o]™, LDRA ToolollA 718 AAgko] 1002 HA =
o] QIt}. Table 8% #Zo] HEF=o| sty PX4 A
rxmre] Zt RES FASI = 25787 ZEA
A (Procedure) FolA 233701(9%)7F 7182 AAZ 71&
Ql 10& =3t

EA4E 10& =33)=
F1 ~ F99] X+ Table 99} oM,
(F8) EES A HFI=
Ak 108 3T
22FE9 Agdte MRS, AYRS
AR, 2718 Y AgdEd 9 g s394 T
< AEE FY3d @3t F Jdud BEF/E 10

2337M¢] ZZA A gk
WE g e &

7F 302 BR= JE A

o)

\

oj3te] ZEAARZ Fejste]of gt
Table 8. Distribution of Complexity for Procedures
COF;T; ;:]I;a:ity Frequency | Percent Acgirgg?tted
1 1,261 48.9% 48.9%
2~5 848 32.9% 81.8%
6~10 236 9.2% 90.1%
11~20 140 5.4% 96.4%
21~50 77 3.0% 99.4%
51 or more 16 0.6% 100%
Total 2,578 100%

Table 9. Distribution of PX4 Functions with Higher
Complexity (>10)

PXae] 97 715 sAlA 7P #AAHQl 719l Y No. of Functions with
A(FS)ell tek FHAE S A I= Table 73 2. Function . Higher Complexity (>10)
ZZ AFE 70 e AAFE BE EE Filed . Function 51 or
/\EE"J]O] = E%‘j—é‘]—ﬂ] :FL@]Q()]H _L—6]_5] ;q_ZH;(q 11~20({21~50 more Sum
Az AhHos won SW AW EE & Fi |Sensorimput | 13 | 7 | 0 | 20
ARBF A AFA = MERY] GFEEo] TS .
A=ro] =rhy B 2 o) Aircraft State
=4 =01 B 4 ok F2 o 6 2 2 10
Estimation
Table 7. Quality Metrics for Flight Control Function (F5) F3 |Attitude Control 11 7 1 19
Quality Mierics Measured Less than 70 F4  |Position Control 28 11 4 43
y Values of files F5 |Flight Control 38 28 6 72
All Metric 86 ( 11./6é32 | F6 |Landing Control 4 2 0 6
o 7 Communication 31 " 1 46
Clarity 79 e Control
(7/62) Satiery Stat
Maintainabilit 88 17.7% k8 l\/laanearyem:n? 0 0 0 0
y (11/62) o
Testabi o5 19.4% F9 |HW I/O 9 6 1 16
estabilty (12/62) Total 140 | 77 | 16 | 233
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2.2.2.2 Code Review & 1}
LDRA E=TFol|AlE 2287 MISRA Ruleg 3977 <]

Table 12. Coding Rule Violation Rate by LDRA
Rule Classification

= Fote AiAtRd S AR Bt A .
ji uﬂ%jﬁ' A éﬁ T E;jP):L qoFsie Rate of Violated
A A ol ?LL LDRA Rule HA A3E °Fahd Classification | Name of Rule Coding Rule
Table 1034 2. i of Rue | Classification | (=Number of Violated
PX4e] 97 75 E QA $iNEE2 Table 11 Rules/Number of Rules)
3} 2,
PX4 23T AAo] tldt LDRAGIA HEd = R1 Allocation 33.3%(=7/21)
Q28 S-S Table 129 2Th .
R2 [ .0%(=15/2
LDRA Rule ¥7 Fol4 swel ebdast 714 = Complexty 000719251
A #do] 9l= 212 R2, R4, RS, R9°ITh PX4 & R3 Dependability 55.3%(=68/123)
2237E=+ R2, R7, R8, R9IA ZWHt2z LHkE9)
60% ooz Yeytow, olEs 4 Az B R4 Fault 57.1%(=141/247)
o ZEFAES HNEs T2 A A idte= SW <t
A S 283 Az ol ), R5 Maintainability 55.0%(=88/160)
[e) = [e]
PX4 &3 =7p SN LDRA Rule FelA o+ R6 | Portability 48 2%(=41/85)
A7Zg =R FHL Table 135 2T
R7 Style 66.7%(=26/39
Table 10. Summary of Code Review Report Y (=26/39)
Rule Category checked | violated % R8 Testability 60.0%(=12/20)
# of Required Rules 310 177 75% R9 Vulnerabilities 66.0%(=64/97)
# of Required
1 1 100% i i i
(Checking) Rules 00 Table 13. Major of Violated Coding Rules
# of Advisory Rules 31 18 58% LDRA Classification| MISRA-C:
# of Document Rules 55 20 36% Rule Rule Description of 2008
Code Rule Code
Total 397 216 54%
47 S |Array bound exceeded R3 5-0-16
Table 11. Violation Rate for PX4 Functions
Equality comparison of
Rate of Violated Coding % S floating point. R4 6-2-2
Function Function Rule
Id. (=Number of Violation 85 S Incomplete initialisation of R6 853
Rules/Number of Rules) enumerator.
F1 Sensor Input 25.4%(=101/397) ion i
f 53 D Saelrsurgssdm procedure RO 851
Ai :
pp | ATcrat State 1) o, (-98/397)
Estimation )
69 D Procedure contains UR R9 8-5-1
F3 Attitude Control | 19.4%(=77/397) data flow anomalies.
F4 Position Control | 24.7%(=98/397) - Attempt to use - .y
F5 Flight Control 39.3%(=156/397) uninitialised pointer.
F6 Landing Control | 14.1%(=56/397) Pointer not checked for
Communication 0 null before use R3 0-3-1
F7 32.7%(=130/397) i
Control
Batt Stat 1 J |Unreachable Code found. R4 0-1-1
k8 Mznizem:n? 9.3%(=37/397) Identifier is t hicall
67 X en.| ier is typographically R5 - 10-1
F9 HW 1/O 24.2%(=96/397) ambiguous.
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Fig. 4. Overall Call Graph for PX4

2.2.2.3 Call Graph

PX4 HA FEe] 2578709 T ZEAA T
o] 5% WAE AR RAFE Call Graphs
Fig. 49} o™, H9 A (Level 0)o] ZEAA
A o 3k dAl(Level - 1) ZEAAHE EE5 1
A%ANA A5 SA(Level - 16)9] ZEAARA
=34 He F 16 GAS SFZ0](call-depth)E K
o Fh

PX49] 97 REEE s EZol= Table 149 2T},

2ZES Y dHFE FHET] St LZES
of Fx AA A EE3}(Modulization) =& T
(Partitioning) 7IH-& H&3l =g T T 7t
S84 A4 8 2F HA3E st Hed, PX4 &
23] Afols vAA(F4)t FAIA(F7) =
o st 2Es 2 2 7WS H &3] 7=
A2 Al (Re-engineering) & &3l 3 I TEZolE
10 @A mgto g =Y Fago] Sl

o "

Table 14. Call-Depth for PX4 Functions

Function Id. Function Call-Depth
F1 Sensor Input 7
F2 Aircraft State Estimation 8
F3 Attitude Control 5
F4 Position Control 8
F5 Flight Control 16
F6 Landing Control 5
F7 Communication Control 14
F8 Battery State anagement 4
F9 HW 1/O 10

Zo] qokHT)
223= FZ HrldAde AA o gk
WA, FARTA, A@7FsEAL V18R 70 B
3 U 2E @99 AdrtsAddAAE 9 60%7
Ak =S MA AxF ol gk Call Graph
A= sZZol7} 1602 Uehton, 2238 &
E 7A4S ge3lsle 10 mwe g vE F a7
Code Review Ao = A L2=zEd tsho
54%9] ZQPEE utstgoen, ul$ Azs =39
THE o Hdtsta Qo
Exzo thitees PX4 AA 223z 7t BE
S FAstE Y= 257870 ZEAA Fo|A 23370
(9%)7F 718 A3 71+ 10e =33
olgldt PX4 A2FEC Wig HAAEAN AAE 2
AZ 23 22 A Bete Ao
- FAAE 4 ZAHE HYElY &AxF3E FEH FE
7N
- EBRT " 3E0)E Fo)7] Y% AZEY S BE
T T

AAgC

- F2 2P Ao U AE F Ag <R B
-8 2YFAL NG BY mEd I FE@

H2E 43

Table 15. Summary of Static Analysis for PX4
Source Code

Static .
Analysis Findings
Less than 70 of modules
All Metric 21.6%
Quality . N
Review(1) Clarity 40.5%
Maintainability 51.3%
Testability 56.7%
Quality No. of Procedures with 233
Review(2) | Higher Complexity (>10) | (among 2578)
. 54%
Rule Violation Rate (=216/397)
Rule categories with R2, R7,
violation rate 60% above R8, R9
Code
Review 47°S. 56 S,
. . 85 S, 53 D,
Cr|t|cz;:u?(/e|;)|ated 69 D, 6 D,
45D, 1 J,
67
Call Graph| Maximum Call-Depth 16
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m. &8 = Zhan Tu, Gregory Walkup, Xiangyu Zhang, Xinyan

Deng and Dongyan Xu, “RVFuzzer: Finding Input

B oTlo| A= Zolu|a)x uaAo]7]o] By  Validation Bugs in Robotic Vehicles Through

9Z a0 U5t B|2AE A% =3 LDRAE A Control-Guided Testing,” 28th USENIX  Security
g3l FAARNL Zasly 1 ARES BAE 7t Symposium, August 14-16, 2019, pp. 425~442.

Z}—O _1_’1::_ ﬂ =] o]] EHo]—Oil 7H )\_] l:l]-o]-% }(ﬂ /\] _5.}_93\]:}‘. 3) ALIAS ROBOTICS Robot Cybersecurity, The

Bo Cybersecurity Status of PX4, pp. 11~18.

A Ay AEE T AEYA 2 &=
~Tﬂ°1 A= v o] S Z a0 UlE FHA
of tha AL dAst o slH, F6 P33 2
TALE 7]dke] Hl2EE T3 —E.—xﬂt,—a— A3k 7|

Mook gk,

[
1%

rﬁ

T3 B AT A TE PX49 HlEAo] ¥ =E
olglol= HAAFEU PX4 &S 93} OFP

(Operational Flight Program)el] w3 AHAEA I
SANEE FFol & AFH ook Jht

PX4 2230 it FHANPES §820F 3
st7] A= Asst Bl2E =79 &80 HfH
Oi 2oy, A53 Hay =79 st=do] ElA
S Assted A3 NFSAES TSt ok aH, F
F AE FHES S5t :rL 2 AW YA (R A
A, &7 ANEA, FH2A/2H ANYANE 2
tedoF gt

O_u E HE ml

Olt

F 7l

/FERE A EAE )

FAB: FEANED T

QE7HAA ).
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