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Derivation of Security Requirements for Cloud Managing Security
Services System by Threat Modeling Analysis
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ABSTRACT

Recently, the introduction of Cloud Managing Security Services System to respond to security threats in cloud computing environments
is increasing. Accordingly, it is necessary to analyze the security requirements for the Cloud Managing Security Services System. However,
the existing research has a problem that does not reflect the virtual environment of the cloud and the data flow of the Cloud Managing
Security Services System in the process of deriving the requirements. To solve this problem, it is necessary to identify the information
assets of the Cloud Managing Security Services System in the process of threat modeling analysis, visualize and display detailed components
of the cloud virtual environment, and analyze the security threat by reflecting the data flow. Therefore, this paper intends to derive the
security requirements of the Cloud Managing Security Services System through threat modeling analysis that is an improved existing research.
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Table 2. List of Information Assets

Location | Category |Assets No. Assets Levels
Storage ST-01 Physical Storage | High
Network NW-01 Physical Router | High
SE-01 Physical FW High
Cloud SE-02 Physical IPS | High
PSr e;r;filgeer Security SE-03 Physical WAF High
Boundary equipment SE-04 TMS Sensor High
SE-05 TMS High
SE-06 SIEM High
Software SW-01 Hypervisor High
Server SV-01 Virtual Machine | High
Network NW-02 Virtual Router High
SE-07 Virtual FW High
Cloud SE-08 Virtual IPS High
S SE-9 Virtual WAF | High
Consumer SeFuritY SE-10 TMS Sensor High
Boundary | duiPment [ Cloud T™S [ o
Application
SE-12 Clou(.:l SI.EM High
Application
Software SW-02 0S High




Table 3. Data Flow Diagram Component

Element Shape Description
Entity |:| Generate data input/output
Device - Temporary / permanent data storage
Process Q Data input/output processing
Data Flow |—— Data movement
Trust Boundary i Change of authority level
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Fig. 1. Cloud Managing Security Services System Data Flow Diagram
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STRIDE 918 E43t Z3= Table 52+ 29| Spoofing 46
70, Tempering 1571, Repudiation 107H, Information
Disclosure 57, Denial of service 97§, Elevation of
Privilege 6702 Z 917]9] Y1Fo] £A=UcH4,5]. S=H¢-
T HRHAA ARl A EAFAo]| gt STRIDE 9@ 412
33t A3t= Table 63 2.

3.4 Attack Tree EA
Attack Treetx Target Systemo©l tist &2 AU LE

Table 4. The Six Property of Information Security

STRIDE | Security Property Description

Being able to verify the identity

S Authentication i

of the entity

Preventing unauthorized users or
T Integrity objects from tampering with

information

Failure to deny that the recipient

R Non-Repudiation . . .
P has received the information

Preventing unauthorized users or

I Confidentiality | objects from knowing the content
of the information
To ensure that when
unauthorized users or objects tr
D Availability : or opjects Ty
to access information, this is not
disturbed
L To be able to trust the behavior
E Authorization

of an entity

Table 5. STRIDE Threat Analysis Results

Category Description Analysis
Spoofing Sending malicious data in disguise 46
I ity setti d
Tempering mproper security settings an 15
tampering
Repudiation Denial of data recepti('m from external 10
boundaries
Information Exposing private documents to 5
Disclosure unauthorized persons
Denial of
@ Service crashes, freezes, or runs slowly 9
service
Elevation of [Elevation of privilege through malicious 6
Privilege attack on the target
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Table 6. STRIDE Threat Analysis on Cloud Managing Security Services System Information Assets

Location Assets STRIDE Description Priority
S |Attackers may spoof data flows between Physical Storage and hypervisor. High
Physical S |Attackers may send data to another destination by spoofing data flows from Physical Storage. High
Storage S |Attackers may spoof data flows between Physical Storage and SIEM. High
I |Attackers may be able to read non-public information on Physical Storage. High
S |Attackers may send data to another destination by spoofing data flows from Physical Router. High
Physical S |Attackers may spoof data flows between Physical Router and Physical FireWall. High
Router T |Attackers may alter the data transmitted to the Physical Router. High
R |Physical Router may deny data received from the outer boundary. High
S |Attackers may spoof data flows between Physical FireWall and SIEM. High
Physical FW| S |Attackers may spoof data flows between Physical FireWall and TMS Sensor. High
S |Attackers may send data to another destination by spoofing data flows from Physical FireWall. High
S |Attackers may spoof data flows between Physical IPS and Physical WAF. High
Physical IPS S |Attackers may send data to another destination by spoofing data flows from Physical IPS. High
S |Attackers may spoof data flows between Physical IPS and SIEM. High
S |Attackers may send data to another destination by spoofing data flows from Physical WAF. High
Physical WA S |Attackers may spoof data flows between Physical WAF and Physical Storage. High
S |Attackers may spoof data flows between Physical WAF and SIEM. High
S |Attackers may spoof data flows between TMS Sensor and Physical IPS. High
S |Attackers may spoof data flows between TMS Sensor and TMS. High
SCIOL'ld TVS Sensor S |Attackers may send data to another destination by spoofing data flows from TMS Sensor. High
Przr\‘ffil(;:r T |Attackers may alter the data transmitted to the TMS Sensor. High
Boundary R |TMS Sensor may deny data received from the outer boundary. High
D |Attackers may exhaust the resources of the TMS sensor. High
S |Attackers may send data to another destination by spoofing data flows from TMS. High
S |Attackers may spoof data flows between TMS and Cloud Service Provider's CERT. High
™S R |TMS may deny data received from the outer boundary. High
I |Attackers may be able to read non-public information on TMS. High
S |Attackers may send data to another destination by spoofing data flows from SIEM. High
S |Attackers may spoof data flows between SIEM and Cloud Service Provider's CERT. High
T |Attackers may alter the data transmitted to the SIEM. High
SIEM R [SIEM may deny data received from the outer boundary. High
I |Attackers may be able to read non-public information on SIEM. High
D |Attackers may exhaust the resources of the SIEM. High
S |Attackers may spoof data flows between Hypervisor and Virtual Machine. High
S |Attackers may spoof data flows between Hypervisor and TMS Sensor. High
S |Attackers may spoof data flows between Hypervisor and Virtual FireWall. High
S |Attackers may spoof data flows between Hypervisor and Virtual Router. High
Hypervisor
S |Attackers may spoof data flows between Hypervisor and Virtual IPS. High
S |Attackers may spoof data flows between Hypervisor and Virtual WAF. High
D |Attackers may exhaust the resources of the Hypervisor. High
E  |Attackers may perform an elevation of privilege attack through a vulnerability in the Hypervisor. High
S |Attackers may spoof data flows between Virtual Machine and Hypervisor. High
S |Attackers may spoof data flows between Virtual Machine and SIEM. High
T |Attackers may alter the data transmitted to the Virtual Machine. High
I\/\[z?hui?lle R |Virtual Machine may deny data received from the outer boundary. High
Cloud D |The availability of the virtual machine may be violated by a DoS attack. High
Ci:‘s‘ilircneer D |Attackers may exhaust the resources of the Virtual Machine. High
Boundary E  |Attackers may perform a privilege escalation attack on the Virtual Machine to gain additional privileges. High
Virtual E  |Attackers may perform a privilege escalation attack to change the data flow of the virtual machine. High
Router S |Attackers may send data to another destination by spoofing data flows from Virtual Router. High




98 D 2A| O3t SALC DUBHAAY Lol £ 151
Location Assets STRIDE Description Priority

S |Attackers may spoof data flows between Virtual Router and Virtual FireWall. High

S |Attackers may spoof data flows between Virtual Router and User. High

T |Attackers may alter the data transmitted to the Virtual Router. High

T  |Attackers may be able to tamper with the data transmitted by https to the Virtual router. High

R |Virtual Router may deny data received from the outer boundary. High

I |Attackers may be able to read non-public information on Virtual Router. High

D |Attackers may exhaust the resources of the Virtual Router. High

S |Attackers may spoof data flows between Virtual FireWall and SIEM. High

S |Attackers may send data to another destination by spoofing data flows from Virtual FireWall. High

S |Attackers may spoof data flows between Virtual FireWall and TMS Sensor. High

Virtual FW S |Attackers may spoof data flows between Virtual FireWall and Virtual Router. High

T  |Attackers may alter the data transmitted to the Virtual FireWall. High

R |Virtual FireWall may deny data received from the outer boundary. High

D |Attackers may exhaust the resources of the Virtual FireWall. High

S |Attackers may spoof data flows between Virtual IPS and SIEM. High

S |Attackers may send data to another destination by spoofing data flows from Virtual IPS. High

S |Attackers may spoof data flows between Virtual IPS and Virtual WAF. High

Virtual IPS S |Attackers may spoof data flows between Virtual IPS and TMS Sensor. High

T |Attackers may alter the data transmitted to the Virtual IPS. High

Cloud R |Virtual IPS may deny data received from the outer boundary. High

Service D |Attackers may exhaust the resources of the Virtual IPS. High

Consumer S |Attackers may spoof data flows between Virtual WAF and SIEM. High

Boundary S |Attackers may send data to another destination by spoofing data flows from Virtual WAF. High

S |Attackers may spoof data flows between Virtual WAF and Cloud Web Server Application. High

Virnual WAF S |Attackers may spoof data flows between Virtual WAF and Virtual IPS. High

T  |Attackers may alter the data transmitted to the Virtual WAF. High

R |Virtual WAF may deny data received from the outer boundary. High

I |Attackers may be able to read non-public information on Virtual WAF. High

D |Attackers may exhaust the resources of the Virtual WAF. High

S |Attackers may send data to another destination by spoofing data flows from TMS Sensor. High

e S |Attackers may spoof data flows between TMS Sensor and Virtual FireWall. High

T |Attackers may alter the data transmitted to the TMS Sensor. High

R |TMS Sensor may deny data received from the outer boundary. High

Cloud TMS | T |Attackers may perform a tampering attack on the Cloud TMS Application by not verifying the input value.| High

Application E  |Attackers may perform a privilege escalation attack on the Cloud TMS Application to gain additional privileges. High

Cloud SIEM| T |Attackers may perform a tampering attack on the Cloud SIEM Application by not verifying the input value.| High

Application E |Attackers may perform a privilege escalation attack on the Cloud SIEM Application to gain additional privileges. | High

T  |Attackers may perform a tampering attack on the Cloud Web Server Application through the vulnerability of the OS. | High

08 T  |Attackers may perform a tampering attack on the Cloud SIEM Application through the vulnerability of the OS. High

T |Attackers may perform a tampering attack on the Cloud TMS Application through the vulnerability of the OS. High

E  |Attackers may perform a privilege escalation attack on the OS to gain additional privileges. High
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Table 7. The Top 10 OWASP Vulnerabilities [19]

The Top 10 OWASP Vulnerabilities in 2020

. Injection

. Broken Authentication

. Sensitive Data Exposure
. XML External Entities (XXE)

. Broken Access control

. Security misconfigurations

. Cross Site Scripting (XSS)

. Insecure Deserialization

O |00 [T | O\ |\ [ i[O |—

. Using Components with known vulnerabilities

—
o

. Insufficient logging and monitoring

Certificate |
unconfirmsd

Broken | Security
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Table 8. Security Function Requirements of Cloud Managing Security Services System

Category Sub Category Primary Category
Using Components with known vulnerabilities . : .
In order to defend against spoofing attacks, security
Sooofin Broken Authentication functions corresponding to Sub Category and MITM
P 8 Security misconfigurations Attack, Certificate unconfirmed, and Remote code
execution are required.
Broken Access control 4
Injection
BrokenAuthentication
Sensitive Data Exposure
In order to defend against tempering attacks, security
Temperin Broken Access control functions corresponding to sub categories and application
pering Security misconfigurations load parsing, remote code execution, input value not
XSS verified, and security bypass are required.
Insecure Deserialization
Using Components with known vulnerabilities
Insufficeient logging and monitoring
Injection
BrokenAuthentication
Sensitive Data Exposure
In order to protect against repudiation attacks, security
Repudiation Broken Access control functions corresponding to Sub Category and Application
P Security misconfigurations load parsing, Remote code execution, Input value not
XSS verified, and Security Bypass are required.
Insecure Deserialization
Using Components with known vulnerabilities
Insufficeient logging and monitoring
XXE
Sensitive Data Exposure To defend against Information Disclosure attacks, security
Information XSS functions corresponding to Sub Category and API / Login
Disclosure Request, Remote code execution, Password acquisition,
Using Components with known vulnerabilities and Security Bypass are required.
Broken Authentication
Using Components with known vulnerabilities In order to defend against denial of service attacks,
- security functions corresponding to Sub Category and
Denial of service |Injection Y o poncing 8oy
Broken Authentication, Security Bypass, Http Get Request,
XXE and Service instance creation are required.
Broken Authentication
To defend against the Elevation of Privilege attack,
XSS security functions corresponding to Sub Category and
Elevation of Privilege Y - P & . 8 v
Using Components with known vulnerabilities Bypass authentication, Remote code execution, File
. Upload, and Crafted password string are required.
Injection
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