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ABSTRACT

With the recent establishment of a ubiquitous-based medical and hedlthcare environment, the medical information system for
obtaining situation information from various sensors is increasing. N the medical information system environment based on
context-awareness, the patient situation can be determined as normal or emergency using situational information. In addition, medical
staff can easily access patient information affer simple user authentication using ID and Password through applications on smart
devices. However, these services of authenticafion and patient information access are staff-oriented systems and do not fully consider
the ubiquitous-based healthcare information system environment. In this paper, we present a authentication service model based
context-awareness system for providing situational information-driven authentication services fo users who access medical information,
and implemented proposed system. The authentication service model based confext-awareness system is a service that recognizes
patient situations through sensors and the authentication and authorization of medical staff proceed differently according to patient
sifuations. It was implemented using wearables, biometric data measurement modules, camera sensors, efc. to configure various
situational information measurement environments. If the patient situation was emergency situation, the medical information server sent
an emergency message to the smart device of the medical staff, and the medical staff that received the emergency message tried
to authenticate using the application of the smart device fo access the patient information. Once all authentication was completed,
medical staff will be given access fo high-level medical information and can even checked patient medical information that could
not be seen under normal situation. The authentication service model based context-awareness system not only fully considered the
ubiquitous medical information system environment, but also enhanced patient-centered systematic security and access fransparency.
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Information System
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medStaff = FindMedStaff(sensorID);
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authinfo += FindAuthInfo(medStaff);
authCode = GenerateAuthCode();
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(Figure 6) Pseudo-Code of Medical Information
Server Processing Process

(1,listsize)

patientSituation

Normal :
UserAuth(id, pw) == TRUE
rule = CheckRule(id);
rule == “Doctor”
Authorization(leval-2);
rule == "Nurse”
Authorization(leval-1);

Emergency :

UserAuth(id, pw, authCode) == TRUE
TerminalAuth(ap-ssid) == TRUE
rule = CheckRule(id);

rule == "Doctor”

Authorization(leval-3);
rule == "Nurse”

Authorization(leval-2);
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(Figure 7) Pseudo-Code of the Situation Authentication
Process in the Authentication Server
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