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Optimization of LEA Quantum Circuits to Apply Grover’s Algorithm
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ABSTRACT

Quantum algorithms and quantum computers can break the security of many of the ciphers we currently use. If Grover’s algorithm
is applied to a symmetric key cipher with n-bit security level, the security level can be lowered to (n/2)-bit. In order to apply Grover's
algorithm, it is most important to optimize the target cipher as a quantum circuit because the symmetric key cipher must be implemented
as a quantum circuit in the oracle function. Accordingly, researches on implementing AES(Advanced Encryption Standard) or lightweight
block ciphers as quantum circuits have been actively conducted in recent years. In this paper, korean lightweight block cipher LEA was
optimized and implemented as a quantum circuit. Compared to the previous LEA quantum circuit implementation, quantum gates were
used more, but qubits were drastically reduced, and performance evaluation was performed for this tradeoff problem. Finally, we evaluated

quantum resources for applying Grover's algorithm to the proposed LEA implementation.
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Table 1. Previous Implementation Result [11]

Qubit Toffoli CNOT X

6C4P/I?2B/é 196 2,400 12,285 240
12%8 208 4,960 26,885 240
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Algorithm 1 : Change 5[0] to §[1]

Input: 5, 5 (0zc3efe9dd)

Output: 6,3 (0244626602)

X gate(s,), X gate(s;)

: X gate(sy), X gate(do), X gate(s;)
X gate(d,)

- X gate(éls)

© X gate(dy), X gate(dy5), X gate(dy)
: X gate(d,3)

X gate(5,), X gate(5,), X gate(6 )
: X gate(ém)

s return §[1] = {5y, 04,..s Y
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Alg. 1. Change 5[0] to 4[1]
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Table 2. LEA Quantum Circuit Comparison

Qubit | Toffoli | CNOT X Depth
LEA 128[11] 385 10,416 | 28,080 68 26,329
LEA 192[11] | 513 15,624 | 39,816 100 39,453
LEA 256[11]1 | 641 17,856 | 45,504 130 45,058

Proposed
LEA 128 289 10,416 | 28,080 352 26,329
Proposed
LFA 102 | 393 | 15624 | 39816 | 398 | 39,453
Proposed
LEA 256 | 417 | 17856 | 45504 | 465 | 45058

Table 3. Quantum Resources for Applying Grover's Algorithm to LEA

(s Qubit | Toffoli | CNOT X
LEA 128 1 290 20,832 | 56,160 704
LEA 192 2 707 62,496 | 40,200 1,592
LEA 256 2 835 71,424 | 45,760 | 1,860
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