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ABSTRACT

The trusted execution environment (TEE) such as ARM TrustZone is widely adopted to protect security-critical logic and
data. Specifically, the crypto operation is generally hosted in the TEE and leveraged to build various trusted services (e.g.,
DRM). Although the crypto operation plays a critical role in the TEE, low-end devices depend on a software-based crypto
service, which provides a limited randomness-entropy than that of the hardware-based crypto service. To alleviate this
problem, we propose a way to efficiently combine the mobile trusted platform module (TPM) with the TEE. We utilize
hardware-assisted virtualization to reuse and protect the TPM kernel driver instead of directly porting it to the TEE. By
doing so, we minimize the potential threat that may be introduced by bloating the TEE.
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