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ABSTRACT

With the advent of a variety of complex and intelligent malicious code these days, the number of C&C (command and
control) servers exchanging commands with malicious code is also increasing. Analysis of communication protocols between
botnets and C & C servers is essential for a deeper understanding and defense of botnets. The communication protocol
reverse engineering analysis method for analyzing such a closed communication protocol can be divided into a network-based
analysis method and an execution-based analysis method. In this paper, we have developed a protocol tracer, a dynamic
analysis tool based on Fakenet-ng and Pintool, to understand the research trends of each method and further improve its
performance. It acts as an Anti-VM responsive environment and virtual. C&C server. We constructed a hybrid analysis
environment that combines analysis methods and execution, and improved the results quantitatively and qualitatively from the
analysis environment obtained by the experiment compared to the data of the existing environment.
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Table 1. Classification by Malware type

. Network
Type Behavior dependence
Virus Spreading Often
Worm Sprea}dlng, . Often
Denying Service
R o File gncryptlo.n, Some
Denying Service times
C&C Command execution,
Bot Create vulnerability, Always
Denying Service
C&C Command execution,
Remote ..
Deceiving the User,
Access . . Always
Trojan Stealing Information,
1 Create vulnerability
Scareware(5) | Deceiving the User Sometimes
Spyware Stealing Information Often
Adware Deceiving the User Sometimes
. . Stealing Resources,
et Deceiving the User Often
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2.1 Background
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Table 2. Analysis avoidance technology

Avoidance Technology
Packing(Compress, Protect)
Static .

Analysis Hide
Code Encryption
Timer

Dynamic User behavior

Analysis Operating system environment
Hardware resource
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Table 3. Experiment environment

Version & Detail
CPU 3.5GHz Intel Core i3
RAM 2GB
HDD 40GB
(N Windows 7 32bit
Python 3.79
Visual Studio 2015 v140
Pintool v3.13
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Table 5. Malware reaction result according
to environment
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