187
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.31, NO.2, Apr. 2021 ISSN 2288-2715(0Online)
https://doi.org/10.13089/JKIISC.2021.31.2.187

HEXAESY TS 837
FPGA 3l=sllo] 91"‘371% @2 7Y

IR < R R =

= I
T2oiMCHSt MBS MEESITAl (CHSHIM T4)

- o

A Study of FPGA Hardware Trojan Detection
Using Bitstream Reverse-Engineering*

Mingi Cho,"" Seyeon Jeong,' Taekyoung Kwon%
12Information Security Lab, GSI, Yonsei University (Graduate student, Professor)

[} ok

e =
FPGA A28 7 ol 419 4 ol stesle] ohrl5e A8 28, A1 f5 5 447 2918 2
& 4 glonz ol] Ha WAsk WA o Saslelof wch BEAS SEdle] Pl BA Aot
9 pAs 24 Hag slgel Qlovt wEAEY ez AelEt susle] S4rlRe) Aol ol Yoz

W3] gk ek Z1E 92 g uslsh] A FPGA vEsEg et 3R 92 s o
Fiklel Sl H15S AT Lok Ak et dmdel s $AS A FPGA vimss
HE gFske o % ﬂ Fekar, AYS T3 2 =iellA] Albsle WY s Hreit

ABSTRACT

The hardware Trojan that can be loaded into an FPGA-based system during the development phase is a serious security
problem. The conventional hardware Trojan detection techniques, such as side channel analysis and logic testing, are widely
used, however, a hardware Trojan which is inserted as the form of the bitstream can evade those detection mechanisms.
Therefore, to detect hardware Trojan, a reverse-engineering of bitstream has to be considered to analysis the functionality of
the implemented circuit. In this study, we examine the method for reverse-engineering the LUT information from the FPGA
bitstream to the form of Boolean equation, and evaluate the performance of the proposed method.
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Table 1. Used INIT attribution values

& ofeldel FAR} MESERS A Wzl

A 2~

i3 T

Falet glomg Axsts £k oA F EBA7} Case INIT attribution value
B gt} FPGA AZAP} BlEAEZ] A1 2 1 0x0000000000000000
AsHA] 7] wjiEe] v|EA~ERCA LUT K9} 2 0x0000000000000001
PIP AR5 HYsh= A& of8 FAR oA 3 0x0000000000000002
o] FAE HAst7] 8l T2l nEAEDY 4 = 4 0x0000000000000004
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Hn oz o] Rolz]

o ) Minor Offset
4.1 LUT xQ.lE gd'-EE'I- Kot Division - Tow - Major Start End Start End
X00Y00.A LOWER 1 1 2 35 0 1

AP FR A FPGA Aol ol L X0 Lo 0w
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ili 1 1 e ]
XDL(Xilinx design language) “lA =2]42] Fig. 2. LUT configuration data offset table
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Table 2. Example of INIT
-configuration data mapping table

attribution

Byte]
[INIT 1 2 3 4 5 6 7 8

0001 0xF0]0x00]|0xF0[0x00]0xF0[0x00[0xF0[0xF0)

0010 0x0F)0x00]0x0F][0x00]0x0F[0x00[{0x0F[0x0F]

0100 0x00)0xF0]0x00]0xF0]0x00{0xF0{0x00{0x00

1000 [0x00{0x0F[0x00]0x0F]0x00]0x0F]0x00]0x00

414 =2|A Hsl

HFAHo R i LUTY =21s =&3l7] $l6)
F23 A dlolg24E AXlkek INIT &A%
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Anz Qe weas XDL Fejz waka

Table 3. Boolean operator in XDL

Operation General XDL
AND A *
OR \Y +
NOT — ~

4.2 PIP HE ofZa

sh=glo] opy H87] $191A
= LUTY AA=s 25 Xéi““”* 0}1/]3]— PIP A
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X gk et PIP 9382 $lelM e BILOA 3} shte] H|EAER FA H]E e 270 o]k
Agehs EAEY o3 E7E 7HH3¥ Sl PIPE selslis PIPelth 43 2ol Al PIP
(1% e 54 glol Agstdeh (T thest 9 A% shibel 74 WES 33 5 9lonz 4
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< 8 48 B EXE™N XDLS AMSSte] 74 H) A HAZ INT &L W) zeroed PIPE 573
olejlo] g FF317] wiel dlo|eMlo]2r FEo t}. Zeroed PIPE WEAEHH AAEHA 9=
AHS-E| = dlolele] wel o35 Ay} debric. o] PIPE ofvlgle, v|E~ERe] HAEZA ¢¢or=
& AAs] g8 (ToldE olel A8l WEAEY  WEXER vehd P4 aES 3515 BILES
gtds XDL wtL-& ARg-gh} zeroed PIPE 933}s1x] 23tv}. Zeroed PIP+

¥ MARZ not isolated PIPE E73}. Not 22 e ulo] of2 PIPe} d4dxe] A&7 o
isolated PIP+ BIL® AzAldt daelE 43 4 ol zeroed PIP9} 914=+= PIP AXRE W
Table 4. List of features by category.

Category | Feature ‘ Type | Description

A Boolean Equation

Al Equation_hash Numeric Hash of Boolean equation

A2 Equation_length Numeric  Length of Boolean equation

A3 #Equation_operator Numeric  Number of operators

A4 #Equation_operand Numeric  Number of operands

B Truth Table

B.1 #LUT output_1 Numeric  Number of output 1s

B.2 Rare_condition Numeric RC or non-RC

B.3 LUT output Numeric  Output of truth table

C Input

C.1 #Used_inpin Numeric Number of used inpins

C.2 Inpin_1_conn_resource Property Resource connected to the inpinl

C.3 Inpin_2_conn_resource Property Resource connected to the inpin2

C.4 Inpin_3_conn_resource Property Resource connected to the inpin3

C.5 Inpin_4_conn_resource Property Resource connected to the inpin4

C.6 Inpin_5_conn_resource Property Resource connected to the inpinh

C.7 Inpin_6_conn_resource Property Resource connected to the inpin6

C.8 #Inpin_unused Numeric  Number of unused inpins

C.9 #Inpin_conn_RC_LUT Numeric Number of RC LUTs connected to the inpins

C.10 #Inpin_conn_non_RC_LUT  Numeric Number of non-RC LUTSs connected to the inpins

C.11 #Inpin_conn FF Numeric  Number of flip-flops LUTSs connected to the inpins

C.12 #Inpin_conn_IOB Numeric  Number of IOBs connected to the inpins

C.13 #Inpin_conn_etc Numeric  Number of other resources connected to the inpins
D Output

D.1 Outpin_conn_LUT Property Resource connected to the LUT outpin

D.2 Outpin_conn_MUX Property Resource connected to the LUT outpin

D.3 Outpin_conn_FF Property Resource connected to the LUT outpin

D.4 #Outpin_conn LUT Numeric  Number of LUT connected to the outpin

D.5 #Outpin_conn_MUX Numeric  Number of LUT connected to the outpin

D.6 #Outpin_conn_FF Numeric  Number of LUT connected to the outpin

D.7 #Outpin_conn_RC_LUT Numeric Number of LUT connected to the outpin

E Flip-flop

E.1 Conn_FF _location Property Location information of connected flip-flop

£.9 #Conn_FF influence Numeric Number of resources affected by the connected

flip-flop
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Table 5. Result of HT LUT detection on TrustHub benchmarks.
#Utilized #HT Forward Detection Backward Detection
Benchmarks
LUTs LUTs TPR FPR TPR FPR
AES_T400 11,820 21 1.0000 0.0000 1.0000 0.0000
AES_T700 11,519 21 1.0000 0.0000 1.0000 0.0000
AES_T800 11,593 84 1.0000 0.0000 1.0000 0.0000
AES_T900 11,775 21 1.0000 0.0000 1.0000 0.0000
AES_T1000 11,539 21 1.0000 0.0000 1.0000 0.0000
AES_T1100 11,610 84 1.0000 0.0000 1.0000 0.0000
AES_T1200 11,792 21 1.0000 0.0000 1.0000 0.0000
AES_T1600 11,451 84 1.0000 0.0000 1.0000 0.0000
AES_T1700 12,064 21 1.0000 0.0000 1.0000 0.0000
B19_T300 26,297 144 1.0000 0.0025 0.9861 0.0025
B19_T400 26.365 143 1.0000 0.0026 1.0000 0.0024
B19_T500 25,594 46 1.0000 0.0029 0.9783 0.0025
BasicRSA_T100 1,011 6 0.8333 0.0139 0.8333 0.0139
BasicRSA_T300 1,043 6 0.8333 0.0135 0.8333 0.0116
BasicRSA_T400 960 12 1.0000 0.0179 1.0000 0.0137
Total 186,433 735 0.9973 0.0014 0.9932 0.0012
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TrustHub(10)elA Algst= 15709 AES A4 Table 6. Recovery rate of reverse-engineered
sldet. 15709 A= AES, BasicRSA, B19 features.
o2 A 7 Al EelA AR LUT ¢} sh= Category Feature Accur.
flol Hd71e(HT) LUT <= Table 5.4 = A Boolean Equation 76.25%
- Slet Al Equation_hash 63.75%
A2 Equation_length 78.24%
6.2 SIES0 24MTIS EX A3 #Equation_operator 78.52%
X A4 #Equation_operand 84.49%
= m. % Z galoa 3
Table 5. LTIUStHUb B}]X]U]“i T’H o7 3 ‘]' B Truth Table 96.91%
=dlel pdrle S wAR Asks welwt AW B.1 #LUT output_1 98.29%
= - 7 _ )
#7(Forward detection)= £23 =248 23 B.2 Rare_condition 98.99%
d SAS AReska, pdd @7 (Backward B.3 LUT output 93.46%
i L plE~EZOZH odaLsly] Ex]O. : — :
dete_ctlon)h -lﬂﬁﬁuri—rﬁ 33k B C Tnput 75.99%
Ahel o 2o Table 4.9 A 29742) c1 #Used_inpin 96.24%
SAS AREshalch A Ash A w e 1 C.2 Inpin_l conn_resource 83.79%
- s TPR(True positive rate)e] vjehsth. C.3 Inpin_2_conn_resource 83.33%
Ay whA] = (8)ollM A" 31709 BA F 29 Y : .
o N C4 Inpin_3_conn_resource 90.59%
el SAE ARgstalent 99.7%2) TPR3 0. 14% C.5 Inpin_4 conn_resource 84.13%
°l FPR(False positive rate)o] vebeted. (8]l C.6 Inpin75iconn7resource 91.22%
A Xilinx ARl Artix-TS W22 gﬁﬁ]—ﬁﬂ C.7 Inpin76iconn7resource 75.09%
Aol (8)9) A7 Aok YA A wamE B o e e
7= o8 i -FE grlo = A ARg-Ek : = :
DR LA Tl C.9 #Inpin_conn_RC_LUT 91.90%
3N SAL ARgste] A TS 3 At :
o C.10 #Inpin_conn_non_ RC_LUT 86.93%
99.6%% TPR™ 0.13%2] FPRe] Yelyr}. ol& c1l #Inpin_conn FF 55 81%
. ! __- . 0
3l 29708 EAE AbSE R 3109 EAE BE : .
P b ealsl Al o o] elA7)e C.12 #Inpin_conn_IOB 97.40%
g3t A} A}s&oo o7 sfude] 52 : g
2ol Ao oF 2 g C.13 #Inpin_conn_etc 42.67%
WAT P slE AT & P sl D Output 90.48%
. (/]
Dag AN TN A=dlel ol R —— .
. . (4
LUT % 725715 ©#|3}4 99 32%2 TPRS & D2 Out iniconniMUX 93.23%
getdar, £4el 0.12%2 2= FPR2 2433 D.3 O tp' ] 7FF 88.55;
. i )
G ol 99.73%¢] TPR3 0.14%2] FPRe| vhet o #(‘; ‘z PO o o1 s0r
WU A S v RS AR ole o PR o) 56,
o shmgle] oyl Ao ERAow Be9 e o i
9= AL oF 2 9lu} . utpin_conn_ .16%
pmoms e D.7 #Outpin_conn_RC_LUT 94.19%
6.3 HIEAER ofzat E Flip-Flop . 85.17%
E.1 Conn_FF location 93.33%
HE~EE Axst o Hrksly] 95 wEA E.2 #Conn_FF influence 77.02%
Eleld $58 549 pamsed Fad 54 Averase 82.32%
Hlwslgleh. Table 6.2 HIEAER I33S %) g 1o Eae s .
Ve B pommdd A B4 wag g 0 SAE REASS 829008 BARE 2
. - o = Exl 72 Z= g xE EX °
g% (Accuracy) AdE HolFEr) A3 A Ac. AA 5 ob__lﬂJ_.E] M E]_ B 0(1]_3) ]
QA Az o AR S 3 Aaepl) egan  96.91%] M E AHEE 94 ol @
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Fig. 3. Result of bitstream reverse-engineering
by BIL and our tool.
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