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ABSTRACT

Taint analysis techniques are popularly used to detect web vulnerabilities originating from unverified user input data, such
as Cross-Site Scripting (XSS) and SQL Injection, in web applications written in JavaScript. To detect such vulnerabilities, it
would be necessary to trace variables affected by user-submitted inputs. However, because of the dynamic nature of
JavaScript, it has been a challenging issue to identify those variables without running the web application code. Therefore,
most existing taint analysis tools have been developed based on dynamic taint analysis, which requires the overhead of
running the target application. In this paper, we propose a novel static taint analysis technique using symbol information
obtained from the TypeScript (a superset of JavaScript) compiler to accurately track data flow and detect security
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vulnerabilities in TypeScript code.

Our proposed technique allows developers to annotate variables that can contain

unverified user input data, and uses the annotation information to trace variables and data affected by user input data. Since

our proposed technique can seamlessly be incorporated into the TypeScript compiler, developers can find vulnerabilities

during the development process, unlike existing analysis tools performed as a separate tool. To show the feasibility of the

proposed method, we implemented a prototype and evaluated its performance with 8 web applications with known security

vulnerabilities. We found that our prototype implementation could detect all known security vulnerabilities correctly.

Keywords: Taint analysis, Static analysis, Software test, TypeScript, JavaScript
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1 function equals ol, 02

2 return ol.name === o02.name;

3

4

5 equals {name: "alice"}, {naem: "bob"} ;
Fig. 1. JavaScript Code Example.

1 type Human =

2 name: string;

3

4

5 function equals ol: Human, 02: Human

6 return ol.name === 02.name;

7

8

9 equals {name: "alice"}, {naem: "bob"} ;

Fig. 2. TypeScript Code Example.
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const obj =
prop: "foo" // ©

const prop // @
= obj.prop; // @

1
2
3
4
5
6

Fig. 4. Example of Symbols. Same color
indicates same symbols.
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Algorithm 1: Static Taint Analysis using
TypeScript Compiler API
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> Define

= (TypeScript Compiler)
AST = cp.getProgramAST()
Apply Initial Trust Level (§4.1)
for each (node in AST)
if (isDeclaration(node)) {
symbol = cp.getSymbolAt(node)
applylnitialTrustLevel (symbol,
node)
}
Data Flow Analysis (§4.2)
for each (node in AST)
if (isDataFlow(node)) {
LHS = node.LHS
RHS = node.RHS
tl = getExplicitTrustLevel (RHS)
if (t1 == Null) {
srcSymbols = flowsFrom(RHS)
for each (symbol in srcSymbols)
connectDataFlow(LHS, symbol)
} else if (t1 == Untrust) {
propagateUntrust(target, Null)
}
}
Connect Data Flow between

Symbols
(84.2.1)
function connectDataFlow(target,
source)

source.flowsTo.add(target)
Untrust) {
propagateUntrust(target, source)

}

if (source.trustLevel ==

Fig. 5. Algorithm 1: Static Taint Analysis using
TypeScript Compiler API.
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® VariableDeclaration: "< Al<d
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Aad
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]
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A4 2e ™ (object

® PropertySignature: ¢lEjso]~e] Zzug]
Al

® FunctionDeclaration: <= A<l

® MethodDeclaration: %‘1”—{\—9’] “ﬁ—}tﬂ 4= Aol

® MethodSignature:
Aled

ar /*@Untrustx/ = "unsafe";
r /+@Trustx/ = "safe";

Fig. 6. Example of Explicit Trust Level.
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Fig. 7. Example of an Argument Pass.
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Table 1. Expressions Containing Multiple Symbols.
RHS
. RHS Example Symbols flow to LHS ( flowsFrom(RHS) )
Expression
Identifier sl Symbol represented by the identifier “s1”
Binary exprl + expr2 flowsFrom(exprl) U flowsFrom(expr2)
Conditional flag ? exprl : expr2 flowsFrom(exprl) U flowsFrom(expr2)

ObjectLiteral { foo: exprl. bar:

flowsFrom(foo) U flowsFrom(bar)

expr2 }

Template ‘${exprl} and $iexpr2}’ flowsFrom(exprl) U flowsFrom(expr2)
PropegzyAcce foo.bar Symbol represented by the identifier “bar”
Elemer;tAcces foo(bar) Symbols of all properties in “foo”
Parenthesized (exprl) flowsFrom(exprl)

Symbol of return value of the function if function is
someFunc(exprl, . )
Call internal,
expr2)

flowsFrom(exprl) U flowsFrom(expr2) otherwise
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Table 2. Data flow rule.

Type of target | Trust | Untrust Null
Internal Symbol X Propagate
External Symbol X - -

Algorithm 2: Untrust Propagation

[> Propagate Untrust (§4.2.2)
1 function propagateUntrust(target, source)
2 if (target.trustLevel == Trust) {

3 reportViolation()

4 } else if (target.trustLevel == Null) {
5 if (! target.isExternal ) {

6 Untrust

7

8

9

for each (flow in target.flowsTo)

target.trustLevel =

propagateUntrust(flow, target)

10 }

Fig. 8. Algorithm 2: Untrust Propagation.
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function display e: HTMLElement, userInput: string
e.innerHTML = sanitizeHTML(userInput);

1

2

3

4 function sanitizeHTML content: string
5 const sanitized = content
6 .replace('<', '&lt;"'
7 .replace('>', '&gt;’
8 .replace('&', '&amp;'
9 return sanitized;

0

/*@Trustx/;

1

Fig. 9. Example of the Explicit Trust Level on RHS.
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// function is declared in "mysql" library
declare function guery sql /#@Trust#/: string ;

~ declare interface Request
v params:

1
2
3
4 // interface is declared in "express" library
5
6
7 pw /#@Untrustx/: string;

8

9

10

11 // Web server application

12 const app = express| |;

13 ~ app.get' '/login', (req: Request, s5) =>

14 const password = req.params.pw;

15

16 query("select % from user where pw=" + password);

Fig. 10. Example of the Untrust Propagation.
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V. d 7} Table 3. Taint Specification Used in the Experiment.
ke 7] AAZ Aok G 2 olian] Library Source | Sink | Applications
e gme salsly] o8 5272¢] elAmEE T globals.d.ts 1 0 (33-40)
=2 4R ZzEeele Fastel A Aol fs 6 | 3 (34)
gx)Eglul ¢ o]ZalAo] e Ao g HAS S8 http 1 0 (33-38])
tgich. A8 4Core 2.5GHz Intel CPU, 8GB child-process | 4 (33)
RAM=} Ubuntu 20.04 LTS =347} A== ~promise
AFE oA A8t as 1 0 (33-38)
express 9 0 (33-38)
5.1 &E A ME mkdirp 0 1 (34,35)
rimraf 0 2 (34,35)
511 2% HAM|(taint specification) lib dom.d ts 1 1 (39)
09 BHS FaAsy] SlaME ool ks JQuery 1 2 (40]
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Table 4. Analysis Result on the Web Applications with Known Vulnerability.

App F‘ile E?(ec Declared | Untrust ‘ # of" New‘ Vulnerability
Size Time Symbols | Symbols | Violation | Detection
(33) | 2.3kb | 1,555ms 32 7 1 0 command-injection
(34) | 7.5kb | 1,780ms 102 25 3 2 path-injection
(35) | 5.0kb | 1,534ms 81 6 1 0 path-injection
(36) | 1.7kb | 1,754ms 35 5 1 0 reflected-xss
(37) | 1.8kb | 1,526ms 48 13 5 3 reflected-xss
(38) | 4.6kb | 1,672ms 40 4 2 0 reflected-xss
(39) | 9.0kb | 1,593ms 94 9 1 0 dom-based-xss
(40) | 8.6kb | 2,218ms 55 12 2 0 dom-based-xss
Total - - 487 81 16 5 -
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Table 5. Attributes of the Proposed Technigue

Compared to the Existing Tools.
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Cost of Fixing
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