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ABSTRACT

Although smart manufacturing innovation announced by the Ministry of SMEs and Startups is set as the government’s
core national task and is pushing to distribute 30,000 smart factories by 2022, security issues of Modbus protocol still
remain. Accordingly, the current status of exposure to Modbus at home and abroad and the status of vulnerabilities through
major security information sites are investigated. In this paper, the experimental environment of Modbus/TCP was constructed
in Cell/Area Zone and the risk of the control system was confirmed by referring to the PERA model for the purpose of
confirming that the attack of the industrial control system that exploited the investigated Modbus vulnerability is possible.
For the purpose of solving these threats, risk factors and countermeasures for each class were presented, and practicality was
confirmed through a group of experts. Through this, it is expected that in domestic SMEs, the computer manager can use
the security checklist as a security countermeasure for proactive prevention.

Keywords: ICS Protocol, Modbus protocol, CIP, Industrial Control System, ICS Security Checklist
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Fig. 1. Modbus Client/Server Communication
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Table 1. Modbus/TCP Protocol Vulnerability

Security I[ssues Detailed Description

All Modbus messages are
transmitted in clear text
across the transmission media.

Lack of
Confidentiality

There are no integrity checks
built into the Modbus
Lack of application protocol. As a
Integrity result, it depends on lower
layer protocols to preserve
integrity.

There is no authentication at
any level of the Modbus
protocol.

One possible exception is some
undocumented programming
commands.

Lack of
Authentication

Modbus/TCP frames are sent
over established TCP
connections.

While such connections are

SPl,mph.Sth usually reliable, they have a
raming significant drawback. TCP
connection is more reliable
than UDP but the guarantee
is not complete.
Like many request/response
protocols (ex. Simple Network
Management Protocol (SNMP)
Lack of :
. HTTP, etc.). Modbus/TCP
Session . o .
consists of a short transaction
Structure

in which the master initiates a
request that requires a single

operation to the slave.
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Table 2.+ 447} Shodan ICS Radar Al0|E
5 %8 Modbus Z2EZFS A= 502 EE9
% /9= 13,9497098 Falslsict

o] ShodanAte]E(2020. 02. 21 71595 &4
-2l Modbus xZF NFE 7R -9
Modbus #°F Top 3& &<lslsich.

Table 3.8] A% vl 3,6617H, ZHre
1,6527), 3= 1547124 Modbus ZZEZ9]
xE Jhg) Brke S geldelnh old wef, gt
=2 Modbus ZREZo] kZHdl| ue} Alely] ¥
Al @Al 55 Flspdet. S VEeR =
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Table 4.9 7% A&l 5274, &x9 FF

Table 2. Number of Vulnerable Modbus
Protocols via Real-time Shodan ICS Radar

Protocol Total Count Default Port
Modbus 13,949 502

Table 3. Top 3 Exposure status of Modbus
Protocol based on Domestic and overseas
Industrial Control System

U.S France Korea
3,661 1,652 1,547

Table 4. Number of systems using Modbus
protocol by region

Region Total Count
Seoul 52
Sokcho 22
Gwangju 22
Jeonju 18
lksan 16
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Table 5.+ CVEE %% Modbus #%4
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Table 5. Number of Modbus Vulnerabilities by
Attack type through Mitre CVE

Source Attack Type Total Count
denial of service 34
buffer overflow 12
Uncaught Exception 9
downloaded,
CVE molih?oeaddeznd 6
(1) P

spoofing or

replay attacks 4
Access Control 3
Information
3
Exposure

4.4 X-ForceE &35t SARAH Modbus I Sig

IBM X-Force Exchange #lJEZ E3)
Modbus ZR2EZFS 23|38 A= oS3 2}

Table 6. Manufacturer's CVE Vulnerability

Source CVE-ID Attack Type

SChe?EId CVI-2019-6808 Eleii}i?(le\j[(if;con
Electric CVE-2018-7847 Controllers code

(25) CVE-2013-0664 execution

Source CVE-ID Attack Type
CVE-2018-7853
CVE-2018-7855
CVE-2018-7854
CVE-2019-6819 Schneider
CVE-2018-7849 Electric Modicon
CVE-2018-7857 eéolnimn‘; rsco
CVE-2019-6807 denial of service
CVE-2018-7856
CVE-2018-7851
CVE-2018-7852
CVE-2018-7843
Schneider
CVE-2019-6816 Electric Modlc.on
Quantum denial
of service
CVE-2018-7848 Controll
CVE-2018-7844 e t?”’
CVE-2018-7845 ormation
disclosure
Schneider
Electric Modbus
CVE-2018-7824 Serial Driver
privilege
Schneid escalation
er Schneider
Electric Electric Modicon
(25) CVE-2017-6032 Modbus Protocol

brute force

CVE-2017-6034

Schneider
Electric Modicon
Modbus Protocol
security bypass

CVE-2011-4861

Schneider
Electric
Quantum
Ethernet Module
Modbus_125_han
dler security
bypass

CVE-2017-7575

Schneider
Electric Modicon
TM221CE16R
information
disclosure

CVE-2013-0662

Multiple
Schneider
Electric
products
Modbus Serial
Driver buffer
overflow
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Table 7. Default Password for Industrial Control
Equipment applying Modbus/TCP

Port Default
Cempany IPiroilonei detection | Password
HMS Anybus 502 admin
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Fig. 4. Modbus Test Environment Configuration
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Fig. 5. ICS Attack Procedure
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Fig. 6. Virtual Bottle Filling Process Simulation
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Table 8. Selection of Diagnosis Target

Target Content

Vulnerability identification
of Modbus/TCP protocol
using Virtual Plant

Virtual Plant
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Table 9. Inspection Environment and Inspection
Tools

Content
Modbus Sever
Modbus Client

Vunerability Tool
Kali through Attack
Command

Diagnostic tool
Modbus Master
Modbus Slave

Open Source Tool for

Wireshark Traffic Analysis

534 Zltt HIAE HX|

Table 10.& "X
A, 2Ad, Az

c}.

Table 10. Test Diagnostic Procedure

Step Content

System Environment
Analysis

Target Modbus/TCP

Scanning through
Passive/Active

Reconnaissance

Scanning

Exploit Process Logic Attack
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Fig. 7. System Info and Port Check
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Capturing from b.26.55 [CybatiWorks] [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10)]
B0 G T @ Ero Ml G Tk kb e B
©e /ma R XX ¥ 315 = RoRSRuRaN 150 o0k -
Fite: 1p port == 502 Ve mne o o i

No, Time Source Destination Protocol Lengt | nf

V0L 1792 /501 19000 Lrz.a6.052.00 Lrzas. 1922 moabus/1c query: Irans:  L/6y; Unt;

490017 1792.751490000 172.16.162.2 172.16.102.11 Modbus/TCP 107 Response: Trans: 1768; Unit
490018 1792. 751648000 172.16.102.11 172.16.102.2 T 66 57133 > asa-appl-proto [AcK] So
400138 1 172.16.102.11 172.16.19: Modbus/TCP 78 Query: Trans: 1769; Umit:
490139 1793.751207000 172.16.192.2 172.16.192.11 Modbus/TCP 107 Response: Trans: 1769; Unit
490140 1793.751307000 172.16.102.11 172.16.192.2 e 66 57133 > asa-appl-proto [ACK] Se
490262 1794.751280000 172.16.182.11 172.16.182.2 Modbus/TCP 78 Query: Trans: 1770; Unit
490263 1794751689000 172.16.182.2 172.16.182.11 Modbus/TCP 107 Response: Trans: 1770; Unit
490264 1794751766000 172.16.182.11 172.16.182.2 T 66 57133 > asa-appl-proto [AcK] se

Frane 478582: 107 bytes on wi
<1 Ethernet 1T, Src: Schueit:
“I Internet Protocol Version 4,

“I Transmission Control Protocol. 840, Ack: 20161, Len: 41

[ modbus/Tce

(5021, pst ports 7133 (57

s spplpreso

Fig. 9. Detailed of Modbus Information

Bottle-filling VirtuaPlant factory

Fig. 10. Move and Fill



253

| Bottle-filling VirtuaPlant factory

RN

Fig. 11. Never Stop

Bottle-filling VirtuaPlant factory

Fig. 12. Stop All

Bottle-filling VirtuaPlant factory

Fig. 13. Stop and Fill

Blackbox_ Industral_Firewall/ Policy.

Fig. 14. Firewall Configuration

VI, 2t Ao 230} CHSCH= diot
6.1 Enterprise Zone2| QIE1} CHSCH=H

Enterprise Zone wellA+& IT 399l L4~L5
o9l $1g7} oA o 2

Table 11.-= Enterprise Zone2 183} of-3-3
< AR A3} o] A== oy 270 I
Aot eiAdglele] FAE ARl WAE e} 9l
t}, olel uie} A4 deixle whdy] 5o ulelzE~
ZAxke} At e s FIAeR E]lste] A4k
HAE A o AARE F U AR
AR7} QA= =] E]lghe}

=3

6.2 Industrial DMZ Zone2| {I&in} CHSCH

3]

IDMZ Zone oA+ IT/OT L3.50114

Table 11. Threats and Countermeasures in the
Enterprise Zone
Risk Factor Countermeasure
-Prohibit clicking on
untrusted sites
-Scan and repair PC
virus with the latest
updated vaccine
Spear phishing -"Spam treatment’
via Email function setting for the
sender address and
domain
-Prohibit  disclosure of
internal asset
information and identity
online
-Prohibit  disclosure of
employee information on
external Internet
Ransomware .
. -Beware of visiting
against users and . .
endpoints Web81.tes with weak
security
-Periodic inspection of
asset management ledger

o] 18 g 33 Rk

Table 12, IDMZ &9 933} H-$AE A
2 Az ¢fFdA VPN(Virtual Private
Network) $lo] A3 wZEzo] 974 dA~ A4S
8 OT <949 W9l Alz=Hlel| dAd3:=7} AR)=EA
v DDos 345 Al #oidt dar) ol A4t
ddale 9Fete] At e FAIRSG AlzHe]
1= A5 AAE ole]u|e} W3] AAsta o A
A& T3 3 W Axwl Huu T E AHRwot
=2 AAF Eele] Hase Wb F A7 2 oW
Jke] o]He] ARt ZFE ] AFEAE ¢

HlAd el AlA slo] Easi

% d

S oM ¥ ¥

Table 12. Threats and Countermeasures in the
IDMZ Zone

Risk Factor Countermeasure

-Plant Firewall Check
-ACL, IPS/IDS Check

Systems exposed
directly without

VPN technology | -Check whether the DMZ
can be easily zone of the separated
exploited network is configured
Malware -Remote desk remote
entering an check through external
organization’s engine
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Risk Factor

Countermeasure

-When
equipment in the OT
area, it is necessary to

OT network clearly designate the
through remote | sender and receiver in the
access firewall setting
connections. Enable IPS
Need to prepare
emergency contact
network

maintaining

DDos attack on
remote access
gateway

-Disable ICMP Echo
-Check firewall rule
settings Check

-Emergency
network required

contact

6.3 Manufacturing Zone2| {I&in} CHSCHH

Manufacturing Zone ®ellA&= OT <%3¥<l L3
o|xe] $1g7} e o33 R}

Table 13.& Manufacuring Zone2 ¢33}
SAS AvHE A3} JeExlEl ;WY $3
o] vl F3F 23] )4 (Spear Phishing) % H]
7} USBZ <lsf Azt g7t glenz Al
o] Hasjrl oo AL Wil - A
F3 AR AR7F 2E2wdeA] AA Felsia, of
o] Aol AlFFA] ¢ vlde 9] @, USB

o

9

A

Table 13. Threats and
Manufacturing Zone

7
Zo] USB Port Lock

2
2]

RRASHY

Sol WA B el AR 2
AAE R

Countermeasure in the

= o oo & &

Risk Factor

Countermeasure

Ransomware on
Endpoints

-Prohibit disclosure of
employee information
on external Internet

-Beware of visiting

websites with weak
security
-Periodic inspection of

asset management ledger

Phishing via Email

-Prohibit clicking on
untrusted sites

-Scan and repair PC
virus with the latest
updated vaccine
-Prohibit disclosure of
internal asset

Risk Factor Countermeasure

information and
identity online

-In the firewall
settings, specify the
IP sent from the
worker workstation to
the PLC

Bot infections of the
operator workstation

-Security USB Port
Lock installation
recommended
-Equipment and
mobile media
carry-in/out-of-countr
y list check

Unsecured USB
Ports

6.4 Cell/Area Zone2| {I&iul CHCHzY

OT <39 W9 Cell/Area Zone Wl Level
0~2 oll4e] #1887 AL oo 2}

Table 14.2 Cell/Area Zone2| 138>} oje-4
At A3} Ak dle] & Fal] AbdEA el s
Adu)e] A=l Al d2] Aol F(AlHE) 0] #

o2
o

=
ox

H 4 9long AR odiAe] Fasjrt o)F 1
o7} HaL 84% 7-8E2 ol Aol Adule] A
ske] Eslgow stE ZReZE stwe] 9l A
gk, obssle] A yREow okolxel FAS gt
g 9le] sl Alzele] ey} Basie) oo A=
dF @bt AT F A Agstw 53"
Modbus ZREZl 502 ZE7} =ZHPEA 5]

ZQl gele] dosjrl o4l wir]e] g o|g7} A
& A Modbus HFTZ2EZS s)x] A n|E3t
A& Wit] Alol] 84 3e] A 2|8} oRb 7R

ol Alxdlo] ditkro|w AAgE AR} vE-
| 2A Eo7b 22171 A4 &

ool AL Al 502 EEZ 9Fofx] YEE
EE] QlEAE AR, o 2Yelx OT 49
Wellx] wishy S $alapel xS HEs] =4
slar oke]#el EEs 2dsy]| $l8] VES = Ed
g o4t ®A| o} 53 wel I =TE 5

[o=

[T

o, oly

el

A eELnT Boale] o4 AT £FH T3
& Fal g4 Edn A AEs Basi

Aol S AHESh sle] 1SA99 13l

i ISA/IEC 62443 #5(19)9} ISO/IEC 27002
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Table 14. Threats and Countermeasures in the Table 15.8} #o] ~nte FAo] Hel Az~
Cell/Area Zone EE hEelA glont, svhe Aol el sl
Risk Factor Countermeasure S 7o} 7| BEFARET ol A1y @A @
-Confirm that only Aelrs Sstd Adedalel =2egel Modbuset
Industrial spy designated personnel are 2 AAS skl glol A o] tha 537 Aol
authorized to OT area o} w3 oo ZAAAE AdAte e
R REE PR CE S T ERPS
-In the firewall settings, Faslo] Aersteich, w3k, FAA|AH S HeF
specify the IP sent from oA AR el g FEs Alsls
the worker workstation to
the PLC. 2 NelA R FEE Modbus ZE2EFQ] XU47:'1] e
Sabotage ~Protect vulnerable Holmg MR FEE Aeslsirt. o] wet A
systems .w1th virtual dnely}l 7|EHoks vty A B 6AblA o
patches instead of 25t ojed 1 oAO AAE A2
patching physical systems 1= S8 dedAs AR 275 bl
with gateways running IPS go 7 Mol Az A~EE A|Ag}
Unwanted “Make sure that only the Table 15. Smart Factory Security Checklist
modifications to SCJEDAIPfOtOCOI is shown Control Items that can be Performed by the
; : n Level 1. Computer Managers
the;rrﬁzz’“al “Identify the EOS system
and recommend a patch. C.lasgl Control Control Computlpg
ficati A It person in
. Selff(.iefect of on e ‘el charge
industrial control | _praffic analysis through Organizat Inventor
protocol SEIM monitoring ion & . el
- lack of authentication -IDS Moniterin Regulatio 5 identification
- lack of authority g Busin (Physical, 1)
n
- lack of encryption ess —
. Facility, -Access
securl facility control
-Traffic analysig through (tgy) equipmen A Half access to
SEIM m'onlt.orlng t and equipment
Complicated :;DS Bé[f)nlltlern;lg K media and media
procedures for eriodically check security (Physical,2)
. whether port 502 is
system patching
. exposed to external -Password
or technical .
. search engines Factory management
support in use as ) . .
-In the firewall settings, system (Managerial, 1)
products from . .
foreign vendors specify the IP sent access 7 -Firewall rule
from the worker authority inspection
workstation to the managem and change
PLC ent management
Techn (Managerial,2)
ology
FARZ(20)2 HEsl] WRE vhE B Hiw securi “Remote
b 7}o]=(2016)(21)5} o 44 Aol el 7} ty ot
— = To7¢ U (16) (Technical, 1)
0]=(2019)'(22) 5 nlelo 2 5Abol|A] 1F3F o Factory -Public server
A axe} deuAe mole Favlgle] A4 W system security
Ak G 4 gl Wl el el el 7147 operation | © | {freweal: U
B FIA o E &4A AT £ 9le Het A= security control
rEg AAskn AE7h AR S we A=) (Technical. 1)
~E9| AL AZsnA B} Los
management and
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C.lassll Control | Control COmputl.ng
ficati person in
Area [tem
o charge
monitoring
(Technical, 3)
Factory
system
developm 1 N/A
ent
security
tactory -Additional
system : .
infri suggestions:
infringem
Emergency
ent 1
accident contact network
managem establishment
: (Managerial, 1)
ent
Privacy 1 N/A
Table 16.% Auuere] 324 (CIA:
Confidentiality (7]%4), Integrity (+-44),

Availability 718-4)) 71522 F47|de A4t
i o O B k) o B
stk A7 |ES 97
~EE 20702 A4, A48 Rt Az
Z|EoR A A -L:ll(:lLE )5 Ml 5%
Fopd Awwol AWrES FallA A 24 A
Sajla, A% 24 717 2021.02.04.~02.159)
(128) 7k zlgsldet, & 35%e] A& ZAbe] #
oJslgict, AEHEY $% AE A3 29 24
71"& D"D‘rx}*c’] F 43ke] Hol A=e

;L T mlo
29
o
_o‘L
%2

hl I
)
=
)
1y
i)

Table 16. Industrial Security Checklist for Small
and Medium Business Computer Managers

e Checklist
tion
Direct and “Has the
. authorized
indirect erson properl
facility p property
. controlled access
destruction
to the protected
. (sabotage) 0
Physical area’
Security -Do
Equipment internal/external
and media persons manage
access carry-in/in/out
management | control for
equipment and

Classifica
tion

Control Item

Checklist

moving storage
media?

-Is the USB Port
Lock installed on
the internal or
external system?

Manageri
al
Security

Inventory
identification

-Is the
identification
and classification
of assets in the
company
periodically
checked?

Firewall
Policy

-Do you check
the firewall rules
of the
information
protection
system or control
system?

-Are changes to
the firewall
policy being
managed?

Password
Management

-Are you
establishing and
implementing
secure user
password
management
procedures for
information
systems and
information
protection
systems?

-Is the password
of the control
system exposed
to the outside?

Infringement
accident

-Are you
establishing and
implementing an
emergency
contact network
system to
prevent factory
infringement
accidents?
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Clagmflca Control Item Checklist Cla§31f1ca Control Item Checklist
tion tion
system?
-Did you conduct -Did you review
a vaccine test on the sender and
the internally receiver of the
operating designated
system? system in the
-Do you check OT area?
security patches -Are you
to respond to monitoring
Basic Check vulnerabilities to various system
known malware activities
or viruses in the (information
system? access,
Have you authentication,
checked whether data
the ping of the transmission
core control traffic) ?
system is
blocked?

Technical
Security

Remote
access
control

-When operating
the system
remotely through
internal/external
networks, have
you checked
whether access
is allowed only
to specific
terminals?

-Did you check
whether the
information of
the control
system (plain
text exposure) is
exposed to the
outside through
the vulnerability
tool?

-Has the
external search
engine checked
whether the
keyword related
to Modbus and
port 502 were
exposed?

Log
management
and
monitoring

-Do you
establish and
check log
management
procedures for
the control

Fig. 15.9} o] ARBI gsls 67
WobE VEo R AW AR AdEa, P 3
7b Wk §l - ok AHEE AME(40%)3 A
HE3F 9(34.3%)Ai7Ee] woten, arge
2 AHHEF el HHEFE P55 AErtEo
22.9%% AAEAcE, v AHuRE P
AE7tel ARES BAAH8.6%) 0] AW X

Abell Fresldct, AE ZAbel] Foigh AR EQE ¥
okl AY A= ohgat 2}

Fig. 16,2 A& 7ZFol| g Anns AL
Ve SRS BAE Ay HHRF FololA
10 ©]4H(74.3%) <53 AHAEo] st A
o] 3 AEFALY AFE FHAAME FE3icrta
Aebsielct. kg o 5 oAk ~10W ol3ke] A
w7PF 14.3%5 S99, 39 o|4~b54 ols}
9 ZAgelle 11.4%7F $%3ka, 1 o) ~34
o]3le] Zf-oll= AE Aol FHort gl HE
of Het AFYAEE FHAHoE FM3 A=

Information Potecton Manager
Building Information Protecton
Information Protection Operations
Information protection authentication
formation Protection Consing

14 (40%)

Information Protecton Secury Audit 3(8.6%)

0 5 10 15

Fig. 15. Job-related work areas
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@ More than one year or less, not more than 3 years
@ Nore than three orfive years

Mare than five o ten years
@ Morethan ten years

4

Fig. 16. The Number of years in Information
Security Work

et 2.

Table 17.% 2] 23} 7 edoi sk A=12)
=7} gk AL Sl A
wel A771%e) Kk Aels
ches} 2},

Table 17. Validity of the Security Checklist

. . Not
Clagsﬁica Control Item SR Suita
tion ble ble

Direct and
indirect
facility

destruction

(sabotage)Dire | 100% 0%
ct and indirect
facility
destruction
(sabotage)

Physical
Security

Equipment
and media
access
management

100% 0%

Inventory

0, 0,
identification 100% 0%

Firewall

0, 0,
Policy 100% 0%

Manageri

al Password 100% 0%
. Management

Security

Infringement

0, 0,
accident 100% 0%

Basic Check 100% 0%

Technical Remote access 100% 0%

Security control

Log
management 100% 0%
and monitoring

Table 18.& 4wius 97} 47 dohdz 207}
o Bk AZPAES Sl A3 AAROR et
Azl me) ehgade] stk Aol o
TP F4/198 91T B Az AES
He Hels] 918 HuAEe] el A

Ao vt 2

Table 18. Security Checklist Result of
Certification Criteria

. Not
Cone Checklist | SW | guitab
Item ble
le
-Has the
Direct and az;:(?;;lzed
indirect pro orl
facility | PrOPeY 100% | 0%
. controlled
destruction
access to the
(sabotage)
protected
area?
-Do
internal/exter
nal persons
manage
carry-in/in/o 100% 0%
ut control for
Equipment equipment
and media and moving
access | SWorae
managemen | e
t
-Is the USB
Port Lock
installed on Y Y
the internal Nz 9%
or external
system?
-Is the
identification
and
Inventory classification
identificatio . 100% 0%
of assets in
n
the company
periodically
checked?
-Do you
Firewall check the
Polic firewall rules 100% 0%
v of the
information
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. Not . Not
Control Checklist | S5 | Suitab Control Checklist | S5 | Suitab
Item ble Item ble
le le
protection
system or -Do you
control check
system? security
-Are changes patches to
to the respond to
firewall 94% | 6% vulnerabilitie | 100% | 0%
policy being s to known
managed? malware or
~Are you viruses in
establishing the system?
and
implementing -Have you
secure user checked
password whether the
management 97% 3% ping of the 91% 9%
procedures for core control
Password information system is
Managemen gystems 'and blocked?
t information
protection
systems? *When‘
operating the
-Is the system
password of iimOtellqy
roug
z};itzgmr(ﬂ 4% 26% internal/extern
exposed to al networks, 97% 3%
the outside? have you
checked
-Are you whether access
establishing is allowed only
and to specific
implementing terminals?
an emergency
Infrlngement contact 97% 3% Remote -Did you check
accident network access whether the
system to information of
prevent control the control
factory system (plain
infringement text exposure) 94% 6%
accidents? is exposed to
the outside
through the
Did you vulnerability
tool?
conduct a
vaccine test -Has the
Basic Check | on the 94% 6% external
internally search engine
operating checked 85% 15%
system? whether the
keyword
related to
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. Not,
Cloutoza) Treddih, | S8 | smrn
Ttem ble le

Modbus and
port 502 were
exposed?

-Do you
establish and
check log
management
procedures
for the
control

97% 3%

system?

-Did you
review the
sender and

Log :
receiver of
managemen | 4y . 88% 12%

t and

s designated
monitoring

system in the
OT area?

-Are you
monitoring
various
system
activities
(information 91% 9%
access,
authenticatio
n, data
transmission
traffic)?

Table 20. Verification of Corporate Security
Improvement through Security Checklist

Not

SUEble | e

Control Item

Whether the security
of the enterprise is
improved through
the security
checklist through
verification

100% 0%

Table 19.9} 7ro] Hel Az ~E T2E Es
Hidakse] fFBA =g Hoke Syl 97
o1 galslgla, oo Rl AFT|AEL] AlgA0]

AN

Table 19. Practicality of the Security Checklist

Not

sutiable | g e e

Control Item

Checking the
practicality of

improving
corporate security 97% 3%
through a security
checklist through

verification

getehe glsslsinl. olEe], Hol AFAEE
1519] ®otad A} Zdelxe A} A=
7

e

Table 20.% AH7, YHHFHEI} 359 =
AdA 2 Hol AFR|AES 3 71ge] Held 3
o Agtsprhe A& dalsisih. olF S, T4
oA &8 5 9l Helk AFe|~Er} A4S 28
Aol AR e 2 - Flvhs e gelsigint. =g
AFAES F3 A7t obd Sl $av14e] A
AR SAZE SR AR o Hagke] Beh A Fe)s
ES 383 Aol

ViL g 2

B ATE E AFES A AFE AA)
ol 4 ol APAL EFNAL AT Hg
A% o nol AzesEe] A4S 494
Az ol ) T4 A4 S} 7]
29 S A AET & ol nak Az Am
b Apgelch FE ATRE TRt Ay ol
Bon xEE2e] ATE Folol ofy Fope] T
Age] Egol F 4 gl oA ek AdHoz

A8t} gt
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