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Abstract :

In recent years, as ESS has become very popular, BMS related electric fires have occurring frequently. In

this research we performed analysis of risk priority number (RPN) using Failure Mode and Effects Analysis (FMEA)
technique to analyze the safety of BMS, which accounts for the most part in ESS electric fires. And the functional

safety concept was used to eliminate or reduce failure modes that may cause overvoltage, overcurrent, and overheating
for higher risk priorities of the analyzed BMS. The BMS hardware was redesigned so that the safety mechanism
works for the high-priority risk modes, and the main firmware procedures were designed to control the battery against

potential malfunctions. And we implemented the improved BMS hardware and experimentally verified that the safety

mechanism works as designed. The test results have confirmed that the safety mechanism works normally and the

battery can be controlled even if overvoltage, overcurrent and overheating occurs in the BMS, or major firmware

procedures malfunction. Therefore we are confident that electric fires related to ESS can be prevented in advance by

analyzing the safety of BMS in the way we used in this research to find high-priority risk factors and applying the
concept of safety functions to the hardware and software design of BMS.
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. Review Product or Process

1

. Brainstorm Potential Failure Modes
{

. List Potential Effects
i

. Assign a Severity Ranking |

Il
. Assign an Occurrence Ranking
1
. Assign a Detection Ranking
i
. Calculate Risk Priority Number
i
. Prioritize the Failure Modes for Action |
1
| 9. Take Action to Eliminate of Reduce Risks |
1
| 10. Recalculate Risk Priority Number |
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Fig. 1. Step of FMEA process
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Table 1. Severity ranking criteria of ESS [8]
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Table 2. Occurrence ranking criteria [8]

Rank Description

Rank Description

Failure is of such minor nature that the customer
1 (internal or external) will probably not detect the
failure.

Failure will result in slight customer annoyance
2 and/or slight deterioration of part or system

performance.

Failure will result in customer dissatisfaction and
3 annoyance and/or deterioration of part or system

performance.

Failure will result in high degree of customer
dissatisfaction and cause non-functionality of system.

Failure will result in major customer dissatisfaction
5 and cause nonsystem operation or non-compliance
with government regulation.
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NOTE: Quantitative data were used if it is available.
For Example:

0.001 = 1 failure in 1,000 hours

0.01 = 1 failure in 100 hours

0.10 = 1 failure in 10 hours
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An unlikely probability of occurrence during the item
operating time interval.

1 Unlikely is defined as a single failure mode (FM)
probability < 0.001 of the overall probability of
failure during the item operating time interval.

A remote probability of occurrence during the item
operating time interval (i. e. once every two months).
2 Remote is defined as a single FM probability > 0.001
but < 0.01 of the overall probabhility of failure during
the item operating time interval.

An occasional probability of occurrence during the
item operating time interval (i. e. once a month).
3 Occasional is defined as a single FM probability >
0.01 but < 0.10 of the overall probability of failure
during the item operating time interval.

A moderate probability of occurrence during the item
operating time interval (i. e. once every two weeks).
4 Probable is defined as a single FM probability >
0.10 but < 0.20 of the overall probability of failure
during the item operating time interval.

A high probability of occurrence during the item
operating time interval (i. e. once a week). High

5 probability is defined as a single FM probability >
0.20 of the overall probability of failure during the
item operating interval.
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Table 3. Detectability ranking criteria [8]

Rank Description

Almost certain that the problem will be detected
(chance 81 - 100%)

High probability that the problem will be detected
(chance 61 - 80%)

3 Moderate probability that the problem will be
detected (chance 41 - 60%)

Low probability that the problem will be detected

1

4 (chance 21 - 40%)
5 None/minimal probability that the problem will be
detected (chance 0 - 20%6)
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Table 4. Main components failure rate for BMS
Failure Rate
Component 10° b
Li-ion Battery 2.24
AFE IC 159
MCU 2.25
Charging FET 2.23
Discharging FET 2.23
FET Driver IC 2.00
Voltage Regulator 0.029
Thermistor 347
Shunt Registor 3.74
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Table 5. FMEA results for basic BMS
Part.| Fotential | porentia) Potential | 5| 2| D| B
1D Mode Causes Effects vl ¢l T| N
100 | Li-ion Battery
101 |short circuit cell balancing  |wrong batteryf 4l 2l 2| 16
error connection
i Low battery o
102 Abnormal capacity, Load ddmdge,‘ 51 2] 3l 30
output voltage overheating battery explosion
103 |No output f;erfor‘;lam‘; "ESS malfunction | 4| 2| 2| 16
104 |Cracking lower battery ESS performance 41 2| 3| 16
capacity degradation

_ |Discontinuous |lower battery ESS performance . .
105 operation capacity degradation 41 2| 2] 16
200 | AFE IC

Measurement
201 |AFE IC fault |component fault |monitoring and 50 1| 5] 25
control impossible
Voltage Measurement 16 overvoltage
202 |measurement |circuit control e 5| 2| 5] 50
error component error
Current Measurement 10 overcurrent
203 |measurement |circuit control 5| 2| 5] 50
error component error
Temperature  |[Measurement
204 |measurement |circuit Fire or explosion | 5| 2| 5| 50
error component error
300 | MCU
301 [Operation error szifg)elfclock no battery control| 4| 2| 5| 40
Bits error unstable
302 |(SRAM/FIASH no battery control| 4| 2| 5| 40
) voltage/clock
12C 12C circuit fault, iving AFE
303 |Communication |unstable nz rectelvmg 41 2] 2| 16
failure voltage/clock curren
Measurement
ADC Read |circuit error MCU temperature| - -
304 error unstable error 51 2] 5| %0
voltage/clock
400 | Charging FET
401 |Inoperative component fault ?O SE}fCty 50 21 3] 30
unction
500 | Discharging FET
501 |Inoperative component fault ?O S?fety 50 21 3] 30
unction
600 | FET Driver IC
601 |IC fault c A% No battery 50 2| 3| 30
control
- FET fault and
602 FET . control circuit No battery 41 21 3] 24
control failure . control
abnormality
700 | Thermistor
Abnormal no battery
701 |resistance component fault |voltage 51 3| 5| 7
change measurement
800 | Shunt Registor
abnormal battery current
801 behavior component fault |measurement 5| 3| 5| 50
a error
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Table 6. Highly critical failure modes
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Part © (.-zn 4 Potential Potential
D Failure Cause Effect E|C|E|P
ses cts
Mode V| C| T| N
300 | MCU
Operation unstable no batter
301 | P Yl 4l 2| 5|4
error voltage/clock control
bits error unstable no batter
302 Yl 4l 2| 5|40
(SRAM/FIASH) |voltage/clock  |control
Measurement
) Are MCU
ADC Read circuit error
304 temperature 5| 2| 5| 50
error unstable
error
voltage/clock
200 |AFE IC
Measurement
Voltage circuit no
202 |measurement overvoltage 5| 2| 5|50
component
error control
error
Measurement
Current circuit no
203 |measurement overcurrent 5| 2| 5|50
component
error control
error
Measurement
Temperature circuit Fire or
204 |measurement ) 5| 2| 5|50
component explosion
error
error
700 |Thermistor
Abnormal no battery
A component
701 |resistance fault voltage 5| 3| 5|75
change measurement
800 [Shunt Registor
battery
801 abnormal component current 5| 3l 5] 75
behavior fault measurement
error
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Table 7. Main firmware operation for the functionally safe BMS

Detection
target

MCU IC CPU operation error

prerequisite

After MCU initialization

diagnosis time

Periodic check of MCU software

safe state MCU CHG/DSG FET OFF
Detecti
CLeCton | MCU IC's built-in SRAM bit error
target
prerequisite After MCU initialization

diagnosis time

SRAM 1-bit error detection point

safe state MCU CHG/DSG FET OFF
Detecti
election MCU IC’s built-in FLASH bit error
target

prerequisite

After MCU initialization

diagnosis time

Initialization of MCU and double error of FLASH

safe state MCU CHG/DSG FET OFF
Detection Software task not working or abnormal flow
target behavior

prerequisite

After MCU initialization

diagnosis time

Periodic check of MCU software

safe state MCU CHG/DSG FET OFF
Detecti
etection Software task stackoverflow
target

prerequisite

After MCU initialization

diagnosis time

Periodic check of MCU software

safe state

MCU CHG/DSG FET OFF
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F2L® don 7% H o FET7} OFF dth 19 6 (d)e Taske] 717} A&zl HYE Hojues 4% A5 57
o] g BB u, AulAE Aol WobdA el & FAWw, Task® F71H ZEAAY ¥t FAHA
WSl A9 2% Hol FET7F OFFHT) o] d3 ko] wj Ze AE Flow A= o7 LA FET AoE g,
B Aol Ak R, Hdo] WSl A AAE A Task®] stack overflow 23A 9% WAz FET A&
A (2)o]$ol] FETE OFF A2 Al tduAYSE 15024 BMSY HAo F8 ZIAAEE HAHAA
of AdAeRE AFHS & F Utk 1yn HHEM”‘—J!?J =l YFo] Aoz 58S & 5 vk A BMSe
o, AR, Egko] hHd FEHE BAsH AdE FETE ?*é%'—% ool AXEd o] Fo ZEAIA fiEiA
Al ONH o] 9# ESS 715S 5= AL st T FMEA 245 F#83on 1 A3 ¥ 84 A A
T HY ol 75e4e M AYE HAES} #H s o} [14].
¥ 8 7|sotNg ME3HBMSe| FMEA EME
Table 8. FMEA results for our functionally safe BMS
Failure Potential Potential
D D
Comp | Mode Causes Effects Sev | oce ET | RPN
A100 |AFE IC
Measurement monitoring and
A101 AFE IC fault component fault ) ) 5 1 1 5
control impossible
Voltage measurement Measurement circuit
A102 no overvoltage control 5 2 1 10
error component error
7103 Current measurement Measurement circuit o overcurrent control 5 5 i 10
error component error
T \i M t circuit
Alo4 | Smperalre easurement ciredl Fire or explosion 5 | 2|1 |10
measurement error component error
A200 |AFE Companion IC
A201 IC fault component fault no monitoring in MCU 5 1 1 5
A202  |I2C fault AFE IC fault, circuit defect no . 4 | 2 | 1| 8
AFE monitoring/control
A203 |2C frame CRC error [2C circuit defect no o 4 2 1 8
AFE monitoring/control
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B100  |[MCU
component fault, )
B101 operation error P Battery control incorrect 5 2 1 10
unstable voltage/clock
t fault, )
B102  |bit error(MCU SRAM) component fau Battery control incorrect 5 2 1 10
unstable voltage/clock
component fault, )
B103  |bit error(MCU Flash) ompo Battery control incorrect 5 2 1 10
unstable voltage/clock
8104 12C fault |2C circuit defect no current measurement in MCU, 5 5 : 10
unstable voltage/clock no battery control
SMBUS circuit defect no receiving AFE data
B105  |SMBUS fault ¢ 5 |2 | 1 | 10
unstable voltage/clock no battery control
SMBUS circuit defect iving AFE dat
B106  |SMBUS PEC error clreutt detec o receving aa 5 | 2 |1 |10
unstable voltage/clock no battery control
Temperature ADC —
Measurement circuit fault )
B107 measurement error overheating control error 4 2 1 8
unstable voltage/clock
Battery voltage Measurement circuit fault
B108 y g voltage control error 4 2 1 8
measurements error unstable voltage/clock
C100 |AFE FET
C101 FET fault ‘component fault ‘safety mechanism not working 5 ‘ 2 ‘ 1 ‘ 10
C200  |MCU FET
C201 FET fault ‘component fault ‘safety mechanism not working 5 ‘ 2 ‘ 1 ‘ 10
D100  |AFE FET Driver IC
D101 IC fault component fault safety mechanism not working 5 2 1 10
D102 FET control failure FET/control circuit failure safety mechanism not working 4 2 1 8
D200 MCU FET Driver IC
D201 IC fault component fault safety mechanism not working 5 2 1 10
D202 FET control failure FET/control circuit failure safety mechanism not working 4 2 1 8
E100 Thermistor #1
b | resist
E101 abnorma fesistance component fault safety mechanism not working 5 3 1 15
change
E200 Thermistor #2
abnormal resistance
£201 component fault safety mechanism malfunction 5 3 1 15
change
F100 Current Monitor IC
F101 IC fault component fault no AFE measurement data update 5 1 1 5
F102 measurement error measurement circuit fault MCU current measurement error 4 2 1 8
G100 8Mhz Crystal Oscillator
component fault, MCU malfunction
G101 | clock instability poner 5 | 2 | 1| 10
MCU oscillator fault no battery control
t fault,
G102 clock cycle mismatch componeﬁ au no battery control 5 2 1 10
MCU oscillator fault
H100 Voltage Monitor IC
H101 IC fault component fault no battery voltage control 1 1 5
H102 abnormal output component fault no battery voltage control 2 1 8
1100 Shunt Registor
1101 abnormal output component fault battery current 5 ‘ 3 ‘ 1 ‘ 15
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{ { measurement error { { { {
S100 freeRTOS: task scheduling
S101 Stack overflow ‘ Software error ‘ battery control error/disability ‘ 5 ‘ 2 ‘ 1 ‘ 10
S200 task_bg_monitoring: AFE Companion IC measurement and state monitoring
no battery control, no sensing
task schedulin AFE companion IC fault, no
S201 | task inactivity ‘ ¢ P 5 |2 | 1] 10
starvation, task block AFE measurement data
receiving
no operation in a
5202 ) P taskWl scheduling error no battery control 5 2 1 10
defined order/cycle
3300 task_mcu_monitoring: current, voltage, temperature monitoring in MCU
301 task inactivity task §cheduling no safety mechanism / no MCU 5 5 ] 10
starvation, task block measurement data update
$302 no ‘operation in a task scheduling error safety mechanism operation 5 5 i 10
defined order/cycle delay
S400 task_functional_safety: performing safety mechanisms requiring periodicity
task heduli
S401 task inactivity as S,C eauiing safety mechanism not working 5 2 1 10
starvation, task block
S402 no .operation in a task scheduling error safety mechanism operation 5 5 i 10
defined order/cycle delay
S500 task_supervisor: checking the periodic operation of tasks
task schedulin no safety mechanism,
S501 | task inactivity : g / , 5 | 2 | 1] 10
starvation, task block no watchdog refreshing
no operation in a ) sno safety mechanism,
5502 task scheduling error 5 2 1 10
defined order/cycle na no watchdog refreshing
# 9. 7| = BMS2} R A E BMSS| RPN H|1 I 9ol BMSe] & Agolv odF 9 Ho F&
Table 9. RPN comparison of existing BMS and redesigned BMS 71%9Y o/HE ZAEL ¢HAMAYSZo] AN HAFEHLEE
Part | Potential Failure RPN A B rEg e RN AEE(Detectability) ghol StobHl o
D Mode Existing BMS |Redesigned BMS 2 2 9¥894E9As RPN) @S 7HAE AFRES
300 | My o AHRLEL & 5 k.
301 |Operation eror “ 10 webd 2 ATelA 7edd A A8t e
302 E’g;Afw”/irlASH) 40 10 AlZte BMS st=slo] o 3%%1017} sk, s, 2o
S| sl rloksl =k o] Ak L= =
304 1ADC Foad oo 5% 5 d0] WSk te FAH FFANE kA WS
200 | AFE IC of AgHem e, BMSE 8] A71shA} wA
Voltage T AT Aol ALde WAE = S & ¢ Stk
202 50 10
measurement error
Current
203 measurement error 50 10 N 7E= E
i [ | 0
, B ATAAE ESS A A 1Y B FRS A
700 Thermistor _ = . . = _ -
il 9lE BMSY F& BES3 Heo] ZEA 13 o o
701 Abnormal 75 15 = H Ao = o5k = )
resistance change st FMEA #4115 Al Qtde des vA& S8R
800 Shunt Registor =& 3 olE AASIAY Fol7] s 7lsdA Ads
801 |abnormal behavior ‘ 75 15 Ag3tel BMS st=9dlole HAlAg LA olE
BMS shmslolz s g, s, o el w
NNsrHE nEsA AAZ BMS7F 71E BMSel H] 8 e vt el = BMS7E et EA wiE el E Aol
9 gzo] AMHYEA FHo15y] 98] RPNFS v wshed T Uee HgHoz gaESY Felssith
on F 9ol FolA Bl 98 Beojo ulg B4 o Aol A A A E Fshe an
o A9)ss. o ool wel sfolHel= AsAY A7 S 2 2t
A8 ESS ¥ ohJz 7148 3 A%e4 STt EuA
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