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A Method of Forensic Authentication via File Structure and Media
Log Analysis of Digital Images Captured by iPhone

Nam In ParkT, Ji Woo Lee”,

ABSTRACT

Oc-Yeub Jeon*ﬂ,

AAAREY

Yong Jin Kim””, Jung Hwan Lee

The digital image to be accepted as legal evidence, it is important to verify the authentication of the
digital image. This study proposes a method of authenticating digital images through three steps of
comparing the file structure of digital images taken with iPhone, analyzing the encoding information as
well as media logs of the iPhone storing the digital images. For the experiment, digital image samples
were acquired from nine iPhones through a camera application built into the iPhone. And the characteristics
of file structure and media log were compared between digital images generated on the iPhone and digital
images edited through a variety of image editing tools. As a result of examining those registered during
the digital image creation process, it was confirmed that differences from the original characteristics
occurred in file structure and media logs when manipulating digital images on the iPhone, and digital
images take with the iPhone. In this way, it shows that it can prove its forensic authentication in iPhone.
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Fig. 1. The histogram distribution of DCT coefficients for (a) oversampling and (b) downsampling in digital image[7].
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Fig. 2. The structure of PRNU based camera model identification system.
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Table 1. The mobile type and OS(operating System) for experiments,

Resolution
No. Model OS Compression Original Digital Thumbnail
Image
1 iPhone 6 iOS 11.1.2 JPEG 2448%3264 160x120
2 iPhone 6s i0S 144 JPEG 3024x4032 160x120
3 iPhone 5s i0S 12.1 JPEG 2448%3264 160x120
4 iPhone 5s i0S 12.1.2 JPEG 24483264 160x120
5 iPhone 8plus i0S 13.1.3 JPEG, HEIC 30244032 160x120
6 iPhone 8 i0S 14.0.1 JPEG, HEIC 30244032 160x120
7 iPhone 8 i0S 14.3 JPEG, HEIC 30244032 160x120
8 iPhone X i0S 12.0.1 JPEG, HEIC 30244032 160x120
9 iPhone 11 i0S 13.3.1 JPEG, HEIC 2376x4224 160x90
10 LG G5 Android 6.0.1 JPEG 2988%5312 512x288
11 Samsung Note 10 5G Android 10 JPEG 3024x4032 512x384
SOl APPN DQT ] SOFn DHT SOs EOI
(Start Of (EXIF) (Quantization | (Start Of | (Huffman | (Start Of | SCNA1 | ***| SCNAn | (End Of
Image) Table) Frame) Table) Scan) Image)

| SN
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—

— ]
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Fig. 83 Example of structure of JPEG format,
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EXIF IFDD @ Absclute 0x00000014
Dir Length = (x000%
[Make 1 = "BApple™ ] = "samsung®
[Model ] = "iPhone & Plus" ] = "SM-NGTIN"
[Orientation ] = & = Row 0z right, Col 0: top ] = € = Row 0: right, Col 0: top
[¥Resolution 1 =172/1 1=72/1
[YResolution 1 =72/1 1=72/1
[Besolutionlnit 1=1Inch 1 = Inch
[Software 1 = "l3.1.3" ] = "NSTINKSULDTIL"
[DateTime ] = "2020:08:10 01317:24" ] = "2020:10:16 01:17:5¢"
[fCbCrPositioning 1 = Centersd ] = Centered
[ExifCffset ] =@ 0x00CE ] = & 0x00E2
Offset to Next IFD = 0x00000798
(a) (b)

Fig. 4. The example of EXIF information, (a) iPhone 8plus and (b) Samsung note 10 5G,
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EXIF IFD0 @ Rbsolute 0x00000014
Dir Length = 0x000F
[Maks
[Model
fOrientation
[EResolution

[YResolution
{Resslusicalnit

"Apple”

"iFhone § Plus"
1 = Row 0: top, Col 0: left
720000/10000

720000/10000

Inch

ng

[Software

[DateTime

[¥ChCrPositioning

[ExifOffset

Offset to Next IFD = 0x00000330

= Photoshop 21.2 (Windows)™
:10:16 01:4&:07"

8 ox0120

Fig. 5. The example of EXIF information in case of re—
encoding in photoshop from the digital image
taken with iPhone 8plus.
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W44 Marker: DQT (xFEDB) 4+ V% Marker: DQT (xFEDB) *W%
Define a Quantiz on Table. tization Takle.
OFFSET: 0x0000291C UFFSEI
Table length = 132 Table length = 132
Precision=8 bits Precision=38 bits
Destination ID=0 (Luminance) Destinaticn ID=0 (Luminance)
DQT, Row £0: 1 . b 2 3 4 5 & DOT, Row #0: 2 2 2 3 4 5 & 7
DQT, Row #1: 1 85 pg 2 3 4 ] & DQT, Row #1: 2 2 2 3 4 g & 7
DQT, Row #2: 1 1 2 3 4 ) & T DQT, Row #2: 2 2 3 4 5 (3 7 ]
DQT, Row #3: 2 2 3 4 5 & ¥ g DOT, Row #3: 3 2 4 5 &8 ¥ & 10
DOT, Row #4: 3 3 4 5 & 7 g <) DQT, Row #4: 4 4 5 [ o g 10 32
DQT, Row #5: 4 4 5 & 5 g & 5 DQOT, Row #5: 5 5 & T 9 10 12 12
DQT, Row #&: 5 5 & 7 g ] b L DQT, Row #€: € & 7 g 10 12 12 12
DQT, Row #7: € € T = L & L Lo DOT, Row #7: 7 7 § 10 1z 12 12 12
Approx quality factor = 95.16 (scaling=9%.6% wvariance=35.64) Epprox quality factor = 93.45 (s3caling=13.0% variance=12.38
Erecision=3 bits Precision=28 bits
Destination ID=1 {(Chrominance) Destination ID=1 ({(Chrominance)
DQT, Row #0: & 3} 2 4 L g L: g DQT, Row #0: 2 2 3 5 12 12 12 12
DQT, Row #1: 1 2 2 [ E 5 El 5 DOT, Row #l: 2 3 3 8 12 12 12 12
DQT, Row #2: 2 2 5 | 9 ] 8 g DOT, Row $#2: 3 3 712 12 12 12 12
DQT, Row #3: 4 & =) L] L 8 L] L DQT, Row #3: 5 § 12 12 12 12 1z 12
DOT, Row #4: B E L 9 5 g - g DQT, Row $#4: 12 12 12 12 12 12 12 12
DOT, Row #5: g S g o g 5 g & BQT, Row #5: 12 12 12 12 12 12 12 12
DOT, Row #6: g 2 o A o 2 o g DQT, Row #6x 12 12 12 12 12 12 12 12
DQT, Row #7: ] 5 a ] L g a L DQT, Row #7: 12 12 12 12 12 12 12 12
Lpprox quality factor = 95.58 (scaling=8.85 variance=0.59) Approx gquality factor = 93.%6 (scaling=12.07 wvariance=0.19

—~
oo
=

11.1.2), iPhone 6s (10S 14.4)

iPhone 5s (10S 12.1, iOS 12.1.3), iPhone 6 (10S

(b) iPhone 8 (i0S 14.0.1, i0S 14.3), iPhone 8plus (10S
13.1.3), iPhone X (iOS 12.0.1), iPhone 11 (0OS
13.3.1)

Precision=8 bits
Destination ID=0 (Luminance)

Row #0: T 3 3 2 ¥ F A4 4

Row #1: 1 1 1 1 2 3 4 3

Row 42: 1 1 1 1 2 3 4 3

. Row #3: n 1 n3 2 3 5 5 4

Row #4: 1 1 2 3 4 T & 5

Row #5: 1 2 3 4 5 € 7 &

DOT, Row #6: 3 4 5 5 & 7 7} 6

BOT, Row #7: 4 6 & € 7 6 @ 6
Approx gquality factor = 96,95 (scaling=€.11 variance=1.09%

2 bits
ID=1 (Chrominance)

= 1] 1 1 1 3 €& € € &

v #l: 1 1 2 4 (3 € (] €

N 1 2 3 € € € €& ¢

#3: 3 4 €& €& € €& €& ¢

oW #4: L] [ [ € € & € €

#5: € € - € (- € € €

T, Row #€: € € € € € € € €

DOT, Row #7: & [ & € [ [ (] [
Approx gquality factor = 96.99 (scaling=€.01 variance=0.24)

DQL (XEEDB) 144
ation Table.
Takle length
Precision=8 bits
Destinaticon ID=0 (Luminance)
DQT, Row #0: 2 3 ] 3 & 2 3 2
DOT, Row #1: 3 3 2 2 2 2 3 3
DQT, Row #2: 3 2 2 2 2 3 3 4
DQT, Row #3: 3 2 2 3 3 3 4 5
DOT, Row #4: 2 2 2 3 4 5 17 7
DQT, Row #5: 2 2 3 3 5 T 9 <EE
DQT, Row #&: 3 3 3 4 € 8 12 14
DQT, Row #7: 3 3 4 5 7 11 14 15
Approx quality factor = 95.23 (scaling=9.54 wvariance=40.08
Precision=8 bits
Destination ID=1 (Chrominance
DQT, Row #0: 4 5 4 4 4 4 L) €
DOT, Row #1: 5 4 4 4 4 4 5 [
DQT, Row #2: 4 4 4 4 4 S € i
DQT, Row #3: 4 4 4 5 5 & i g
DQOT, Row #4: 4 4 4 5 7 8 14 J1
DQT, Row #5: 4 4 5 & & 1. 13 18
DQT, Row #€: 5 5 1 ¥ 10 1F 1T 21
DOT, Row #7: & é T g 11 1& 21 28
Approx guality factor = 95.25 (scaling=9.51 wvariance=41.20

(¢) LG G5 (Android 6.0.1)

(d) Samsung Notel0 5G (Android 10)

Fig. 6 The quantization table value of digital image taken with the smartphone for the experiment,
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Table length = 132

Precisions=g bits
Destination ID=0 (Luminance)

DQT, Row #0: 2 2 3 4 5 [ 11
DOT, Row #1: 2 2 4 4 2 7 g Il
DOT, Row #2: 3 2 3 5 7 9 11 12
DQT, Row #3: 4 4 s T 9 11 12 1z
DOT, Row #4: 5 H] ) g 11 12 12 iz
DQT, Row #5: @ 7 $ 11 12 12 12 12
DQT, Row #6: a8 & 11 12 12 12 12 12
DQT, Row #7: 11 11 12 12 12 12 12 12
Approx gquality factor = %1.84 (scaling=18.71 variance=22.54)

Precision=§ bits

Destination ID=1 (Chrominance)
DOT, Row #0: 3 3 7 13 15 15 15 15
DOT, Row #1: 3 4 7 1% 1f 12 12 12

DOT, Row #2: 7 T 13 14 12 12 12 12
DOT, Row #3: 13 13 14 12 12 12 12 12
DT, Row #4: 1§ 14 12 12 12 12 12 12
DQT, Row #5: 15 12 12 12 12 12 12 12
DOT, Row #6: 15 12 12 12 12 12 12 12
DQT, Row #7:= 15 12 12 12 12 12 12 12
Approx guality factor = %2.57 (scaling=14.85 variance=23.00)

Fig. 7. The quantization table value of digital image re—
encoding in photoshop from a digital image tak—
en with the iPhone 8plus (i0S 13.1.3),
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Table 2. The maker’s sequence of digital image for the mobile type.

Mobile Type

The maker’s sequence in Digital Image

FFDA(SOS)->

FFD9(EOQI)

Phone 5s Original FFD8(SOI)-> FFEL(APP1)-> FFDS(DQT)-> FFDD(DRD->
(0S 12.1), Image FFCO(SOF0)->  FFC4(DHT)-> FFDA(SOS)-> FFDY(EOI)
iPhone 6s Thumbnail FFD8(SOD—> FFDB(DQT)-> FFDD(DRD->  FFCO(SOF0Q)->
(G0S 14.1) umbnat FFC4DHT)->  FFDA(SOS)-> FFDY(EOD
- Original FFD8(SOI)-> FFEL(APP1)-> FFEL(APP1)-> FFDB(DQT)->
iPhone 5s rgimna FFDD(DRD->  FFCO(SOF0)-> FFC4(DHT)->  FFDA(SOS)->
(i0S 12.1.2), Image
rone FFDI(EOI)

1 191
ot One 19) humbna | FEDB(SOD—> FFDB(DQT)-> FFDD(DRD->  FFCO(SOF0)—>
- FFC4(DHT)->  FFDA(SOS)->  FFDY(EOI)
iPhone 8 Oriinal FFD8(SOD)-> FFEL(APP1)-> FFE2(APP2)-> FFEA(APP10)->
(?83 ij‘g')l’ I“gma FFDB(DQT)->  FFDD(DRD->  FFCO(SOF0)-> FFC4(DHT)->
: ), mage FFDA(SOS)->  FFD9(EOI)
iPhone X
(10S 12.0.1),
Phone 11 humbnai | FFD8(SOD-> FFDB(DQT)->  FFDD(DRD->  FFCO(SOF0)->
(03 1331) FFC4(DHT)->  FFDA(SOS)->  FFDY(EOI)
Original FFDS8(SOD—> FFEL(APP1)-> FFEL(APP1)-> FFE2(APP2)->
Phone & Img FFEA(APP10)-> FFDB(DQT)-> FFDD(DRD->  FFCO(SOF0)->
<?OSOTE o ase FFCA(DHT)->  FFDA(SOS)->  FFDI(EOD
1 AL
humbnail | FFDBSOD—> FFDB(DQT)-> FFDD(DRD->  FFCO(SOF0)->
umbnat FFCADHT)->  FFDA(SOS)-> FFDY(EOI)
. Original FFDS8(SOD)-> FFEL(APP1)-> FFE4(APP4)-> FFDB(DQT)->
e Image FFCO(SOF0)->  FFC4(DHT)-> FFDA(SOS)->  FFDY(EOI)
naroi
60.1) humbnail | FFD8(SOD-> FFDB(DQT)-> FFCO(SOF0)-> FFCA(DHT)->
- FFDA(SOS)->  FFDY(EOI)
Oriainal FFDS(SOD-> FFEL(APP1)-> FFE4(APP4)-> FFCO(SOF0)->
Samsung Note e FFDB(DQT)->  FFCAMDHT)-> FFDD(DRD->  FFDA(SOS)->
10 5G mage FFD9(EOI)
(Android 10)) . FFD8(SOD)-> FFCO(SOF0)-> FFDB(DQT)-> FFC4(DHT)->
Thumbnail
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ZIMPORTEDBY ZADJUSTEDFINGERPRINT ZCREATORBUNDLEID ZEDITORBUNDLEID ZEXIFTIMESTAMPSTRING | ZORIGINALFILENAME | ZTIMEZONENAME
i 1 2020:05:10 22:55:07 IMG_0001 HEIC GMT+0300
1 2020:05:10 22:55:1 IMG_0002 MOV GMT+0300
1 2020:05.10 22:65:27 IMG_0003 MOV GMT+0900
1 4 2020:05:10 23:16:45 IMG_0004 HEIC GMT+0900
3 Aeimbzc2zRIX]LZitOvgApghlgmhu i com.apple camera 2020:05:10 23 16:47 IMG_0005 HEIC GMT+0900
9 VA com.apple-mobilesafan WA i IMG_0006.PG Asial/Seoul
1 N2 202008 19 22.44:14 IMG_0007 HEIC GMT+0800
4 LA i 2020:08:19 22:44:43 IMG 0008 HEIC GMT+0900
1 AUIPP++nBWMAD/ Y NisDVdpblAPY com.apple.camera 2020.08:18 22:44:51 IMG_0009.HEIC GMT+0300
1 A v 2020:08:19 22:45:17 IMG 0010.HEIC GMT+0300
1 ASHNIZNASMETKxAoKnxISRjsHp com.apple.camera 20200819 22.45:31 IMG_0011 HEIC GMT+0900
1 4 2020:08:19 23:47:30 IMG 0013 HEIC GMT+0900
1 202010819 23.47.54 IMG_0014 HEIC GMT+0900
1 T i 2020:08:19 23:48:09 IMG 0015 HEIC GNT+0300
1 AR4pHRTow1A5uZNgoyATCgvs 18N caom.apple.camera 2020.08:19 23.48.38 IMG_0016.HEIC GNMT+0900
1 LA N 2020:08:20 22:36:37 IMG 0017.JPG GMT+0900
1 2020.08:21 00:20.17 IMG_0018.HEIC GMT+0300
1 2020:08:21 00:21:22 IMG 0013.JPG GMT+0900
1 2020:08.21 00.23.29 IMG_0020.JPG GMT+0900
1 2020:08-21 00:24-16 IMG 0021 JPG GMT+0900
1 2020.08:21 00:25.33 IMG_0022 MOV GMT+0900
1 2020:08:21 00:26:28 IMG 0023.JPG GMT+0800
1 A 2020:08:21 00.27.26 IMG_0024 JPG GMT+0900
4 i 2020:03:08 03:24:12 IMG_0025 MOV GMT+0900
1 2020.09.09 03:25:06 IMG_0026.MOV GMT+0300
] 2020:10:15 23:35:45 IMG_0001.JPG AsialSeoul
0 preview.jpg Asia/Seoul
1 2020:09:10 01:16:67 IMG 0027 JPG GMT+0300
1 2020.08:10 01:17:24 IMG_0028.JPG GNT+0900
&l com.apple-mebilesafan i MG 0029 JPG Asia/Seoul
Normal state when taken with given iPhone
State when manipulated via built-in gallay app
State when download via Safar
State when transmitted via iTunes

Fig. 8. The media log related to digital image in the iPhone 8plus,
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Input image

Sample image talke
with reference iPhone

Resolution extraction
{original image and
thumbnail
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Control experiment
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(original image and
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Fig. 9. The proposed forensic authentication analysis procedure for the digital image taken with iPhone,
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