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Hierarchical CNN-Based Senary Classification
of Steganographic Algorithms

Sanhoon Kang*, Hanhoon Park'"

ABSTRACT

Image steganalysis is a technique for detecting images with steganographic algorithms applied, called
stego images. With state-of-the-art CNN-based steganalysis methods, we can detect stego images with
high accuracy, but it is not possible to know which steganographic algorithm is used. Identifying stego
images is essential for extracting embedded data. In this paper, as the first step for extracting data from
stego images, we propose a hierarchical CNN structure for senary classification of steganographic
algorithms. The hierarchical CNN structure consists of multiple CNN networks which are trained to
classify each steganographic algorithm and performs binary or ternary classification. Thus, it classifies
multiple steganogrphic algorithms hierarchically and stepwise, rather than classifying them at the same
time. In experiments of comparing with several conventional methods, including those of classifying
multiple steganographic algorithms at the same time, it is verified that using the hierarchical CNN
structure can greatly improve the classification accuracy.
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Fig. 1. Shortcut method comparison of ResNet, Dense
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Table 1, Comparison of classification rates of different
CNNs in classifying cover and stego images.

HESA CNN I8t AHDE-D2HI 2D2IES 68 BF

Method COVER STEGO AVG

ResNet 0.8222 0.8603 0.8412

DenseNet 0.9872 0.6737 0.8305

PeleeNet 0.9364 0.7886 0.8625
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Table 2. Cross validation of each steganographic method using PeleeNet,

FEE A

o 2H)7
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Pelee COVER PVD LSB UNIWADR WOW MIPOD
PVD 0.9975 0.9995 0.0033 0.0026 0.0026 0.0026
LSB 0.9826 0.9978 0.9486 0.0361 0.0343 0.0265
UNI 0.9352 0.207 0.0809 0.9212 0.0618 0.0679
WOW 0.8208 0.918 0.5586 0.5800 0.7789 0.5577
MIPOD 0.8261 0.9977 0.8554 0.5957 0.5920 0.7026
Table 3. Quinary classification rates,

COVER LSB PVD WOW UNIWARD AVG

[15] 0.7814 0.8800 0.9834 0.5409 0.5369 0.7445
#2 0.7538 0.9490 0.9988 0.7204 0.8834 0.8611
#3 0.7538 0.9490 0.9988 0.7204 0.8834 0.8611
#4 0.7699 0.9456 0.9994 0.7102 0.8831 0.8617
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Table 4, Binary classification rates using PeleeNet, = ZF 2878y duglE EE g5 30,0003,
COVER | STEGO AVG A% 10,0008 AH&-ST)
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PVD 0.9913 0.9997 0.9955 2 35 549 23 U EY A, 948 22t
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UNIWARD | 09405 09111 0.9258 #HE AT HolH Y A S22 A THFig. 3)
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Table 5. Senary classification rates of the parallel classification method using PeleeNet,
COVER LSB PVD WOW UNIWARD MIPOD AVG
Pelee 0.6464 0.0735 0.1966 0.1812 0.2016 0.1638 0.2438
Table 6. Detailed analysis of the parallel classification method using PeleeNet,
Prediction COVER LSB PVD WOW UNIWARD MIPOD
COVER 6464 871 772 498 595 800
LSB 5608 735 1646 526 603 882
PVD 5371 317 1966 641 562 1143
WOW 4671 740 840 1812 494 1443
UNIWARD 3550 717 1470 879 2016 1368
MIPOD 4935 727 1071 1062 567 1638
Table 7. Classification rates when classifying six classes using a single CNN,
COVER 1LSB PVD WOW UNIWARD MIPOD AVG
ResNet 0.6711 0.9273 0.9976 0.6441 0.7601 0.5554 0.7593

Pelee 0.6810 0.8969 0.9983 0.7105 0.8653 0.5629 0.7858
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Table 8. Classification rates when classifying six classes using hierarchical CNNs,

COVER 1LSB PVD WOW UNIWARD MIPOD AVG

#3 0.6525 0.9483 0.9995 0.6906 0.8719 0.5948 0.7929

network 0.6657 0.9483 0.9995 0.7458 0.8740 0.6579 0.8152

0.6935 0.9483 0.9995 0.6601 0.9021 0.6290 0.8054

# 0.6910 0.9457 0.9995 0.6500 0.8885 0.6200 0.7991
network

0.6908 0.9483 0.9995 0.6547 0.8996 0.6240 0.8028
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Table 9. Network configuration of the hierarchical CNN
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