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Abstract Recent advances in network and hardware technologies have led to active research and
multiple network technologies that fuse blockchain technologies with security. We propose a system
model that analyzes technologies using existing blockchain and verifies the integrity of files using
private blockchain in a limited environment. The proposed model can be written as a chain code of
Hyperleisure Fabric, a private blockchain platform, and verified for integrity of files through
Hyperleisure Explorer, a private blockchain integrated management platform. The system performance
of the proposed model was analyzed from a developer perspective and from a user perspective. As a
result of the analysis, there are compatibility problems according to the version of various modules to

run the blockchain platform, and only limited elements such as chain code status and groups can be
checked.
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Stolu|A e ARIFE 7l ol8ste] X.509
Certificate?] F44& ESAIRICE HEctal AAT
o A% Z2AAE T3] YoliAl OSE Microsoft
9] Windows 10 Pro 20H2, Environment:= Oracle
9] VirtualBox, Platform Hyperlger®t Docker,
Dev language= Google? Go languages AR5ttt
23 g oJ&A40f 93] a3t Node JS, Git2 AR
Qe} ol9F 2 AIF 0] /fUeE2 Table 13 Zth
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Table 1. Development Environment

Windows 10 Pro 20H2,

Operation System Ubuntu 20.04.1 LTS

Environment VirtualBox & Host
Platform Hyperlger, Docker

Dev language Go language
Other Node JS, Git

321 BHE 75

stou| A WjBgE 5517] Ao &4 Al 2
K3 7HISE E9E, e ZROASS AR AR
ot =2 73] mj7]X]Ql apt-transport- https= Y&}
FAE 98t BF71AZ ca-certificates, curl, gnupg-
agent, software-properties-common¥} Zo] x|t
o121, stolw A sjE2 SDKOIA node.js§ A&
StEE g4 g4 MAgt 21 sfolnHA mfE
FolA= ARIZE AEE Al Go lang, Java,
Javascript 5= A<t}

£ =2oXE Go AolE 7IHte R 2dsty] wiizo
Go langE AAET &3 SlolH A HEHS
Docker®] 7Vd3} Ago|do|A F-53fjof 5t o], &
gy 59 o7 7MEt HEeUE FEslor stER
Docker Compose "<olty, EHE Mz 144
Ubuntu Mirror Server®} Docker Mirror Server 71
2|3 Go lang Mirror Server A2 A3t ZHE
4 4L Fig. 49 2k

@ Ubuntu Mirror Server Z Docker Mitror Server

3

@ Npm Mirror Server

@ Golang Mirror Server

| ]
‘::
"

Ubuntu Platform

Fig. 4. Platform Environment

718 ZHE =2 98] Ubuntu Mirror Server,
Docker Mirror Server, Go lang Mirror Server,
Npm Mirror Server® 5%#2] Mirror Server® 713
Hr}. Mirror Servers HEYA E9o] BAEOoZ
Pt 22 EIE Yokl HEYD E A7 AHlA
£ A¥gith A HAZ odet 220 S8
3 SEEE dullo|ERT). 7|2 HXH e IHS
AEo 2 AQlsto] Ho|EE At F HAZ &
5 AR ZHSE 98 A ZEROde RSk
GPG Key 5 EAE et Al RIAZ soj=f
A wzele] AT ALE A Go Qojg theme
T HAE Y Ak v oR slo|wF|A mfHE o
73 /8= $15H node js2 7|A] BRE DA

rlot 401

@ Ubuntu Mirror Server

Ubuntu Mirror ServerE 531 ¥4 Ubuntu
Platforme 4l HZACE Uo|E @ Jagol=F
Sl d DRSS s § FAth

$apt update && apt upgrade

$apt-get install apt-transport-https ca-certificates
curl gnupg-agent software-properties-common

nodejs

@ Docker Mirror Server

APT sf7]xJof| gt 7|¢#e] 2o theres
HE37] Yl GPG Key 158%E =23} A
A3 “OK” ¢
o}

$curl -fsSL

https://download.docker.com/linux/ubuntu/gp

-, docker repository 552 X943t

g|lsudo apt-key add -add-apt-repository \

"deb [arch=amd64]

https://download.docker.com/linux/ubuntu \

$(sb_release -cs) \

stable”

apt-get update BHO1E &l 7|&9] o}&A ol
< AH|o|E3AL sudo apt-get install §HOZ =79
45 74 odg 2 & HXE 3 IEa
systemctl FHOIE AAH TF ZEA|AQ AH|IAE
T Hge s Agsich ¥igols thadt 2ok

$ apt-get update && sudo apt-get install
docker-ce docker-ce-cli containerd.io

$ sudo usermod -a -G docker $USER
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$ sudo systemctl start docker
$ sudo systemctl enable docker
Hyperledger fabricollAl& og ZHPIUE AMES
#Ieslr] fZo] AFso 2 ojEgA oS st
03} 4= )= Docker Compose E7Z2 THEEE &
AAgtet, 83 Docker ComposeAls YAML Tt
A= ABIAE oot 2 FHoIR tF AHlo|HE
APstAY £7T 4 Ut} Docker Compose 4]
Fol= ohaat 2t
$ curl-L
"https://github.com/docker/compose/releases/

ol K

download/1.27.4/docker-compose-$(uname
-s)-$(uname -m)" -o/usr/local/bin/ docker-compose

Docker composeE AX|& 5802 A= 7
%, compose?] ool gt A8 HAgHE chmod FH
oj2 Hojgit}

$ chmod +x/usr/local/bin/docker-compose

® Golang Mirror Server

sto]lmE| A sjEg AJIZE NS s =22 Go
lang =2 N AolE F7IE HX|7iet HA] 3
Fole thaat At

$ wzet hitps://golang org/dl/gol.15.5.linux-amd&4.
tar.gz

$ tar-xzvf gol.15.5.linux-amd64.tar.gz

$ sudo mv go//usr/local

Go lang ZE7129 7N 1o} HAE T o= &
EPE AF 2GAA AGolA 55T ¢ J=E
W 55 AU gt 8794 bashre Y A5t
o s Th9] mpRate] thE FHolE 71T

export GOPATH=/usr/local/go

export PATH=$PATH:$GOPATH/bin

@® Npm Mirror Server

sto]HY A HE ] SDKE nodejs@} javascript A
3 7Fs NN AHESHES HAE 7] ol nodejs
9] #j7]x] TAE npm(node package manager)S
AAge H2) ol ohaat ATk

$ curl-L https://npmjs.org/install.sh

3.2.2 slo|mH|N mES 1=
Sto]H A mjHe 752 stolmHA HEZ Mirror
stojHHA  wjEe  Channel, Sto]HHA]

Sever,

Explorer, ChaincodeZ FA%th WA QEE ZaiE
oAl sto]m @A E 2 Mirror Severs &3l 5to|# |
A EE9] o|n|X & thEE &, Docker ZEIHS
&9 AFETE. Docker= Z7H9] 7MIEF omAE
Docker Compose ZZ 1O & #e|3ict o]F 3jo]
HYA fEHo] Wi /42 Orderer Node, Peer,
Channel, Client App, Endorser Peer®]il Channel
2 BAIRIt Channel2 Hyperledger Explorer?]
Views &0l AHAPE E5A11Y g &RIgtt A
AI=E= AL A webs ZHdshs E5AQ1Y

FHolth, E3E 752 Fig. 59 2ot
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Fig. 5. Hyperledger Fabric
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$curl-sSL https://bit.ly/2ysbOFE | bash-s 2.2.0

@ Channel A4

stolmE| A wjEE 2.29] HELA A5 4782 HIdH
test-network ZH oA ATHE HU(network.sh)T+
UL "up createChannel” HHolZ2 A Aot
Attt Yol tha Zrh

$./network.sh up createChannel

Docker®] ¥&o] FoA “ps-a” FHolZ2 A &
oA AFF ZEAACL HEHO|HE AT 5= QT
ok eyt &R dettH AFHERY
(network.shy& “down” Hol2 AF FX|stal THA|
‘up” BHOIE HElo|UE AT ol tha
2t

$docker ps-a

® sto]HY A Explorer

Sto]H A Explorere= €53 HIEYA HE, 11
I ARIFE 59 tt 552 sE5k vz, A3st
= ¥ HfEGHA ol T2 o R Slo|nH A sz}t
At B2 58I 55 s 9o2 HUH
g & 4= ot sto]m A Explorer AAE 913 BH
o= e Zth

$ wget

https://raw.githubusercontent.com/hyperledge
r/blockchain-explorer/master/examples/netl/co
nfig.json

$ wget

https://raw.githubusercontent.com/hyperledge
r/blockchain-explorer/master/examples/net1/co
nnection-profile/first-network.json-P
connection-profile

$ wget

https://raw.githubusercontent.com/hyperledge
r/blockchain-explorer/master/docker-compose.y
aml

sto]H A Explorerg AAI5H7] A, stolw|A] of
BEoA ATHELY APIPolA g AFA &
tE Slo|H#HA Explorer®t 952 8l explorer &
HE BEARE X3l

$cp-r~/fabric-samples/test-network/
organizations / ~/explorer

“gedit” HHlE 53l docker-compose.yamlotd

< Agsto] ER9 HAS WA
$ gedit docker-compose.yaml
before
volumes:
.Jexamples/net1/config.json:/opt/explorer/app/p
latform/fabric/config.json
./examples/net1/connection-profile:/opt/explore
r/app/platform/fabric/connection-profile
- ./examples/netl/crypto:/tmp/crypto
- walletstore:/opt/explorer/wallet
after
volumes:
./config.json:/opt/explorer/app/platform/fabric/
config.json
./connection-profile:/opt/explorer/app/platform
/fabric/connection-profile
- ./organizations:/tmp/crypto
- walletstore:/opt/wallet
201790 OWASP TOP 109 A4 ZFolA A2
(Broken Authentication) A0 =2 okt Q15of of
gt Hoto g tfHE 71 EAHAS MASH] gol I E=
FHordolth, & =7olA 15== A¥= d Broken
Authentication FFdS  QlAlste]  solH A
Explorer?] ESt A4S 3}
“gedit  connection-profile/first-network.json”
£ ARESH9] json HolZ FAH first- network
AREE HYgt 1 ¥ “id”, “password” FE
2|2} ololt], H|UH S Z WA} FHol= o
=g

$ gedit connection-profile/first-network.json

e

9]

o OF

o
=
!

# Default username and password

"id": "exploreradmin”,

"password": "exploreradminpw”

AQ1F =+ Golang, node.js B JavaZ FAE T
2902 sojmA Wuq AnlE AEUES
BT AT Docker Adlolulold BEo A
HET QS Vi) Asto] Fol W AU o
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# peer

export PATH=${PWD}/../bin:${PWD}:$PATH

# core.yaml

export FABRIC_CFG_PATH=$PWD/../config/

export CORE_PEER_TLS_ENABLED=true

export CORE_PEER_LOCALMSPID

="Org1MSP"

export

CORE_PEER_TLS_ROOTCERT_FILE=${PWD}/or
ganizations/peerOrganizations/orgl.example.co
m/peers/peer0.orgl.example.com/tls/ca.crt

export

CORE_PEER_MSPCONFIGPATH=${PWD}/organi
zations/peerOrganizations/orgl.example.com/us
ers/Admin@orgl.example.com/msp

export CORE_PEER_ADDRESS=localhost:7051

® AQQIE A

ANTE NS flshA AR 22T HA | o
2 M Ao args[012 #&31a, ¥4 Valueol args(1]
= ARt 193 ¥ Lengthes SEH|E Y] Zol&
Ageh weF mEwEe] dolrk 27F ofY|
Incorrect HAIEE &3t Valuedte] NULLoH
Errorg ¥ gt Valued] ghol FAold siAlE 23]
st & 29 3ith I8 PutHash <9 mieto|g= &
2ottt Input W= PutHash &9 Z23E A& st
Tk PutHash®] &< A3V} NULLY 7%, Errorgs
EY511L old A SuccessE FE 3t} AJAFT9]
NEEE= o3t Ak

A < args[0]

Value < args[1]

Input < error

Length — args

if not Length = 2:

.................................................. RETURN Incorrect,

......................................................... RETURN Error;
RETURN Value

Input = PutHash(A,Value)

if not Input = NULL:
........................................................ RETURN Error;
RETURN Success;

® View

./network.sh deployCC

Stolm#| A Explorerd] 7284 F H,
“docker- compose up” BHOIE = %1 Z=E A
gt jReF =A9) 44E HARAY AIEE ¥A
P& ¢ “docker-compose down” 0%‘01 A A

ERE FARE & PA1F itk
$ docker-compose up-d

$ docker-compose down-v

@6 O 2 © 1

BLOCKS TRANSACTIONS NODES

CHAINCODES

Fig. 6. Chaincode View

4. \|AH ool =

AaE mE B AATE AP B AU
A8 BPos BRsl] B2 e Bt A
FCg Ak 559 Holg §9 H AF Wi E
L2 wjxE st 7
Ak SS9 3, ARIZE 55 9 23 9
7hel AR ZRsota 9iie] dde A, vt
2 A Sloluleld wuy ojaBze] SHEOR
ne dZE B s YR ong xR

rl

p

F

l

4.1 H2l
29 e

FE| g 24

sfolsel et =4 ofuld, delw

2 B3 M2UA RdPS AR AR 2

e Z7beka M) 9l 2aQlsk 2740
S}, o]efat Z1E WAL B Qseka 2312 ok

23 AZPA 437 AR,

ZJIOP; A% Zeo|A AQlTeo] A AL Hols

E ofZelold, 259l Tol, ojiE,

I
fll
rE



b8 $I=RESIE=2X| H12E M4S

o6y xEg SEAR T4 25 3
AE ohEeAol ol EAAH 2 s E
WS ABUh WSS 23T A% gRet 8
Ao] Uske FQldict 123 AARES Ugstn
31g AP EAESE AP AR oL B4
0t B2L GuolEsh gtk A HAE Zut
g WEe B9 At BN B2 A9 A
Adle Apeatct,

969 ol stolufelq e YES Ho
2 B2 YEAS AR SUT B AHE
SARI}, Lela Age] et BRSPSty nee
ALES Fo) Hojol7] $Alstc o] EL Bae)
4 QHol=ES S5 T AE wojolA] BE A
rER 9 guolEg APet olgh 2L TPe
Fig. 73+ 2t

%

Uburt. Piafiorm

| 2. Hyperledger Exolorer

|

IS

Docker

Cocker Compose

Hyperledger Hypertedger
Fabric N Explorer

S~

Fig. 7. Chaincode Development Analysis

AQISLE 7t BAToIA 3 A Stol w4
o] kgt ol FArlelol] Tl BAi,
SA) AR 29 GAd] det AJATES B4

A=

5 Zeto]dlE ofEe Aol AL B5l Hojz 441 e
ANTES AFstT ERGHS et

EPAHE 54 WS oFf e ik BEUS T4
81 HolietolA 413t} Hoitl BREAAE
2 BE Lto i 2502 Yyol=g Ayt
EAge 5713kt

©
%

ro |

A A= Eeo|E ofZgAlojAoz
FT HEQHS HAIS
E 4l B2 STolE ofE A o]

]l moj= ZA|oA wjstal SEHelAE of

[N
=

®©
N
i

o ro

I

E
® Al B2 mjo] kEs ThE mojo]A] HREAA
E 8%3g St BRE JJAE 938 S4l

4.2 HRATEQ| AMEX 2N

sfoluiel A Eo] A48 Tl Farlelo] of
o B ASAHE E2AY A4RE 919 stolue
A olazez PAE U AN 45Ut 1 F A8
A 2190 ARE 9 5 A0S dlet A5
AREE MESIEL Aol wtet e derd 5 odek 45
o] Ty Qb SR SlolnAA JaZEY ¥
225910 RE Felsitt,
D StolnAlA iz TAH U A AR
£ e age
@ A% 8% 4 VL SolHAA JaBRe
4% Hue} goleuols Jrg zolsle] Qv
5 A187 olRE Sl
® Q7kel gAY AL, ATE YETY o
offlE 8L Brlstn soludlA aBTS
54 feiglon Hof wEo] YRS 8% &
Alghet,
A e Ho] EL B8 ug slolmA o
=29 Ra $AIsk] A8AP} Bl 4 gink.

¢

®
>

5. 28

slolme A MEee} oAz 7Y BEA
o® 3¢, 719 5 TRt HolA B8=t Docker
o] 445} 7142 SR Stolw 4 ME oA
=g utow By 44 A% wde Ak 4
JdFE el RA4 A% wEe AARE AR}

822 27} U Y 4 YT 2ATEES A



P

HMQIZE 7|do] MY 2AY A

0x

59

ol

2y

Selolole oz Wimg Tt

ZetoldlE e B39l Tolg AUATES S5t
2591 Wololx] AVTEE APE Algstol AIRE of
Fth 193 859 0lo) A% BAGIA A
QmEe] FAE] BT AL, HEE FAHG. BE

A5 g=et ARlEEs A 6 B === b

una
=

ngch g AQlsce] uet orje oL 25
Bt BE dolol] SAlske] BaF Age BHT
o ol Bt RAN AEY U IS BE B

92 27t AE AL AATES Fo) 25

1o

o

FF e 45 AHE d=Este] Aso= sAlgh
< S5 HEYTC S551 FE8e AT Shke

=

==o] o) A7k Bash,

REFERENCES

[11 J. S. Kim, S. C. Kim & N. J. Park. (2021).
Blockchain-based Product Carry-in/out Management
Mechanism. The Journal of Korean Institute of
Information Technology, 19(1), 131-138.

[2] J. H. Kim. (2020). Fault Tolerance Enhancement for
Distributed Storage Blockchain Systems. Journal of
the  Korea  Institute  of  Information — and
Communication Engineering, 1558-1561.

3] S. H. Lee & K. C. Kim. (2021). Proposal of Blockchain
Structure with Real-Time Capability Suitable for
5G-Based Service Provision. The Journal of Korean
Institute  of Communications and Information
Sciences, 46(1), 102-113.

[4] M.Y.Kim, H. S. Lee & J. D. Kim. (2020). A Blockchain
Copyright Information Registration System for
Content Protection of Online Sharing Platforms.
Journal of the Korea Institute of Information and
Communication Engineering, 24(12), 1718-1721.

[5] J. K. Lee. (2018). A Docker Container Case Study for
Implementing Block Chain Distributed General
Ledger. Korean Computers and Accounting Review,

16(1), 27-41.

[6] J. C. Yeom, Y. S. Lee & In-Ho Ra. (2019). Proposal of
PublicKey_Based Node Authentication Method for
Secure Private Block Chain Environment. Korea
Institute Of Communication Sciences, 466-467.

[71 W.S. Park, D. Y. Hwang & K. H. Kim. (2018). A Study
on Certificate Issuance System Using Private Block
chain. Korea Institute Of Communication Sciences,
1192-1193.

[8] B. J. Cho. (2019). BOTP(Blockchain One Time Password)
System. The Korean Institute of Information Scientists

91

[11]

[15]

and Engineers, 1221-1223.

H. G. Kim, S. H. Jung. (2020). IoT Authentication
System Using Blockchain and TOTP. Journal of the
Korea Society of Computer and Information, 25(2),
113-122.

G. Y. Jung. (2018). A Study on the legal nature of
cryptocurrency and a smart contract. Korea
commercial law association, 109-150.

H. K. Kwon, H. J. Kim, K. B. Jang & H. J. Seo. (2020).
An Improvement of missing pet rescue system based
on Smart Contract. Journal of the Korea Institute of
Information and Communication Engineering, 24(6).

786-794.

J. Y. Kim, J. H. Kwon, S. I. Jang, Y. K. Kim, M. J. Son
& M. H. Kim. (2020). A Method to reduce transaction
endorsement time based on network latency in
Hyperledger Fabric. Proceedings of the Korean Society of
Computer Information Conference, 28(2), 41-44.

S. L Jang, J. H. Kwon, J. Y. Kim, C. H. Im & M. H.
Kim. (2020). Study on Chaincode execution cost base
endorsing peer routing method to reduce
endorsement time in Hyperledger Fabric. Proceedings
of the Korean Society of Computer Information
Conference, 28(2), 37-40.

K. H Lee. (2018). A Study on the type of
BlockChain(Ethereum, Hyperledger Fabric).
Proceedings of Symposium of the Korean Institute of
communications and Information Sciences, 442-443.

J. K. Lee & H. Y. Choi. (2018). A Case Study of Using
Hyperledger Composer based on Docker Container
for Implementing Block Chain Distributed Ledger.
Korean Computers and Accounting Review, 16(2),
1-18.

4 & B(Hyo-Jong Kim) [5312]
- 20169 24 : St PR HEST

ret
F

IHZEAR)

-201749 2¥€ ~ @4 : sEHSt A
FEvH ol gstat AAlay

- TRl ¥ FEF, Wdlolg B4
HEZ =t

- E-Mail : khj47561404@gmail.com

)

@

5|(Kun-Hee Han) [BA151Y]

r=

- Bl WEuTol, fulEA,
DBHS, 4% mREZ/IE
- E-Mail : hankh@bu.ackr



60 &=8aEEI=EX M123 M4S

' & 2(Seung-Soo Shin) EER)
- 20019 29 : FEOS 58} (o]
SHRAT)
- 20049 8¢ : FEUSL AFEITS
THF3EAD

20059 3¢ ~ @A : HHTL SW
CEELLE RS

- PARoE: B RES YEYT B
ek, U-EA Aoj, [oT, tlo]el&4]

- E-Mail : shinss@tu.ac.kr




