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Abstract  Due to the rapid progress in network technology, many research on content security
technologies is also being conducted in the mobile digital content sector. In the meantime, content
protection has been immersed in preventing illegal copying, certifying, and issuance/management
certificates, but still have many vulnerabilities in managing or authenticating confidential information.
This study aims to strengthen confidential information about content based on dual management of
content download rights through mobile phone numbers or device numbers. It also protect
replay —attack by building a secure mobile DRM system where digital content is safely distributed based
on a three—stage user authentication process. In addition, blockchain—based content security
enhancements were studied during the primary/secondary process for user authentication for the
prevention of piracy and copyright protection. In addition, the client authentication process was
further improved through three final stages of authorization in the use of illegal content, considering

that legitimate users redistributed their content to third—party.
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Fig. 1. Flow chart of content distribution in DRM
system
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