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ABSTRACT

The worldwide spread of the Internet and the digital information revolution have resulted in a rapid
increase in the use and transmission of multimedia information due to the rapid development of
communication technologies. It is important to protect images in order to prevent problems such as piracy
and illegal distribution. To solve this problem, I propose a new digital color image encryption algorithm
in this paper. I design a new pseudo-random number generator based on 1D five-neighborhood maximum
length cellular automata (FN-MLCA) to change the pixel values of the plain image into unpredictable
values. And then I use a 3D chaotic cat map to effectively shuffle the positions of the image pixel. In
this paper, I propose a method to construct a new MLCA by modeling 1D FN-MLCA. This result is
an extension of 1D 3-neighborhood CA and shows that more 1D MLCAs can be synthesized. The safety
of the proposed algorithm is verified through various statistical analyses.
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Table 1, The number of 1D FN—MLCAs according to the connection types of neighbors a, b, ¢, d, and e of FN—CA,

Number of n-cell ID FN-MLCAs
Type (a,b,c,dye)
n==6 n="17 n=_=8 n=9 n=10 n=11 n=12
I (1,0,%,0,1) - - - - - _ _
o (0,1,%,1,0) 12 36 32 96 120 352 288
m (1,1,%,1,1) 8 20 6 52 66 188 174
v (0,1,%,1,1) 18 10 18 57 106 242 206
v (1,1,%,1,0) 18 10 18 57 106 242 206
VI (1,0,%,1,1) 2 10 2 49 46 160 102
VI (1,1,%,0,1) 10 2 49 46 160 102
VIl (1,0,*%,1,0) 18 101 88 160 210
IX (0,1,*%,0,1) 18 101 88 160 210
Total 76 132 82 562 666 1,664 1,498
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Fig. 1. Block diagram of the proposed color image encryption scheme,
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Fig. 2. (a) Original image, (b) Encrypted image, and (c)
Decrypted image.
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Table 2, The entropy of images encrypted by the proposed algorithm,

Entropy
Image
R G B Average
Lena 7.9972 7.9970 7.9972 7.9971
Pepper 7.9970 79971 7.9968 7.9970
Chimpanzee 7.9971 7.9967 7.9971 7.9970
Organic food 7.9974 79974 7.9972 7.9973
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Fig. 3. The histograms corresponding to original images and encrypted images. (a) Original image, (b) Encrypted
image,(c) Histogram of original image, and (d) Histogram of encrypted image.
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Table 3. The comparison of entropy of encrypted images

using different algorithms,

33 H olnA= QHE =

Method Entropy
R G B
Proposed
Alg(?ri thm 7.9972 7.9970 79972
Ref.[17] 7.9877 7.9881 79877
Ref.[18] 7.9972 7.9973 79972
Ref.[19] 7.9896 7.9893 7.9896
Ref.[20] 7.9893 7.9897 7.9895
Ref.[21] 7.9971 7.9969 7.9962
Ref.[22] 7.9891 7.9900 7.9897
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image (Lena) and (b) the encrypted image (Lena).
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Table 4, Correlation coefficients of original images and the images encrypted by the proposed algorithm

Original image Encrypted image
Image color
H v D H A% D
R 0.9085 0.8955 0.8558 -0.0073 -0.0160 0.0531
Lena G 0.9372 0.9244 0.8964 -0.0398 -0.0105 -0.0279
B 0.9589 0.9488 0.9217 -0.0099 -0.0186 -0.0005
R 0.9675 0.9596 0.9390 -0.0173 0.0026 -0.0042
Pepper G 0.9846 0.9783 0.9690 0.0111 0.0043 -0.01546
B 0.9705 0.9602 0.9423 0.0021 0.0040 0.0067
R 0.9097 0.9251 0.8850 0.0332 -0.0194 -0.0270
Chimpanzee G 0.8444 0.8763 0.8041 -0.0163 -0.0307 -0.0119
B 0.8994 0.9235 0.8777 0.0058 0.0037 0.0106
R 0.9781 0.9808 0.9657 0.0131 -0.0207 -0.0139
Organic food G 0.9808 0.9819 0.9673 0.0011 -0.0066 0.0086
B 0.9806 0.9829 0.9689 0.0093 -0.0251 -0.0148

* H: Horizontal, V : Vertical, D : Diagonal
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Table 5, Correlation coefficients of the encrypted image
by the proposed algorithm and other algorithms,

Method Horizontal Vertical Diagonal
Aplrgoé’gflfi 0.0038 0.0036 -0.0177
Ref.[17] -0.0028 -0.0351 0.0475
Ref.[18] 0.0022 0.0001 0.0017
Ref.[19] 0.0009 0.0009 0.0015
Ref.[20] 0.0045 0.0015 0.0015
Ref.[21] 0.0033 0.0042 0.0024
Ref.[22] -0.0084 0.0004 -0.0015
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Table 6. NPCR and UACI for encrypted image of using
the proposed algorithm and other algorithms,

Algorithm NPCR (%) UACIT (%)
Z;Zi?f}fi 99.9982 33.7902
Ref. [18] 99.6254 33.4566
Ref. [19] 99.6165 33.5673
Ref. [20] 99.6161 33.4284
Ref. [21] 99.2171 33.4054
Ref. [22] 99.6084 33.4697
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Qriginal image

Data loss : 27%

Fig. 5. Experiments on data loss and noise attack,
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