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ABSTRACT

This paper presents problems of network technology in smart grid and implements a blockchain-based LoRa multi-hop
network to solve them. Since some smart grid applications are operated in harsh environments, it is difficult to establish
communication infrastructure. We propose a LoRa network with multi-hop using the Flooding routing protocol. Smart grid
environment composes an independent network using various power grid protocols depending on the application. Since
this has a problem that an independent infrastructure must be established for each network, a single gateway device
supports multiple power grid protocols to implement a method for network integration. Lastly, the author applied
Hyperledger-based blockchain to the LoRa network to ensure the integrity of data in a smart grid environment, and
strengthened security by physically distributing it. After constructing the three suggestions on the actual test bed, we
confirmed that the network operates normally through experiments.
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Tate v

(a) Receive Packets from Gateway

root@fcf28313e8f5: /opt/gopath/src/github.com/hyperledger/fabric/peer#
peer n myccds -c '{"Args": ["checkhash", )' g
C mychanne.

1

(b) Check Value on Blockchain ledger

$ sudo ./iec61850 server message

read float|value: 1.000000

(c) Checking data on IEC 61850 servers

Fig. 4 Check received packets with the Blockchain ledger
and IEC61850 server
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"value":"TAS30, 1"}} ---->
ACK : {"ctname" con”:"2001"} <L====
ACK : {"ctname": J"conm:{"value":"TAS30, 1"}} <--—-—-
rev:l
{"ctname":"gn
ACK @ {"ctr ,"con":"2001"} <----
ACK : {"ctname":"gw-rpil™,"con":{"value":"TAS31l, 1"}} <====
revsl
{"ctname":"gw-rpil"™, "con™:{"value"™:"TAS32, 1"}} —--—>
ACK : {"ctname":"gw-rpil™,"con™:"2001"} <----
ACK : {"ctname":"gw-rpil"™,"con™:{"value":"TAS32, 1"}} <----

(a) Transform incoming data into TAS Message

TSC 1 2005 <
R, 253,128,161 /SLoRa%et=json", "fr"
©oRa/gw-rpil/sub”, "nev":{"rep": ("
4 3-20201213095133756625",
4-20201213155527567306", "20201213T155527",
2%, "et":"20221213T155527", "cs™: "20", "con™: { " "TAS31, 1"}, "acpi”
LoRa"}}, "net":3}, "rvi®:"2a"}}}

"4=202

(), "1bl": (], "at™:[], "aa": (], "subl": (], "cr":
=qtt json notification <----

=gqtt response - 2001 ---->

<---- send to tas

----> got data for [gw-rpil] from tas ---->

/Mobius/LoRa/guw-rpil

(b) Send to Mobius Server

Fig. 5 Send received packets to Mobius
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rootEpeerOl/opt/gopatb/src/gitbub. com/hyperledger/fabric/peer#

peer Taincode query -n myccds -c '{"Args": ["checkhash", "Valu
e"]}' -C mychannel
gwl: 12|

(a) Data available from the ledger on Gateway 1

rootgpeer2{/opt/gopath/src/github.com/hyperledger/fabric/peer#
peer Charncode query -C mychannel -n myccds -c '({"Args":["check

|hash", "Value"]}"'
gwl: 12|

(b) Data available from the ledger of gateway 2 after power off gateway 1

Fig. 6 Decentralized blockchain ledger safe from physical
attacks
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