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ABSTRACT

Today's information and communication technology is rapidly developing, the security of IT infrastructure is becoming more important,
and at the same time, cyber attacks of various forms are becoming more advanced and sophisticated like intelligent persistent attacks
(Advanced Persistent Threat). Early defense or prediction of increasingly sophisticated cyber attacks is extremely important, and in many
cases, the analysis of network-based intrusion detection systems (NIDS) related data alone cannot prevent rapidly changing cyber attacks.
Therefore, we are currently using data generated by intrusion detection systems to protect against cyber attacks described above through
Host-based Intrusion Detection System (HIDS) data analysis. In this paper, we conducted a comparative study on machine learning
algorithms using LID-DS (Leipzig Intrusion Detection-Data Set) host-based intrusion detection data including thread information, metadata,
and buffer data missing from previously used data sets. The algorithms used were Decision Tree, Naive Bayes, MLP (Multi-Layer Perceptron),
Logistic Regression, LSTM (Long Short-Term Memory model), and RNN (Recurrent Neural Network). Accuracy, accuracy, recall, F1-Score
indicators and error rates were measured for evaluation. As a result, the LSTM algorithm had the highest accuracy.
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Fig. 1. Attack Simulation Procedure of LID-DS Data Set

Table 1. LID-DS Attack Method Stored in LID-DS Data

Cyber attack types

Explanation

CVE-2012-2122

Allows remote attackers to bypass authentication by repeatedly authenticating with the
same incorrect password.

CVE-2014-0160
Heartbleed

Allows remote attackers to obtain sensitive information from process memory by
reading private keys.

CWE-307

Improper Restriction of Excessive Authentication Attempts.

CWE-89 SQL Injection

Improper Neutralization of Special Elements used in an SQL Command.

CWE-434 (PHP, EPS)

Unrestricted Upload of File with Dangerous Type.

CVE-2014-3120

Allows remote attackers to execute arbitrary MVEL expressions and Java code via the
source parameter to search.

CVE-2015-1427

Allows remote attackers to bypass the sandbox protection mechanism and execute
arbitrary shell commands via a crafted script.

CVE-2017-7529

Vulnerable to integer overflow vulnerability range filter module resulting into leak of
potentially sensitive information triggered by specially crafted request.

CVE-2018-3760

Specially crafted requests can be used to access files that exists on the filesystem that
is outside an application's root directory.

CVE-2019-5418

Specially crafted accept headers can cause contents of arbitrary files on the target
system's filesystem to be exposed.

Zip slip

Arbitrary file overwrite vulnerability that triggers from a directory traversal attack.
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Table 2. LID-DS Saved Data Format

Table 3. Data Type and Attack Type
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Table 4. Hyper Parameter used in the Algorithm

Algorithm Hyper Parameter
. criterion='entropy’,
D T
ecision iree max_depth=3, random_state=0
Naive Bayes default
max_iter=1000,
MLP alpha=1, random_state=0
Logistic . Vs '
. max_iter=500, solver='liblinear
Regression
LSTM Activation="softmax’,
optimizer=adam,
RNN loss="categorical_crossentropy’
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Table 5. Performance Evaluation of Learning Algorithms
without Considering Sequences

Algorithm Precision Recall F1-Score
Naive Bayes 81% 82% 81%
Decision Tree 81% 80% 78%
Logistic Regression 72% 75% 72%
MLP 69% 68% 65%

Table 6. Accuracy and False Alarm Rate and Error Rate of Learning
Algorithms without Considering Sequences

Algorithm Accuracy FAR ERR
Naive Bayes 82% 1.9% 1.8%
Decision Tree 79% 2.4% 2.3%
Logistic Regression 75% 3% 2.8%
MLP 68% 3.9% 3.8%

Table 7. Performance Evaluation of Learning Algorithms
Considering Sequence

Algorithm Precision Recall F1-Score
LSTM 91% 88% 88%
RNN 88% 85% 86%

Table 8. Accuracy and False Alarm Rate and Error Rate of
Learning Algorithms Considering Sequences

Algorithm Accuracy FAR ERR

LSTM 88% 1.5% 1.4%

RNN 85% 1.8% 1.8%
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