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Secured Authentication Scheme and Charging & Discharging System
Operation for Electric Vehicles
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Abstract With increase of electric vehicle in the road, the number of charging/discharging infrastructure for
electric vehicle in public space is also increased rapidly. To charge or discharge the electric vehicle the user of
electric vehicle and service provider should verify the each other’s identity to minimize security vulnerability.
This paper proposes mutual authentication scheme between electric vehicle and charging/discharging service
provider with help of hash function and Message Authentication Code(MAC). Also efficient operating scheme
for charging/discharging service system is proposed. The analysis shows that the system has robustness against
security vulnerability. Also this system can keep the sensitive personal information of service user safely.
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Figure 1. V2G system in Smart Grid Environment
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Figure 2. Communication Network for charging/discharging
service system
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