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A Medical Staff Identification System by Using of Beacon,
Iris Recognition and Blockchain
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ABSTRACT

Recently, incidents such as proxy surgery (unlicensed medical practice) have been reported in the media that threaten the safety of
patients. Alternatives such as the introduction of operating room surveillance camera devices to prevent proxy surgery are emerging,
but there are practical difficulties in implementing them due to strong opposition from the medical community. However, the social
credibility of doctors is falling as incidents such as proxy surgery occur frequently. In this paper, we propose a medical staff identification
system combining Beacon and iris recognition. The system adds reliability by operating on the blockchain network. The system performs
primary identification by performing user authentication through iris recognition and proves that the medical staff is in the operating
room through beacons. It also ensures patient trust in the surgeon by receiving beacon signals in the background and performing iris
authentication at random intervals to prevent medical staff from leaving the operating room after only performing initial certification.
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1. 2 Table 1. Status of Administrative Disposition of Unlicensed
Medical Practices[1]
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Fig. 1. Beacon Signal Data Format[2]
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Fig. 2. Iris Recognition Schematic[8]
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Table 2. Comparison of CCTV and Proposed System

CCTV Proposed System
Practicality Low High
Implementation Cost High Low

Accessibility to Authorized person

. . Everyone
information only
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