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EPRI Resiliency-Security-Related Research Programs

Cyber Security

elation with cyber events

Communications

- Black Sky Communications

= Private Wireless

+ Telecom Network Management
= Software Defined Networks

* Network Function Virtualization
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Industry Trends Impacting Cyber Security Risk

Transmission & Distribution
= Operations and Maintenance
- Real-time situational awareness

~ Dynamic supply / demand
balancing with DER (DERMS)

— Mobile workforce

- Increased automation and
communications

Increasing Security Threats

* Increasingly numerous and advanced
cyber security threats targeting
electric utilities

* Deployment and rapid maturing of
malware focusing on power delivery
systems
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