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Abstract

Hackers' cyber attack techniques are becoming more sophisticated and diversified, with a form of
attack that has never been seen before. In terms of information security vulnerability standard code
(CVE), about 90,000 new codes were registered from 2015 to 2020. This indicates that security threats
are increasing rapidly. When new security vulnerabilities occur, damage should be minimized by
preparing countermeasures for them, but in many cases, companies are insufficient to cover the
security management level and response system with a limited security IT budget. The reason is that
it takes about a month for analysts to discover vulnerabilities through manual analysis, prepare
countermeasures through security equipment, and patch security vulnerabilities. In the case of the
public sector, the National Cyber Safety Center distributes and manages security operation policies in
a batch. However, it is not easy to accept the security policy according to the characteristics of the
manufacturer, and it takes about 3 weeks or more to verify the traffic for each section. In addition,
when abnormal traffic inflow occurs, countermeasures such as detection and detection of infringement
attacks through vulnerability analysis must be prepared, but there are limitations in response due to the
absence of specialized security experts. In this paper, we proposed a method of using the security
policy information sharing site “snort.org” to prepare effective countermeasures against new security
vulnerability attacks.
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