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As Deepfakes phenomenon is spreading worldwide mainly through videos in web platforms and it is urgent to address the

issue on time. More recently, researchers have extensively discussed deepfake video datasets. However, it has been pointed out

that the existing Deepfake datasets do not properly reflect the potential threat and realism due to various limitations. Although

there is a need for research that establishes an agreed-upon concept for high-quality datasets or suggests evaluation criterion,

there are still handful studies which examined it to-date. Therefore, this study focused on the development of the evaluation

criterion for the Deepfake video dataset. In this study, the fitness of the Deepfake dataset was presented and evaluation criterions

were derived through the review of previous studies. AHP structuralization and analysis were performed to advance the evaluation

criterion. The results showed that Facial Expression, Validation, and Data Characteristics are important determinants of data quality.

This is interpreted as a result that reflects the importance of minimizing defects and presenting results based on scientific methods

when evaluating quality. This study has implications in that it suggests the fitness and evaluation criterion of the Deepfake dataset.

Since the evaluation criterion presented in this study was derived based on the items considered in previous studies, it is thought

that all evaluation criterions will be effective for quality improvement. It is also expected to be used as criteria for selecting

an appropriate deefake dataset or as a reference for designing a Deepfake data benchmark. This study could not apply the presented

evaluation criterion to existing Deepfake datasets. In future research, the proposed evaluation criterion will be applied to existing

datasets to evaluate the strengths and weaknesses of each dataset, and to consider what implications there will be when used

in Deepfake research.
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<Table 1> Data Quality Management Growth Stage

Step Contents

Step 1
(Introduction)

Partial awareness and implementation of the issues
and requirements of data quality management

Step 2 Quantify the basis(process, solution, etc.) for data
(Standardization) | quality management

Step 3 Perform consistent data structure quality management
(Intergration) | from integration perspective
Step 4 Data quality management through statistical techniques
(Quantification) | or quantitative methods
Follow-uj management  through  continuous
Step 5 P £ £

improvement/promotion and evaluation from a

(Optimization) . .
company-wide perspective

Sorce: KOREA Data Agency[11].
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<Table 2> Introduction of Deepfake Datasets

Dataset Scale(Real:Fake) Release Date Source Research
UADFV 49:49 2018.11 YouTube [15]
1 Generation Deepfake-TIMIT 320:320 2018.12 Actors [12]
FaceForensics++ 1,000:4,000 2019.01 YouTube [22]
DDD 363:3,068 2019.09 Actors (4]
2 Generation DFDC-preview 1,131:4,113 2019.10 Actors 1
Celeb-DF 590:5,639 2019.11 YouTube [16]
DFDC 48,190:104,500 2019.10 Actors (2]
3 Generation DeeperForensics-1.0 10,000:50,000 2020.05 Actors [7]
KoDF 175,766 2021.06 Actors [13]
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<Table 3> Fitness of Deepfake Video Dataset

Quality Characteristics

Contents

@ Reliability

It must be obtained from a reliable source[7, 19].

@ Sufficiency

The training data should be provided in sufficient quantity to have a positive effect on the robustness and
performance of the training model[7, 13, 16, 19, 22].

is useful for learning[7, 13, 19].

@ Ethics The data must be obtained in a legal and ethical manner[2, 13, 19].
In actual scenarios, various forgery and forgery techniques are used for various faces. In order to reflect the
@ Diversity potential threat of learning data, diversity must be secured in the range where data characteristic information

® Reality(Potential Threat)
scenario[7].

Deepfake image dataset is created under artificial environment and conditions. Therefore, it should contain
the realism and potential threat well by reflecting the environment and characteristics like the actual

® Generalizability

The ultimate goal of Deepfake image datasets is to help generalize detection models[13, 22, 33].
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Data Video Length Sufficiency
Characteristics | Visual Quality Sufficiency
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Sorce: FaceForensics++[22].

<Figure 2> Example of Geometry Defect

2 =2 (Disproportionate Shadows)

A= G- 2-kA} lofok & Fi
A7 GAY By s A 2-9A) Folle A

-5 23t Jrp)Ee EvE 29 ofFolt

Sorce: FaceForensics++[22].

<Figure 3> Example of Disproportionate Shadows
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% 2| (Incomplete Light Reflection) FEAA 9 Af= Frlr|Ee] 4 4 ik
vl B 8 3 5 M § uhalgo] YehA] ok
A2 Wit} Hrir)=e ukabg v)xe o ot}

(4) MMEUX|(Color Mismatch)
o1& Weola B HolE Aol A AR}
wol 3‘65101 dielH ] 7H&4 EAI7F A7 = 3
o FAdel g2A dthle 248 o4
(heterochromia)ﬁ} skt o& AAR FFs g
Bk e vt geola Gl At Sorce: (top) Karras et al.[8], (bottom) Wang et al.[30].
Az AAEE thgsty] Wil A b A <Figure 4> Examples of Color Mismatch

<Table 5> Deepfake Dataset Evaluation Criteria

Primary Secondary
Evaluation Evaluation Factor Evaluation Method Rationale Reference
criteria criteria
number of fake |frequency
skin color frequency, Gini's coefficient,
entro
Identity Diversity 24 — - Confirm the personality or identity of the face| [2, 7, 13]
age frequency, distribution
ender frequency, ratio,  Gini's
D Facial 8 coefficient
Expression Expression - emotional expression(neutral, anger, happiness,
DF it emotional state sadness, surprise, contempt, etc.) [7, 13]
verstty - neutral expression, use the script
Pose Diversity pose state - posture, position, pose [7]
I natural light, - Reflected light/shadow caused by lighting
llumination illumination setting - This affects the visual feature (7, 13]
- actor . . - Original video quality have a decisive effect
Source - source Internet, create, mix on Deepfake video dataset quality 21
- number of total - Detection performance depend on data scale
. number of . .
Scale videos videos/clins/frames - In prior studies, the large scale have been| [2, 7, 16]
- total play time P perceived as high quality dataset
Video Leneth | 2Verage play time it second - Meaning of average play time per video 2. 16]
& per video ) - play time in seconds ’
resolution 1920x1080 - The higher the value of the relevant item, such
Dat number of frame as resolution, the higher the quality
Cha%cte?i:tics per second 4fps, 8fps ete. - The higher the resolution of the synthetic face,
Visual Quality the better the visual quality, and the ease of| [2, 16]
. 192kbps per sec, operation such as resizing and rotating when
bitrate 26Mbps per sec, accommodating the input target face
- Consideration of time cost of learning model
. . . - Ratio of original and Deepfake videos
0, -
Deepfake Ratio |ratio of Real/Fake |ratio(%) ex) I(real) : 10(Decpfake)
Image image compression |~ What image compression |- Items that influence video quality
Compression techgn ‘aue /lfvel technique was used - The higher the quantization parameter(QP), the| [16, 22]
Method q - quantization parameter lower the quality
conv & movin - Items that indicate whether potential threats
Perturbation . EZin ob'ectg, are well reflected [17]
Diversity plicing, o] - Whether various perturbation methods are
. removal, etc.
@ Perturbation adopted
Method Deepfake - What technique was used | Items that indicate whether potential threats
. - DFAE, FSGAN, NTH,
Technique StyleGAN ete are well reflected [2, 7, 16]
Diversity Y o - Adoption of various Deepfake techniques
- Number of techniques
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<Table 5> Deepfake Dataset Evaluation Criteria(Continued)
Primary Secondary
Evaluation Evaluation Factor Evaluation Method Rationale Reference
criteria criteria
saturation True / False
hue True / False )
Image ' Gaussian Blur True | False - Whether tq pre-process images for natural [16]
pre-Proccesing Deepfake images
brightness True / False
@ Perturbation add noise True / False
Method fittering embosm‘ng blurring,
sharpening, etc.
. Gaussian noise model, - Whether to post-process images for natural
post-Proccessing | .. . . . . . . 2]
elimination noise |edge-preserving nosie Deepfake images
removal filter, etc.
grey scale change
(Based on
. existing  research | detetion ratio(%), ROC, ACC,|- Detection performance results by applying | [7, 12, 16,
Detection Rate . . .
on the scope of|etc. the detection model of previous studies 22]
actual evaluation)
Likert 3-point scale - A person sees a Deepfake and identifies
. -Above or below the .
Eyes Level expert,  ordinary standard of a certain and judges for Deepfake [7, 13, 16,
@ Validation Assessment | people - Based on data availability and effectiveness 22]
number of people .
of automated Deepfake detection methods
ex) 50/100 or more
SSIM, MS-SSIM, g‘iiztl::;\;:urzslszis;rﬁilit between original
Image Quality IW-SSIM, CW-SSIM, FSIM, . v . g .
and Deepfake is measured and it is within| [13, 16]
Assessment GSM, AKD, FRQA,BIQI, .
the criteria set by the researcher, the IQA
NIQE, PSNR, etc. . .
is evaluated as high
- For face synthesis, it is necessary to
estimate the face geometry
- If the geometric estimation is not made
Geometry Defect True / False perfectly, artifacts occur in the nose and| [16, 18]
face contours, and in some areas covered
with hair, artifacts occur as if there was
a 'hole'
- It refers to a case where there is no shadow
Disproportionate or the shadow remains disproportionately
Shadows True / False on the part of the face where there should (16]
(® Defect be a shadow, such as the nostrils
Incomplete Licht - Refers to a case in which reflected light
complete L1g True / False does mnot appear after modulating the [16]
Reflection )
forehead, cheeks, chin, nose, etc
- Many color inconsistencies are found in the
existing dataset, which raises many
Color problems with the availability of the data
. True / False - Since the severity of color mismatch in| [16, 18]
Mismatch . .
Deepfake images varies, whether or not
there is an identifiable color mismatch is
an evaluation criteria
3.2 Hrp|E =8 Hol e WAYEE mEH
B AT BEE 1A E i JrplE AkestE
2 oA Pulola 3 velel Al A 48k 9 g8 ARJt 94 FHsku Bk ARt 9 Fel
& 71E e ddl AYATE AES] 52 V1S A = AHP 71WE &8st
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Level 1 Development of Deepfake Evaluation Criteria
[
[ [ [ I I
Facial Data Perturbation L.
Level 2 { Expression Characteristics Method Validation Defect
] ] | | |
S | I | ] | I I I I ] I I | I ] I I ] I I I ]
5 7 =15
~ 1z HIHEB AN E
o = 7] 3 (@] Q
A HE AEHHEEHEBHBEHEE sl =15zl e
E B (R = w =l < |13 slall= (<2 2 3 e |2 |2
<Hslolzllclgi=12l=1= ({513 slzlg slcll=zll=
Level 3 — gz (=05 sSlefclollz e S5 1=llelle >[5 [< s e ==
el tzl(elcl8lsl=1cllolEelcsal%] [2 ol [8|Z[2]|[2
== 1l2 o =& S =zl fgla|[|? o3 & wll=lz |l =
%8 <] = = = = =2 = o o 5 =3 4 > = (2] 1S S
=a = <~ 1o = 1S N1all& e = a s ===
< |2 b Sl=|z | 2 - o
= =(<g [® =2 gls
o @, 7 =}
o ':2 =
<Figure 5> AHP Structure
AHP(Analytic Hierarchy Process)= 2JAFAH Apgho] - <Table 6> Consistency Ratio
A5 2 9 =) I°) o OIALA A Alo}
et o] YrplEow o wolHg u AR Al — —
& AZAGA AR R GHARROID]. | o
+ €Spo- i - .
AHPE =35 AdAstal a2 ] ibes A4 7 [ gent | Dataset EiS(r:g— ChDa?taac— Pgttilérnb valid- | o
zx2 AZslsity 72t ASoAE didtEs 7&" 2] Evaluation | ™. ™ Mieristic | Method | 210N
. = 1= =3} criteria
(pairwise comparison)7} o[ 01731 71X & dago2 1 0.007 0.040 | 0.114 | 0.029 | 0.000 | 0.014
# gk $AES EE FaEE =5 4 Utk AHP ‘ : ' ' ' '
= 417}4 o) 14 A—OPO]L} /]74_,,: ] - %—0]3]] ‘jrooh 2 0.010 0.063 0.020 0.004 0.017 | 0.000
3 0.048 0.137 0.133 0.071 0.281 | 0.029
3k A FRopo| A F&¥ 1 [10, 31]. olo] w&} AHP =
7]%01 W ?j?—./] l:ﬂ— i zj]x‘jj% Ao T&E}%E} 4 0.114 0.260 0.083 0.044 0.196 | 0.044
i ?ﬂ?‘oﬂ/ﬂ E%J %7}%%% <F1gure 5>9]_ 7]_01 5 0.092 0.183 0.126 0.062 0.000 | 0.261
AHP ﬁ}%ﬁﬂ?\iq. 1 ]%Oﬂ/ﬂ‘:‘: T;/:]'J_" ]5’. oA Eﬂ ]H@] 6 0.114 0.260 0.083 0.044 0.196 | 0.044
ﬁﬂﬂﬂ—f‘ M Bya @Xéé} 27__” oﬂj‘ﬂ o=y 7 0.104 0.067 0.106 0.079 0.129 | 0.046
by, vlolE 54, WU, Ax l@i Asto g LA 8 0.135 0.151 | 0.080 | 0.060 | 0.023 | 0.066
Stk A= A= 2429 e aolsw LAY 9 0.048 0.137 | 0.136 | 0071 | 0.281 | 0.029
11 0.070 0.649 0.068 0.016 0.028 | 0.037
12 0.073 0.040 0.182 0.276 0.004 | 0.076
4. _E_A-!?Ei.]l_l, 13 0.078 0.168 0.077 0.000 0.017 | 0.000
14 0.095 0.028 0.086 0.000 0.051 | 0.070
B o3 diola Ak a5 93 golgAl B} 17 0.105 0.058 | 0.294 | 0.121 | 0.095 | 0.015
& aksly) 98 Helola, AE v A, 7] A85/Al 18 0.116 | 0162 | 0.090 | 0.012 | 0.129 | 0.000
= 3y A 2 AL zkE ARJME A AEAE )i 19 0.092 0.100 | 0.073 | 0.185 | 0.000 | 0.058
sk AE717HE 2021d 9L FE 109744 oF 274 Lol
A YA F 2059 SHAE Btk SHe I B Ao M= 345 7FEA AFEA] CR7#Eol 0.2 ©]49)
35 $18) CR(Consistency Ratio)#k] Level 1 CR#te] 0.2 g=o A 9)3le] A3t} oS S, dZ gy
o Fel SHAE BAAA AL, Level 2 CRECl 3429 A% 119 $HA 9] CRAO] 0.649% 0.2 o] A<l
02 olgol & ol EATHE $HAE AN AR A2 2 5 gk X d7E dRAPE o492
CH<Table 6> F3)[10]. ¥ Aol A= F 1659 SHA o] 2% 71512 AEelx ;]%Jjgi AZEE W9
o] AHP 24 g2l Ve NS Q8 AERTS sle, old 11 S
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<Table 7> AHP Analysis Results

Level 2 Weight Ranking Level 3 Weight
Identity Diversity 0.046
. . Expression Diversity 0.033
@ Facial Expression 0.2400 1 —
Pose Diversity 0.088
[llumination 0.079
Source 0.063
Scale 0.024
o Video Length 0.040
(@ Data Characteristics 0.2050 3 - -
Visual Quality 0.014
Deepfake Ratio 0.016
Image Compression Method 0.046
Perturbation Diversity 0.021
. Deepfake Technique Diversity 0.025
@ Perturbation Method 0.1298 5 -
Image pre-Proccesing 0.033
post-Proccessing 0.043
Detection Rate 0.088
@ Validation 0.2299 2 Eyes Level Assessment 0.063
Image Quality Assessment 0.080
Geometry Defect 0.030
Disproportionate Shadows 0.051
© Defect 0.1953 4 propoToX :
Incomplete Light Reflection 0.072
Color Mismatch 0.047
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