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Abstract This study is composed of a convergence research design plan as the necessity of information
security field dealing with human factors are raised. The purpose of this study is to analyze the
effectiveness of the aspect of information security on the cognitive process related to security policy.
The research method consisted of the cross-design of the availability dimension and the culture
dimension, and the information security process was measured with information security awareness,
response efficacy, compliance behavioral intention, and information security behavior. As a result of
the study, the dimension of availability had a significant effect on response efficacy, and it was found
that the influence of the case-based condition was greater than that of the statistics-based condition.
The cultural dimension had a significant effect on information security awareness, response efficacy,
compliance behavioral intention, and information security behavior, and the influence of the
homogeneity condition was found to be greater than that of the diversity condition. The proposed
research model was verified as a multiple mediation model reconstructed with measurement variables.
In addition, the discussion describes the necessity of an information security strategy in consideration
of individual factors and organizational characteristics.
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Fig. 1. research model
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Table 1. participants distribution

sex
availability | culture total
male female

diversity | 55(52.88%) | 49(47.12%) | 104(100.00%)

statistics |homogeneity| 46(54.12%) | 39(45.88%) | 85(100.00%)

total 101(53.44%) | 88(46.56%) | 189(100.00%)

below 37(54.41%) | 31(45.59%) | 68(100.00%)

case above 46(56.10%) | 36(43.90%) | 82(100.00%)

total 83(55.33%) | 67(44.67%) | 150(100.00%)

below 92(53.49%) | 80(46.51%) | 172(100.00%)

total above 92(55.09%) | 75(44.91%) | 167(100.00%)

total 184(54.28%) | 155(45.72%) | 339(100.00%)
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Table 2. ANOVA of Information Security Awareness

variables SS df MS F
availability(A) 0.51 1 0.51 0.75
culture(C) 4.22 1 422 6.20%
AxC 1.92 1 1.92 2.83
*p < 0.05
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Table 3. ANOVA of Response Efficacy
variables SS df MS F
availability(A) 6.42 1 6.42 5.95%
culture(C) 23.54 1 23.54 21.82%*
AxC 0.60 1 0.60 0.55

*p (0.05 * p <001
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Table 4. ANOVA of Compliance Behavioral Intention

variables SS df MS F
availability(A) 0.01 1 0.01 0.02
culture(C) 242.50 1 24250 | 364.37**
AxC 0.1 1 0.11 0.17
**p <001
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Table 5. ANOVA of Information Security Behavior

variables SS df MS F
availability(A) 1.25 1 1.25 1.44
culture(C) 32.54 1 3254 37.49*
AxC 0.92 1 0.92 1.07
**p (001
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Table 6. Hierarchical regression analysis of mediation

model
step path beta
0 step( ¢’ path) ISA—ISB 0.21%*
al ISA—RE 0.28**
1-1 step( a path)
a2 ISA—CBI 0.17**
b1 RE—ISB 0.46**
1-2 step( b path)
b2 CBI—ISB 0.31**
2 step( ¢ path) ISA—ISB 0.03

% Information Security Awareness : ISA, Response Efficacy : RE,
Compliance Behavioral Intention : CBI, Information Security
Behavior @ ISB

Response Efficacy
0.28% 0.46+
Information Security
Awareness
DATH D314
Compliance
Behavioral Intention

=p<0.05 =% p<0.01, pathc =tatal effect

Information Security

c'= 021+ Behavier

Fig. 2. dual process mediation model
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