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Abstract Recently, new types of security crimes have been steadily occurring in Korea due to
environmental changes such as the development of IT technology, and responding to these threats has
become a key national task for the establishment of a safe society as well as individuals and businesses.
Meanwhile, as the Zero-Contact Era has arrived since the COVID-19 Pandemics, a new convergence
security threat that combines the characteristics of the Zero-Contact Era with the existing IT
development is threatening our society. Research to prevent and correct these new levels of threats is
continuously required in this study. Chapter 1 examined the causes of new convergence security threats
and Chapter 2 discussed cybersecurity, fake news, remote voting - work and video security threats as

five major threats.
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Fig. 1. Fake News Related to Coronic[8].
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Table 1. Zero—Contact Cyber Threats Maneuver

Zero-Contact Cyber Threats Maneuver

- Regular security education mandatory

- The security education plan must be signed
by the CEO

- Giving disadvantages in case of
Zero-recurring

1. Strengthen
Security Education

2. Operating the
Security Bounty
System

- Compensation for the reporter by
promotion, reward, etc.

- Operate a security organization (person in
charge) in the workplace

- Designation of regular security education
obligations

- Review of security-related performance

3. Establishing
Security by laws

bonuses

3.2 TWH=A I TS
s gEe 2 A AAReR S5t H1 9
o} WA olefst 9Tt TeiEl o) the-g Awny, v
0] A% SNS7I9) 2 AR7|eho] dAristo] AR
4%} SIA S w2e st otk 53 =94
(Twitter)9] 49, AHlo] ohUl7AL} ojisl= Zo] A
H 27ka%0] a7Hcks HAAe B olE AEY
& o Ao|ES AZHFE AR AW 9k
Fa0| AL ATV, S 5 2o A8slB
So| gefstel WEo| JlHel ARAHATE TSl
PPz el Rk QeH13), TEAAIE AT
) Afto] 3912 ol At 'S¢ AL A
s wos ety Uk 535U A9E ¥E
e tie-e AEeld, 189 68 'SNSate] i K
Aol B3 WE B 5 AYLS B AL B
I SHT {2 ofste] WIS NI 5 FAA
W2 B4 o]F BASKL Urk. olok 2ol A FaIE
| 224 SNS 71953} drjste] FEHOR s
of Thgkar glek. iUt oloh ol A% Y=t ¢
7 %8 SNS 9@ EYA|E A37|%le] B2t Helo]

o
il

=

N

8% Zloz B, ofd gt BYE I} HEol
FAHAEE ZAstE W - Al o] HHofoF &
ot AR duEd WEe, YAFCEEN) 5 AT
713l A = 9 22 2 SNSAH|A ERETAA 51
F2199% ddE THRL {FEEAE ' TFE 7
gote] 2Fshe WHol 7HRL A E2E & A
olt. 53] gHela9] B¢, ¥ - A HEE obdzt
71ed Hi3ol Tt =9% 243} sfof gttt ol& H5h
37 W gHlo]2E FAshs AETME Akl B
7159k KISAOIA olF £13t 7I&1lE Aee sied &
T 7S FA 9 AEo] 1 Aot FaARNE A

A off Table 29} Zth.

Table 2. Countermeasure for Fake News Threats

Countermeasure for Fake News Threats

1. Cooperation
between SNS
companies and
government
agencies

- Strengthen monitoring of fake news
through cooperation between the public and
private sectors

- Fake news distribution prevention TF
operation

- Establishment of a specialized investigation
organization within the National Police
Agency

- Ministry of Science and Technology, Korea
Internet Security Agency (KISA) serves as a
technical advisor

2. Establishment
of Deepfake
Specialized
Investigation
Organization
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Table 3. Remote Voting Security Threat Maneuver

Remote Voting Security Threat Maneuver

- Create a block chain pair inside the voters' mobile
app — Organize an ID card electronic wallet

1. Block - Voting Token Sent (Counselor — Voter Address)
chain—based - Use Solting Hash, Block Number, Symbol Number
remote for Voting Information

voting - Comparing the amount of token generated with
the amount of token transferred and setting the
voting to end automatically

2. Try to - Continue to identify and remediate vulnerabilities
resolve the - Continuous maintenance of relevant laws and
vulnerability systems
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Table 4. Telecommuting Security Threats Maneuver

Telecommuting Security Threats Maneuver

-2nd certification activation obligation

1. Establishin .
1ng - Don't share accounts
network policies . .
- Only authorized users and terminals access
related to

the internal network

telecommuting - Single traffic paths when using VPN

- Remote work only in a dedicated space
- Use approved devices only

-No program, no open Wi-Fi

- Use strong password

- Do not click on unclear link

2. Maintenance of
Security
by laws

3. Introduction of

a Server-Based - Save and manage all internally generated

documents on a central server

Asset ; -
- ntroduction of document centralization
Management ;
solution
System
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Table 5. Videoconferencing Security Threats Maneuver

Videoconferencing Security Threats Maneuver

- Using an approved device
(Security Update Periodic Check)

- Password reuse prohibition principle
(Do not unauthorized disclosure of
passwords)

- Lock Video-Conference Room,

Do not record meeting contents

1. Compliance with
safety rules for
video
conferencing

- Check the faces and voices of all
participants of the meeting before the

2. Deepfake meeting begins

Attack Video - To check whether the participants of the
Meetings meeting are really people who know each
Maneuver other, using simple quizzes to check each

other's living information. (Zero-Knowledge
Proof)

oje} Zo] 3= 280IM THE 571419 Al HE
o] HiH gkl Hsf ==t olg dA ZHg
UEE oA AFTE A1F AAS oSt E 71E9] B
T} AolHZ FF o5k ol Table 63} 2.

Table 6. Total Threats and Countermeasures

Total Threats and Countermeasures

- Cyber Security
- Strengthen Security Education(must be
signed by the CEO)
- Run the Security Bounty System,
- Establishing Security by laws
- Fake News
- Cooperation between SNS companies and
government agencies
- Establishment of Deepfake Specialized
Investigation Organization
- Remote Voting

1. Organize - Blockchain—based remote voting
Overall Threats - Continue to identify and supplement
and their vulnerabilities and improve relevant law
Counter systems
measures - Remote Work

- Establishing network policies related to
telecommuting and Maintenance of
Security by laws

- Strengthen threat detection and control at
the end of VPN encryption

- Leverage document security solutions

-Video Security

- Organize related security legislation

- Using products with auto—delete capability

- Using Zero-Knowledge Proof for Deepfake
Prevention

- Changes in the Information Technology
Environment
- Spreading the Zero—Contact keynote
- Realize the use of artificial intelligence
- The emergence of new convergence security
threats.
- Continuing new attack techniques are
combined with zero—contact
— Threats to political and public sectors such
as fake news and remote voting issues
- Under these Zero-Contact situation, the
impact of hacking attacks is far higher than
offline, which can paralyze the national
system by clicking.

2. Differences
from existing
threats




2 Al2l= vt AJThE gtolstdA BA HASE
A Z3 st $EE TA-oR FAHs SFAE
Ago Y7k ek ol Aol A AYske Thekst
Aol H-&st7] sl 7P JAZEAoF & AL FA =
oI5t o] si4o] HE A2 EHAE(Zero-Trust) L@
ofl 7|9kt QFAgE ALS|9] F&oltt. o]= & FSlolE 4
Al "olA & =l A9l ZxolH, $hH T ERlok= A
o] &8 A9 ¢HAGE B& AasHA ke gulE
9oL Qieh Ag FRJA FE Qs T e
A9 79) ZYE ol mdof 7|gkste] Z1g)=|ofof
gttt BE FATA ] JFEA] @A 2 v alidEE &
AEE 1Fo]| thet th-3oNdo] ZghE]ofof vt A%}
oA FAsHA xR e SAL & U Aol
t}. o]& 9ol & AolA= BHE Al 4 4 &
FEQF EES AT E T SRS =25ttt 18
U EAH9(Twindemic)t 22 ©f =g H|tfH Al
7 2Aid 4 gleol wet g ot A8 A&
A A Aolrt webA o A(&H o R H|ThH A
AtEQE 9] X3t FFE FHota AMEL T4

Y
o] £4 9 g8 AL dFEoloF & FAoH.
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