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( Abstract )

Analyses of Impact on Business Performance of
Information Security Companies:
The Perspective of Mediating Effects of Organizational
and Innovative Capabilities

HyunMin Shin*, Injai Kim

Information security companies were established in earnest from the mid-late 1990s to early 2000s, far shorter than other
national key industries. Nevertheless, the information security industry has made rapid progress. It is expected that the
proportion of the information security industry will increase rapidly with the development of advanced technology along with
the 4th industrial revolution. As COVID-19, which occurred at the end of 2019, spreads around the world in 2020,
non-face-to-face services and digital transformation are accelerating, and cyber threats to users are also increasing. However,
there are limitations in responding to new Cyber Security threats due to the shortage of information protection manpower,
insufficient security capabilities of domestic companies, and the narrow domestic information protection market. This study
examines the external environmental factors of information security companies such as government information protection
system operation, government influence, government support, partnership between information security companies, and
internal environmental factors such as top management support, financial status, human resources, organizational capability,
This study was conducted using empirical data to analyze whether it affects innovation capability and whether organizational
capability and innovation capability affect financial and non-financial performance. The results of this study can be used as
basic data to suggest policies and implications for information security, and to strengthen the competitiveness of the

information security industry.

Key Words: Information Security, Information Security Industry, Information Security Companies, Environmental
Factors, Organizational Capability, Innovative Capability, Mediating Effects
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