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Abstract In this study, we propose a group communication technique that guarantees security
and expandability by configuring a network consisting of IoT terminals equipped with security
functions. As the number of devices participating in the network increases, network resources
are proportionally reduced, and adding a security function to the IoT device increases the
delay time due to encryption in the IoT device. If the error rate that occurs in the network
increases, network resources are quickly consumed due to retransmission. Therefore, IoT
terminals are grouped to ensure scalability while supporting security, reducing the consumption
of network resources even when the number of participating nodes increases, thus ensuring
scalability. For the future implementation, the encryption method used in IoT terminals
considered the standard of IEEE802.5.4, and the standardization trend was investigated and
classified. The proposed method applies IoT devices that provide security functions of the
IEEE802.5.4 standard to the group communication base to ensure reliability and scalability. In
the performance evaluation, the effectiveness of the proposed method was confirmed by
comparing the delay times when grouping IoT devices with security functions through
simulation.
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