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ABSTRACT

The deep learning model can produce false prediction results due to inputs that deviate from training data through
variation, which leads to fatal accidents in areas such as autonomous driving and security. To ensure reliability of the
model, the model’s coping ability for exceptional situations should be verified through various mutations. However, previous
studies were carried out on limited scope of models and used several mutation types without separating them. Based on the
CIFARIO data set, widely used dataset for deep learning verification, this study carries out reliability verification for total of
six models including various commercialized models and their additional versions. To this end, six types of input mutation
algorithms that may occur in real life are applied individually with their various parameters to the dataset to compare the
accuracy of the models for each of them to rigorously identify vulnerabilities of the models associated with a particular
mutation type.
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Fig. 1. Mutated samples with 6 mutation types from the same original image in CIFAR10 dataset
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Fig. 2. An original image in CIFAR10 dataset and
its mutated samples causing misclassification
through shear mutation
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Table 1. Details of the dataset, DNN models
and mutation types

Table 2. Type of mutations and their parameter
ranges

Dataset Model Mutation Mutation Parameter ranges
VGG16, Scale, Scale 0.7 ~1.2
VGG19, Shear, Shear *0,6 —~ 0,6
LeNet-1, Rotation, -

CIFAR 10 LeNet-5, Contrast, Rotation 50 ~ 50
MobileNetV1, Brightness, Contrast 02 ~2
MobileNetV2 Translation Brightness -80 ~ 80

Translation -3~ 3
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Table 3. Model classification accuracy for train 71212 HeleZ Rotation Hol: thE WHolE H
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Table 4. Average model classification accuracy

mutation types in
models (%)
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Table 4.°14 =Hle] A&=Z 3 VGG163+
AS 2 2

(and standard deviation) according to each of 6

which input samples are created from test set samples correctly classified by all

: Model VGG16 VGG19 LeNet-1 LeNet-5 MobileNetV | MobileNetV
Mutation 1 2
Original 100.00 100.00 100.00 100.00 100.00 100.00
Seal 63.60 98.78 68.86 70.26 74 .43 73.71

cale (24.02) (01.79) (31.91) (26.00) (26.77) (25.47)
ah 51.23 87.04 55.19 53.36 66.42 64.51

ear (20.20) (21.11) (24.70) (25.36) (21.05) (20.92)
Contrast 74.91 73.55 93.91 85.21 85.60 80.63
ontras (32.57) (32.57) (12.54) (14.79) (19.64) (17.12)
Rotati 38.30 71.90 50.40 46.29 56.38 58.80
otation (17.53) (18.94) (26.79) (26.83) (24.68) (22.42)
Brichi 89.99 99.12 96.09 88.46 91.95 91.36
AN (08.80) (00.94) (03.02) (08.08) (06.52) (05.93)
Translati 77.29 99.77 72.64 73.91 77.82 78.14
ransiation (12.13) (00.16) (20.92) (20.53) (15.38) (15.17)
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