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ABSTRACT

Due to the recent development of the Internet of Things (IoT) and the increase in services using drones, research on IoD
is actively underway. Drones have limited computational power and storage size, and when communicating between drones,
data is exchanged after proper authentication between entities. Drones must be secure from traceability because they contain
sensitive information such as location and travel path. In this paper, we point out a fatal security vulnerability that can be
caused by the use of pseudonyms and certificates in existing IoD research and propose a solution.
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Table 1. Summary of notation at Tian et al.

Notation Definition
Vi the ith UAV
R, the jth MEC
Sig., (), Sig.. () the signature of the ith UAV
v & and the jth MEC
cert cert,, the certificate qf the ith UAV
! Y and the jth MEC
toktsk the public and private key of
Pt the TA
vk, vsh, the public agd private key of
the ith UAV
sph, sk, the pgbhc and prlvgte key of
E the jth MEC for signature
the public and private key of
epk;, esk; the jth MEC for
dec/encryption
id, the id of the jth MEC
i the kth pseudonym of the ith
pu ik
UAV
VT, the valid time period of pid; ;.
T the currept and expiration
expire timestamp
Ty R, the nonce generated by V,-,Rj
UTR update trigger time range
PBL public broadcast list
FL forwarding list
EAT the estimated arrival time of
V. to neighbor MEC
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Level 1

UAV(V})

MEC(R))

Broadcast : < id;, T, Texpire, SPkj, €Dkj, certRj, Tr PBL, sigRj (idj, T, Texpires Tr PBL) >

Verify epk; using tpk, Certg;
Verify sigr; using epk;

Level 2

Request :Encgpkj < (pid£,1-VTi,1)v - (pid[-Jk,VTi’k], vpk;, certy,, msg,sigy,(msg) >

Update vsk;; = a; — TR; =T,

Decryption Request using esk;
msg = T, Toxpire, id;, Join, TR Ty location, UTR
Verify certy,

TR +Ty,
vpk; — vpk;s =vpk;-g "
Update (pid; 4, vpk;,) in PBL

Fig. 2. loD Join
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Fig. 3. Proposed UAV update
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Verify epk; using tpk, Cert,
Verify sigr; using epk;

Level 2

Request Encepi, < {(idie Vo v0kii)}_ ,corty, msg,siguy, , (msg) >

k=1

Decryption Request using esk;
msg =T, Texpire, 1d;, Join, location, UTR
Verify certy,

Update (pid; 1, vpk;,) in PBL

Update vsk;; when the time comes

Fig. 4. Proposed loD join

g ARE A 54 7bssi

ol A A F4l AT 2EFHYEE of
Aoll AFEE 32 o] %] A8d Al7I7F 2%
=& Folof b= ¢ 71" A (perfect secrecy)
ksl Aolct. kAl 7[hAle] fulE AH§ FAx}
= 719l g NAIE BT /s3]
o Fol] B FINTlA didt o] $1F AHE AA
& 4 olek wiEgbA 2 I, AlT] el digk <k

A 78S FAsA 7] S el Bk W

wE )

& =ollAl A4 E vhel w2, Tian et al.o]
gk A= A F A BekEArE B
gt <lFHA] 92 1A AR 71 %
At 7HEE ARl E ek
°] 7?%3}3}. F 7H E"H‘Xﬂ Sﬂéﬁ}ﬂ S1= 7}
o = 371l
"41??} "JﬂE%} z7) -‘H’Sﬂ Ag7le e S
AFAE ARgslof gt w3t 4 BrheAS 2
Sl 2 FEAZ ] ARgste 7hE 2 3Tl el
QA7 o] EABHA egotof gt
71E Alzd 2718t A ] 7 UAVE 55 2
lZl 17He] AH17] 2 7] 4 AR F 14l
TEI 2y £ {—%01]*1 Alotete g ek
(Fig. 3¢l B5 2t UAVS= o121 (9)749] 7Hl7]
2 N7 S A s ‘3‘%“’]’@ A A BE T
A& 523 4% UAVA 5353 719 30
7)ol d-gske 7hde]l 2 <dFA Gert, &

2L

0:1:4‘
—|—‘



16 IoD 3744 MECE 83 U2U A%

FolA mek Hopy 24

gt o]F Tian et ale] ket H&‘ﬂ% ToD &
el 7 5
MEC7} w45 *EH i?ﬂé spol ot
=9 S wWekedlME UAVZE 34712 3
AR NTIRE (osk, , )i_ )& vlE]l AAE 7
7] WEe] MECZ3E o] Eel| AF&5= Qb=
w2 d=th (Fig. 4.4 2% MECE IoD &
SA2] Level 2014 24 UAVY &5 83 A
o b FERAE, N A4S
Pld, W VI vk, Yi— ). o] 3 7[Hke 2 MEC+=
UAVE fraAzke] 2d o) viel 7Fg 3 F3747)
sidle] Eghl},

B mellA Aljtebe o
AF7| e 2N g

LY : =

rlz 2
ofN o
gy
ff o
>~
>,
oo ;[:rol
ol
- -
Nope

rR Ok ox 2 ood
w fr o Mg o

o Al Hhak A=Esh e, wak UAVZ
&t e e 7o Y fEA
A7) A7) e w57 el 7 3712
PhsAe] EARA tob A4 0 ze] bl

gk A8 89171 Skl LrJr
E g A7k AdE

5l IoD #73¢lA MECE

M UA\M o 1} —‘?‘—%'% Zo]3L UAVZE mE

] g 9]. 7re u171-7<41

i—”ri °W?}71 %‘H UAV % A 714S A
Zejo|M A S HASHE Wk Ak

B =FoAE Tian et al.e] 83 A7} ol

71 v E AFAE A 4 HIE A

4oz Jfl %7H7] of gk *Jﬂ e EAE AA

A |

MA717F B 2ZE7] udel ek 7 AdCd $inl
He AS 2ok
B =FoAE Tian et al. oA vl F ek o

dald UAVS] A%ge AHgsiteE 95719
oNE WFPE AFAF AR 223 74 7
9 2 717 UAVSLS) 487heA e 7wA
AR FA oy AR A2AE Akl

(1]

References
T. Tomic, K. Schmid, P. Lutz, A.
Domel, M. Kassecker, E. Mair, I.L.

M. Suppa and D.
Burschka,” Toward a fully autonomous
UAV:
and outdoor urban search and rescue,”

Grixa, F. Ruess,

research platform for indoor

IEEE robotics & automation mag-
azine, vol. 19, no. 3, pp. 46-56, Sep.
2012.

L. Merino, F. Caballero, J.R.
Martinez-de-Dios, I.
A.Ollero,
tem for automatic forest fire monitor-

Maza  and
“An unmanned aircraft sys-
ing and measurement,” Journal of
Intelligent & Robotic Systems, vol.
65, no. 1, pp. 533-548, Aug. 2011.

Y. Tien, J. Yuan and H. Song,
“Efficient privacy-preserving authenti-
cation framework for edge-assisted in-
ternet  of  drones,” Journal = of
Information Security and
Applications, vol. 48, Oct. 2019.

Y.C. Hu, M. Patel, D. Sabella, N.
Sprecher and V. Young, “Mobile edge
computing—a key technology towards
5G.” ETSI white paper, pp. 1-16, Sep.
2015.

A.C.C. Yao and Y. Zhao, “Online/off-
line signatures for low-power devices,”
IEEE Transactions on Information
Forensics and Security, vol. 8, no. 2,
pp. 283-294, Feb. 2012.

S. Even, O. Goldreich and S. Micali,
“On-line/off-line  digital
Journal of Cryptology, vol.
pp. 35-67, Mar. 1996.

signatures,”
9, no. 1,



AHHE 333 =wA (2021, 2) 17

(M X279

# 2} & (Jae Hyun Choi) A3

20199 29 QUlvlaha S3ka} 24

20199 3¢ ~dAl: zdgn AR st kA
(I o)) Zefo|MA] A} 7|, EFA9

o] 4 % (Sang Hoon Lee) A3|¢

20104 29 At ek} E9

20134 2¢: wdgn HRETHI MA}

20201 8Y: wE g AR HE I uap

20204 10¥~12¢: zeidigte AR arjshe] o Fag
20214 14 ~3A): 44 SDS TAM Eeob 2%

(A R}y Zefo|w A A} 7], A Q1S

A <] & (Ik Rae Jeong) FA13]¥

19989 24 wevistal HAkeha} E4)
20001 2¢: st A HH SsHd A A}
20049 8% sty AR RS wha}

200841 39 ~2A: TelohhiL AW THI i, g, s
(FHAlRop) Zeow A A} 7], dloeflo] 2~ Bl AAQIS, EEA <

W 21 % (Jin Wook Byun) £413]4

20014 2% yedstw ke £

20034 29 ae{dista AR RS OEHI AAL

2006 8¢: mEdigtn HrHE soshe] wha}

2006 1149 ~20074 129 Royal Holloway University of London ®HA} ¥ &1
2008 3Y~&Al: Fedsta AR FASY Zug, Yag, g

(TR AMEAF Q1% s Z2EZ dloelwo]~ Bt ZElo|WA| B V&





