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A Scalable Montgomery Modular Multiplier

Jun-Baek Choi®, Kyung-Wook Shin™

Abstract

This paper describes a scalable architecture for flexible hardware implementation of Montgomery modular multiplication.
Our scalable modular multiplier architecture, which is based on a one-dimensional array of processing elements (PEs),
performs word parallel operation and allows us to adjust computational performance and hardware complexity depending
on the number of PEs used, N,;. Based on the proposed architecture, we designed a scalable Montgomery modular
multiplier (sMM) core supporting eight field sizes defined in SEC2. Synthesized with 180-nm CMOS cell library, our
sMM core was implemented with 38317 gate equivalents (GEs) and 139,390 GEs for N,,=1 and N, =8, respectively.
When operating with a 100 MHz clock, it was evaluated that 256-bit modular multiplications of 0.57 million times/sec for
Npp=1 and 35 million times/sec for N,,=8 can be computed. Our sMM core has the advantage of enabling an
optimized implementation by determining the number of PEs to be used in consideration of computational performance
and hardware resources required in application fields, and it can be used as an IP (intellectual property) in scalable
hardware design of elliptic curve cryptography (ECC).
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Input ; A={ay-1,, 41,00}

B,N (0<AB<N)

S ={sp-1,, 51,5}
=AxXBxR'modN

Output,;

I:fori=0to (L—-1) do
2: S5+ (a;xB)

3: SeS+(sgXN)

4: SeS»1

5:end for

6:if (§=N) then

7: §«<8—-N

8:endif

9:return S

Fig.
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1. Montgomery multiplication algorithm [10].
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Output; S = {Sp-1, . 51, So}aw= AXBXR ™ mod N
Pre_computed ;ny = —ng* mod 2%, r = [m/Nggl, m = [L/w]
Number of PE used ;Npp, Word size ;w
1: for h=0to (r—1)do
2: concurrent k=0 to (Npg— 1) do
3. PL Qunxnpp+k) © Qinxnpg+1)Xbg mod 2%
4 end concurrent
5: end for
6: fori=0to (m-1) do
7 C_addl = C_add2 « 0
8: cl=c2=¢3=c4«0
9: q « (sp + PL_g;)Xng mod 2%
10: forj=0to(r—1)do
11: PH1_y «+ C_addl, PH2_, + C_add2
12: concurrent k=0 to (Npg — 1) do
13: {PH1, PL1;} « a;Xbpenppen
14: {€1,5;} « PL1, + PH1,_, +cl
15:; {c2,5.} « S + Sjxnpger T €2
16: {PH2,, PL2;} & qXNjxnpp s
17: {c3,5junpgii-1} & PL2; + PH2 1 + €3
18: {c4,.f.}xl\,“,k 1}« s, + SixNpg+k-1 + ¢4
19; end concurrent
20: if j=r—1) then
21: C_addl « PH1yjxnp,, Cadd2 « PHZ, iy,
22: else
23 C.addl « PHly, _;, C_add2 « PH2y,
24: end if
25: end for
26:  {ChpsprSm—1}+ €1+ 2+ €3+ ¢4+ ¢4 + C_addl + C_add2
27: end for
28: if (S=N) then
29: S«<S—N
30: end if
31: return S
Fig. 2. Scalable word-based Montgomery multiplication
algorithm (SWMMA).
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Table 2. Comparison of modular multipliers.
¥ 2 2Ey MY HW
This paper” [13] [14] [15] [16]™
Size of 192, 224, 256,| . _ _
modulus [bit)| 384 521 | 20 | 26| 26| 1024
FPGA device | Vertex-5 | Vertex—5 | Vertex—6 | Vertex—7 | Vertex—7
DSP block 41 120 - - -
LUT [slicel 3.76k 7.32k 3.9k 605 39.9k
Frequency . -
[MHz] 4.1 R.37 9% 1527 181
Heeey 6% a7 | 130 | 168 | 910
[nsec]

(*) L=256-bit and Np, =8.
(#*) The word sizes of multiplier and multiplicand are 8-bit and
32-bit, respectively.
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