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V2XE S8R ALFPAFL 712 ALFPAFEY U B ARE nHOE A&
TR A AR dhe] FHo) AHE Fate] AT Fo] Tt VaX 7ol
AgFPApge] A 74 Qo FAHEA V2X Bk #A0 tisf) A7t @de] ZE
AR AEFYApgo] Vax 9| oEETE & AEF YA LH M V2X FAle 1o 2 QI
AP U F AU eR FAFA QA For 4 A= v Aok & =%
M= AeFPAF AR AUT]E AN V2XE F83 AEFHA LT Aulx
AU es Ao stglon ol& 7o E V5& EEstal V2x9| fd 89% FAste] o2
T A o3tSth 1S026262 Part3 ZE2A| 25 883t HARA ¥ 14 FY Avg e AlE
#olAE T3 VaxX REe] wHo R Qg 94 ol sk AT A= A
Aol 1 vaX, A% wAkR, AP 24, MY AT, 31 74

s

ABSTRACT

Autonomous vehicles using V2X can drive safely information on areas outside the sensor coverage
of autonomous vehicles conventional autonomous vehicles. As V2X technology has emerged as a
key component of autonomous vehicles, research on V2X security is actively underway research on
risk analysis due to failure of V2X communication is insufficient. In this paper, the service scenario
and function of autonomous driving system V2X were derived by presenting the intersection scenario
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of the autonomous vehicle, the malfunction was defined by analyzing the hazard of V2X. he
1S026262 Part3 process was used to analyze the risk of malfunction of autonomous vehicle V2X.
In addition, a fault injection scenario was presented to verify the fail-safe of the simulation-based
intersection scenario.

Key words : V2X, Intersection, HARA, Fail-safe verification, Fault Injection
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AR BARA AeFRA T LH 7] YalAE Al 2olth (Lida) 2 AT (Radar) 5
A

s
AE Tl AT, Ao A4 52 AEste] A AR wE FHE Add w2} g2 &7

FE
A BAANME 4% E2ZAEE, FAA A Sl EAHH AAA I BAsk A AMTeRE 9Y
F8E dAE] oF ol § ‘:} E3| vl=9] A5t BAZRA 7138 DMV R HE A5E BH, 6671 F
58710] nAtEo A LAY ASFHAGE AA ALY 88%E wWAE AL HIEo] =5 & F Ut
(Grembek et al., 2018) ©]& H.$3}7] Y3l V2X (Vehicle to everything) 41 AlX~ElS 2-83}o] &3 2
(V2V, Vehicle to Vehicle) ¥ 2}&F3} A3Z2} (V2I, Venice to Infrastructure) 5 2.2 ¥ &, MNE 53} 22

. ES

WF dzete) Afo] s A A wE &E, Al M 9 kS 8 VleEe] MEdE A2 Ik
V2XE &8 AE&TPAFS i ASTPAFET U5 B HEE MEOE A& "Eﬂx}%‘:«l Al A
HE A vre] gAof el 115 43, FAF 7 AR, A 77 AR 2 ASE AR 55 B HdE 3
o] 7}s 3l ATt} (Ahn et al., 2019)

V2X 7]Eo] AT A 7 QAR FAHHA v2X B FAlof tis) A7t &ds] X
ATk Ak UES F A Bk Zeholal (A g FA 7] 719 ¢Edt F)oll AHEEE v 71
of gk A7 XY= L (Biswas et al.,, 2010) V2X FA1¢] TheFet A3 Bk W28 A3t (Karagiannis
et al, 2011) He+H& BASH] Y ks A w4l ER/SHAIT (Amrita and Mauro, 2019; Weise, 2011) &}
g atFo]l VaxX9l EEVF 2 AEFYA2HA V2X 54 BEY 1o R Qg AP Al o
3 A7 wzlsitt

V2X9 o257} B ALFHA 2N VX 1A 7 B2 = Qe A wxE TARA 7|29
Aol AU =32 4 I AXE AE S JEY vAlF FY V2X 75 LAFOE A% A 9
ol EAT 5 Adok weA] 2 A AT 5 JE A 8 B Al2Ee] HgA Fotel i AT
7} ¢ = ofof gt

N

~

2 =Rolde AeFPAge] w2 AU eE AAst VaxE 83 AEFPA 2T ] Aulx A
Ueles A9 siglen olF 7MoR Vs EEstal Vax9 ¥ 8Rl& E4st 22bEs Heolskil

o}, 1S026262 Part3 ZZ2A|AE &85} HARA ¥ 1A FY Ayg| 29 A
oz gt A oF FRlste HF FFES AASAT
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2w Foldl BAAIA FYSHe AL Fapl, B

AA et vaxel FY3 AR7E 7HAS W V2X 5418 no|&Edtta 713l Lvd 79 Z} EA]AE“ =
Aottt

SEIIAN =" 3 AAE B3l AAR ARE Ve g FE AES A AlLE HAE] %
AE AFsAY 58 2XE FHshe A2HOE FE AIEE AAATh TE APEE AHS
B3 dEEe TE 43 TE 37 /MeAS B3 oo tigk HAd A& FYFoEH FES &
93] 3AsAY FES AT F fle Aol S S 2XE AAT Ao oY 2XEE AE
o] 714 dukAlolH, 2tF 2FE FIAAE TES IFT F Uk V& AFolA Tkt T3 A
FE JAITE A &3] Y daglEo] A=A (Ararat et al., 2006; Lee and Peng, 2005)

o] = A A

Q & T8 AR Agste] AZF BHAA F
= YREE dAdste Wiol dutdolth Al BHAA FE APEES Adsr] A EEQd HHS
THW (Time HeadWay)$} TTC (Time-To-Collision)©] 1. £ =FA= £ 53t S= AIEE IS
o TICE Wi &g Ank A &5 o= F=o] TA|I7HA F& AkEe Ueld+ setrEE
M TTC #rol 22 4% FEo] 93t & 93 43S vtk

A7IA 0,2 FE WA FLE B S0l 4,2 FUF iAotk A AgFe] S FA
A717] 918 A8 7ke] TTC Bt} & A-Soe A< 53l T= 397 7Fs3kAR TTCR Y 2 299
= AsHeZE S5 J9T & gk

AA e AE FESH] A W o R V&9 SEIIA2Ho] F2EH] ofHE 4¥E V2X BAS &
L5 A&FIN 2O R Bkt FEHE FAEHUT Lvd T3 ALFPIAN =L v2X 5AE &83)
of Aol 4l &K (SPaT, Signal Phase And Timing) ¥ ©]&3] X (BSM, Basic Safety Message / PVD,
Probe Vehicle Data /| RSA, Road Side Alert) 55 Al gwo}l 25 wA2& FPT w] A-EFPA| 2wl A 2+
o Ao 2 HES JPHEHTE AlE HE (SPaT)= AAIZE 4AlE ARG Augtol dA) 48 T83 o
259k Fe AZRE 7RO R AEFYPA oA F3 o RE A Ao d HHE 51 TE AP AR
RSA) T F= A ARE dgitol ALE AT F JYEE ASFHPA 24 F8 RS A, Ao
2 HH5e s 7|2 b AR BSME FH Ao YXE JWto g wAE7HA9 TIC (Time To
Collision) & #HT3t ALLE 30T F JEE AEFHPA 24 F3 ARE Heh, Ao 9 FHES 7}
Atk

2. M3 mAZE 4330 AlUzZ|2 He

SHEE AEFAL 710 B olel P9 4ol Wol EAUG. W% R Wt =2

ol

of

[¢]
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=2 %"3%%01 JH kAL AJAIZEZE Wstele FAREREo]l EAlSH AEE 3HA] Fdske Baal, Ak

2k, dHlntEe] EXlgte WARE o8 ASFYPA 2" O] S A7} o Yok

I F =F REVF 52 BAAY 25 AR E FYche AFE AAEEL
B 2Age V2XE 8% ASFAFe|n R e HYE0E AR fgE

e FHE AAE F gAY v2xX F541S 53] 23 OBU (On Board Unit) B4l (V2V, Vehicle-

to-Vehicle)2 3l A& AR = RSU (Road Side Unit) B4 (V2I, Vehicle-to-Infra)2 53l AEste] 223t 4

5 FYste A waE AuEe 3 AR FE AP wAE AU E AAEAT

A5 wAR AU e8] ZEAAE o A

> o
K
N
=2
2
>
i
gl
5&
Fl

AAE (@)X RAE (@Q)F AR E AR wakRel Y

2. BAZ U X3 AxE 233 9 2o BSMS 2431 OBUE 413811 PVDE H4:35lH RSU

= g4l

3. TSColl A= AAZE 4l

4. RSUE PVD BE 9 A5 FHE AE | A2

5. B 133%e AAdAL $E8 Adde TE €nYFe FNE AR AR, AF A 2 £ A4
X S92 TTC (Time To Collision)S A4t & $13 LA Al RSA HAIAE A3t RSUY AlF

6. RSUE RSAE F°413}31 SPaT/MAP/RTCM/RSAE- A

7. A42k= RSUERRE FAE AEE B8 739 £ 58 A Aol 9 HEsto 45 39

. Surrounding
ol

« PVD
PVD
® @
SPaT
@y — @)
T PVD/SPaT ) - )
@ RSA SPaT/MAP/RTCM/RSA
® (&) SPaT/MAP/RTCM/RSA

<Fig. 1> The intersection scenario and the service scenario procedure

3. V2X MAIX|Al "ol

HFAEA7 S SAE 12735 EEL 70T WAA Ae BHSA wWAA ] FF whet vaver v
o 7% FRol Jbsate, vav WA A9 4 e R 91FeIT var vAAY A FA 4G AR
& TR, (SAE 2016 V2VSE V2 W1AA B9] U5 ARE AL AE 905, ol WA
4 4o meh P BHol Gk 5 AUk ofeh Eol WAA AT vaxere] WA Bl
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<Table 1> The definition of Message set

Message Set Description V2v V2I v

Basic Safety Message (BSM) Safety data related to vehicle status information 0}
Map Data Conveying different types of geographic road information (6}
Signal Phase And Timing (SPAT) | Conveys the current status of one or more signal intersections (6}

Sending a warning message that caution is required in case of

Emergency Vehicle Alert (EVA) an accident with a nearby vehicle 0
Used to exchange vehicle status with other segment (typically RSU)
Probe Vehicle Data (PVD) DSRC units to gather information about general vehicle driving 0]
behavior along road segments.
Road Side Alert (RSA) Alerts users to surrounding dangers (0)

Messages related to the Radio Technical Committee (RTCM)

RTCM corrections (RTCM) standard for maritime services (0]
Signal Request Message (SRM) Messages sent by DSCl?-equi}med equipment to the RSU at a 0
signal intersection
This message is used for communication between the roadside
base station and the vehicle, and includes information such as
Traveler Information Message (TIM) the condition of the surrounding road (construction, cleaning, 0

advertisement), and is a message used when the roadside base
station informs the adjacent vehicle terminal of the condition of
the surrounding road.

. 24% Aol @ A% 47 999 £3

15026262 Part3 EZA|~E 283 HARA (Hazard Analysis and Risk Assessment) H'H-& 7]l tfa &
o} 22HF, A 22| P YL =E3) Situation AnalysisE T3 oH T A YPYo] =EEH=
_]

al
A FASH HFHORE AFak b 744 FR ASIL (Automotive Safety Integrity Level)

tlo
i)
oX
e
kv

Function Malfunction Vehicle Level
Definition Definition Hazard

Severity
Exposure
Controllability

Situation
Analysis

<Fig. 2> HARA Process

B Ao = 1S026262 Part3 Concept Phase ZE2A|AE B-&3lo] vaX 54 7|uke] A&F3pe] AE
AR FE3) T Ay Qo ek 7152 A 2lskal No or Not, Incorrect, More, Less 53 22 7fo]|EQje &
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<Table 2> The Definition of V2X Function Based on Intersection Scenario

Service Function Description
[FOO1] Providing signal information | Providing signal information (SPaT) to avoid collisions with vehicles using
Cooperative for collision avoidance signal intersections
Intersection e .. When entering an intersection with a blind spot, the center provides collision

[FO02] Providing collision risk
information in blind spots

Control Service risk information (RSA) with other vehicles using the intersection to

surrounding vehicles including the ego-vehicle.

225 Aol HAZOP 7|HS E83llon &3 71
QAT =22 3519 T HAZOPY Guide words <
& ou|sh= IncorrectE o] &3t ol Eo} o] F8

<Table 3> The Definition of V2X Malfunction Based on Intersection Scenario

Malfunction Hazard Description
[MFO1] Not provided signal Collision avoidance is possible by avoiding collisions with nearby vehicles from V2V
information for collision - BSM messages (vehicle status information) even if 12V signal information is not provided
avoidance while driving at a constant speed at an intersection with city signals in clear weather

When driving at a constant speed at a city intersection in clear weather, the red light
[MF02] Incorrectly L signal is incorrectly provided as a green light signal as an SPaT message (signal information),
: : . . Side impact . . . . .
provided signal information hazard and after entering the intersection at a constant speed instead of stopping, the safety system
for collision avoidance of the autonomous vehicle and V2V BSM message (vehicle status information) to avoid
collision with surrounding vehicles, but collided with slow deceleration

When a vehicle with a risk of collision from another direction within the intersection

Side impact | does not provide collision risk information when approaching, after entering the intersection,
hazard | the autonomous vehicle safety system and V2V BSM message (vehicle status information)

avoid collision with nearby vehicles, but due to slow deceleration crashed

[MFO03] Not provided with
collision risk information in
blind spots

At an intersection with blind spots in the city in clear weather, there is no vehicle entering

at a cruising speed, but an 12V RSA message (collision risk information) is delivered

to decelerate unintentionally, but the autonomous driving system avoids an accident with
a vehicle following from the rear

[MF04] Incorrectly
provided with collision risk -
information in blind spots

M

3. 1 7d B4

o2
A

ISO 26262 31 LMt IEC 615083} 22 7] kol tiek £ 7222 FAl FAld 488 + 3= 1L
d BEES FYsIT 15026262 HHE 504 2 3 FAl B dlolH dFe] e 1 RES Aol
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(ISO-26262-5, 2011) IEC 615082014 4 FA9 14 R & Aottt (IEC 61508-2, 2010)

NHTSAE #13te V2X EE9 $FAE (bHwhe ZRE oy Filojy &, go|™ #d o]
ZREHAAY T%Qi WA et 95 9)2 (External disturbance), 3t=go] 14| WrE 1 Rt 2 A3}
Atk ZE2AA EES WY FHEF 1, AZEdo] A, stEdo] 1R 1Y REE AT o]

of tidt /g 8¢9l (Casual factor) 0.2 AY FoHF VAL 3to)/Z-/ o] &) HAstH, AZEY o A%
< FAAR AE A daelE F& SZES

FE B9 Ao = 36}“1_ stedlo] 132 nlo]la
EAEEY 7IAH 14, Wy &F, Wi EolH oF, 2z W3 o F 1z HeHE A SH T
2k AT 9 82 T4l W 1%

¢l (Casual factor) .2 52 W~ 13L&

A2 etk Bacek et al., 2020)

=g @46}% ool thE 9% 2

LA
W2 S (overload) & WA 27, WAA $FA7] 1402

<Table 4> Failure mode

Component Failure mode Causal factor

Message Corruption

Message delay

Message loss

Unintended message repetition

External control input or information wrong

. . Resequencin;
or missing and external disturbance q g

Transceiver

Insertion of message

Incorrect addressing

Asymmetric information

Blocking access to a communication channel

Hardware fault Internal hardware failure

Convert different Encoding/Deconding method

Processor Hardware fault Timing clock fault (GPS)

Power supply off

Failure of the message transmitter, receiver

External Interface Bus Short circuit to battery voltage
Hardware fault —
(Ethernet or CAN) Short circuit to ground

Broken wire

4. I& Fg AlLz2[

STAE, ZE2AA 9 QIEFH ol AR St 1 {3S Bosith ZEAA QEH ol 2~ SHES
oo 1 F¥o] FE olFH 1AS FYsH v2Igt vave] FEI BARle] nAlFe oA AT
Aste] B ATl A vaxe vaiel vav wWiA A Aol thet 4s Het BAE V|RICE 7|5 SAFoR
g AAEE EA3] fall FralE 1 el ok 18 F AU s A ST

AR 1 §8 F tedo]l 2 taElAs AHAQ] 1 Fol ThestAT AdREA T A
Y MHA T ol E V2X WA A HAHom 1A FUsH A SAZE EAEHH A WAIA] L (Packet)
e

2 dlY (Headen)oll 11782 FUst] S wWAAE Al
(o)
H

[e]
WHoE SR 1AL BASG
AN 14 482 et 2ol Aofste 1Ae F s

S 7159 eAETel $AE Holsar
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1) Message Corruption

S8 HAAN ) EA g WAAT ATE A2 AR HOZE (Payload)ol THE H1IL T
Fejo] 1ot AE wARE o] &dt= AFHe FE AL 39E 97 AE AR (SPaT)oll A WIHE A
B RE 228 e YHE RS WAs 13 FUL sQon), Yt BAeE 3 A9
A AREES o] R TOE AR 25 9Y AR RSA)F YA FE YHo] Atk WAAS WA
o 1% FU& A AT FF T ZEF HFE (Incorrect) A3 Fejolth

2) Message Delay

A F71EG =A AT AlSEH e A2 AR Rl =R e Ado] B s ol
/\W A F71= 10Hzo] 2L A F71¢] Bk = AFstes AdS 2Ast 1% FUe
AE 78 T AR AT Noo| Feolt.

3) Message Loss

HAA] £ A, FAE AR dF Ze AAE EdFE ASE fAA giZ "AAd gl 2ls
AR (SPal) 9 FE A HE RSAE FAHA FEF st 14& FUAT 245 18 & BHE 1]
Al (No)| Fefoltt.

4) Unintended message repetition

oA e WA e HESE 9w WAA TZlo] QujolE HA) % A5 HR (SPaT)e] o] ol
A&ste] Hhashs ek O Aol T2 Aol JAHAR o]H e A T= Aol Av= F= ¢
F AH RSAE HHESle] 1S FUSAT 24 FE T ZARE FE (Incorrec) ] AF-o] FEjolth

5) Resequencing

ZH5E A2 9 (Sequence Number)7} E3HE wA[A o] A2 wAA] &T] B F Ad2: W7 &
AF oA HA 1S FUNHReH 25 FR (SPaD9t TF HAF AH RSA)ZF HIFAEH A {3
< AE vAlE No)o| Fefolt.

6) Insertion of message

=A G HAATE F7 Y 7]1E] HolH #&3t ghol
2ol (Length)sh 24| BlolEle] Zolzt R RE= v 79
(SPaD) ¢}t = 98 AR RSA)Z} vlATH 23%F 3 F

A= A2 AR 3E AR do]E
St 3 o] HXA| golr] As AR
X uAF No)o Fejolot.

ox FUIO ﬂiﬁ

7) Incorrect addressing
Sealne] AR AEAAL Aed 92 WAA dEe B Typoe WAA A& wAA Sao
E Bele WAs 1ge FASAY A5 78 5 AE VAT No)o| FEjelth

FE

8) Asymmetric information
SAZE viAIA g AR WAAZE BT "Ej o] 2 SAIE WAA] slE o] WAA]l Zojoh A%t

P

]
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Aot st BHet doly JrIF dASHA Bot iy
#8 5 AR vAF Nojel

N7 ddel WA AolE WAse 1Ae
®RSA)7} BlAIZE O 9AE

& o
o] HA| Fob A= HH (SPaDt T= Y HH

ol
9) Blocking access to a communication channel
520 A Aol ARHE A9E 5% AA2 F A AR gle) S HA YRS 1FE 2
sto] WA Alo] SFAHA S TSN eY s F3 T AR vAlE Noyol FEjolth
<Table 5> Fault injection
Casual Factor Fault Injection
| | MSG_Movement_| MSG_Movement_| MSG_Movement_| MSG_Movement_ | MSG_Movement_|
B 7 v B w7
0013 80 c8 00 02 80 00 00 fa 0104
Message Corruption —
[ wso | wsGEwen | wsGstatet | MsGsuatetd) | WsGstate(s) | MsGsttow |
0013 80c8 46 92 8000 00 fa 0104
TSN NN

Message delay Cm om @3
e e
Message loss m m T i t
N SN T ST N
RTEE -~ - T -

Unintended message
e ]
0x00000001

repetition
0x0000

0x1001

0x1609
Type Seauence Length
P number 9
0x00000001

Resequencing
0x1609 0x1001 0x0010
I T T T e S
80c8 00 02 80 00 00 fa

Transceiver
0013
[ oo | woo cem | o vty | o et | s s | s s |
80 00 00 fa

Insertion of message

0013 80c8 46 92 0002
T |
0x1001 0x0000 204 0x00000001

0x1609

Type number
0x00000001

Incorrect addressing
0x1609 0x2000 0x0010

204

0x1001

0x1609 0x0000 0x00000001
0x0010 0x00000001

Asymmetric information
0x1001

0x1609

Check wave 0x0001 0

-

0x0000 0

Blocking access to a
communication channel

Check wave
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5. ASIL &Hd 2

ASIL2 B8l A4 %, =& &, Ao 7bsAe 58 2dste] sttt g A4=E vehd=

2 o

w2 S0, S1, S2, S3E YERHM S0 AMaL Al A7 §le AE ek S3E Aol AFs A Al

2= WA A3S JepAth A3 A4 EE B9sly] 93 SAE 12980 (SAE, 2015)2] 4= #3HAV)

Fall AAE RS Zaste A A4E S A8 FE S5 ok A (0F 2ok A4 Ave T
E g £5 ¥skE Je I, ml2 TF AFY A% mE 9FE A A%, v SFE AFY &

A &R, e HEE A %E A EEE YepLh FE Al WHEAS 59 2L 18EHA °L9,k°t4

3% &5 9 o) 4 9 &% WS ek

=F N5 SH2 EL E2, B3, AR 75T El2 v S A NES YERfal Bas g w2 3
ERA T 1S0-26262 THE 3 FA] (ISO-26262 Part3, 2018)2] H-2of Z3tHolglE w3 WT A S

rE
1m
i

o A 7S 250 WS Al Al TS YERYE AEE O, Cl, C2, C3E T&H
U Aol 7Hed AEE UERY 3 Aot E7Fsd AEE UE B =EeAE A
2 7Sk AT AHFH R HAE A gornE 2E C3Z 4HF3Ith

A

1. AlEg|olMd

ok

3o A EAME V2X 715 1S FYst DAMAA S ASE] s HILS 37 2 AARE AEs)
At} HILS 3742 dSPACEAMS] A& =d =1 = 4 53 V2X 2§ (OBU, RSU), =
ZAA BCU ¥ (ASN.1g &% JAIGHIdhE FAHM, IZAFYES 98] Matlab/Simullink2}
ControlDesk & 153t 725 184S ZARIAT. HFd A& 7]5S F33H= MotionDeskS

ool AlEdeld 2dE FUsth

Message set

SCAEXIO f&:gggﬁ;’z‘_ﬂ Autobox (BMS, PVD)

Velocity, Position
Acceleration, etc.)

Surrounding

Vehicle (Steering .

Angle, Velocity, Encoding ,
Vehicle model Position Decoding Message set

Acceleration, etc.), {RSA, SPaT. EVA)
Traffic signal.
Objectinfo.

<Fig. 3> Simulation Environment
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2. AIE8o|M At 2N

1) A= S|IE 28t AS M HMIe 2&E ALzl
A% 392 93 A5 AR mAFE MDY A HE 12 A5 wxEE AU LS A%
o V2XE A AF FH7F ] wEdd i 7] ALFHA AL AT AAZRE 5
V2v 7]ke] BSM HAIAE B3t FH A dH JEE Bt FEC] HASA EodTh
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<Fig. 4> Scenario and simulation results of Function (FO01)
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<Fig. 5> Scenario and simulation results of Function (FO02)

1

AR FENY AR AT MF) Autel ot B4 A2 A kmhe] SER FU F LA A

R

Vol.20 No.6(2021. 12) The Journal of The Korea Institute of Intelligent Transport Systems 309



TAZ ALl 7|8 V2XE 283 REF A YHY 24 2 DHAY AT 6T

Aol AT YTHI AR AFH] A G ALol WS TPl FESH A
FE Aol AT & Aok

3) AlZzilo|d Zzt 24

3% I E AT A5 AR HAE MFDS] A9 AE BRI AFHA FUAT FES I3RS
A A EE QMOE AHEIG o AF 39E % AT AR AF MR AF AAZE Al
AY FFE ATt =& PE0 R FE L5 AW DE v 4376 kmhE FE3I Al A4 %
S20.2 AAEATE AZAY FEYY AR AT MF03)S] A 2] nAE FE 93 ARE AF
A ZPA T AR E AYsta vav 7Iuke] BSM HAIAE Fote] FEAHOZRE 3emolA 9F 4
Horate] A3 9 S 93 098gE £ zju_i T $57F Adaste] e v 26,14 km/hE FE5H
3 AAEE S102 Atk AAY SFEAY AR AT MF4)Q F A AFol FE A3
B A &R 098gE AFS to= &3 xk%k—% AA 718 A-gFgatake] AN ~E R AFS

of FE5 ot 43 AAEE S0 AT

o ox o A rff K H

9‘15

<Table 6> Simulation results for malfunctions

Malfunction Collision speed Delta v Severity
MF1 0 km/h 0 km/h S0
MF2 43.76 km/h 21.88 km/h S2
MF3 26.14 km/h 13.07 km/h S1
MF4 0 km/h 0 km/h SO

Algdold AFAZTE AAHE el AAEE 7Ne g ASIL Tue AP thedt 2k

<Table 7> The result of HARA (Hazard Analysis and Risk Assessment)

Malfunction Hazard S E C ASIL
[MFO1] Not provided signal information for collision avoidance - SO E4 C3 QM
[MFO02] Incorrect provided signal information for collision avoidance Side impact S2 E4 C3 C
[MFO03] Not provided with collision risk information in blind spots Side impact S1 E4 C3 B
[MFO04] Incorrect provided with collision risk information in blind spots - SO E4 C3 QM
MF029} MFO3 22H5 Alutg]2o] Algdold ZA7s HH, 24 FYL 5 VI vAA ZFoz 0%
o] WASAAT V2V WA E T3l Y-S AAStL AL 3|9Eky] Sl o m s A4 ETL dho}
ek AR vaX BEC] nAo g ke VaIek Vav B YIS wAE A4, ofef Ao Astel 9

W4 Wb 99 Aol AT Aol

<Table 8> Simulation results according to failure mode in the intersection scenario

Service Function Failure mode Malfunction ASIL
Cooperative [FOO1] Message delay
Intersection | Providing signal | Transceiver Message loss No or Not QM
Control information for .
Resequencing
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Service Function Failure mode Malfunction ASIL
Insertion of message
Incorrect addressing
collision Asymmetric information
avoidance Blocking access to a communication channel
Message Corruption
- — Incorrect C
Unintended message repetition
Message delay
Service Message loss
[F002] Resequencing
Providing Insertion of message No or Not B
collision risk Incorrect addressing
information in Asymmetric information
blind spots Blocking access to a communication channel
Message Corruption
- — Incorrect QM
Unintended message repetition
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