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Implementation of University Point Distributed
System based on Public Blockchain

Se-Hoon, Jung*, Jeong Hoon Kim”, Chun-Bo, sim'’

ABSTRACT

+

Most common web or application system architectures have central network. As a result, central
network can be supervised and controlled in all situation. And It has the advantage of easy to manage
and fast to work. However, central network have a disadvantage of weak to security and unclear. In
particular, many institutions used by web system be has many problems by central network. In this
paper, we proposed blokchain technology based on ethereum to resolve of problem and trading structure
that arise in cental network. We propose a decentralized application based on points including
cryptocurrency functions and smart contract to the advantages of blockchain with a decentralized
structure. The results of the performance experiment are as follows; It has shown the advantages of

reliable use and security in a variety of environments(Windows, Ubuntu, Mac).
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Fig. 1. Configuration Diagram of Ethereum Smart Contract,

e

HES ESHOIDIB (& ZOIE 24t AIAE i 257

olel g AHE] Y 2vhE Ake A4zt Ad
o sl FEE o] MMH A A 482
5 Slth B3] ATlE Aloke A §37] F& Hops
Ackel W97t F3, Ao, AAHolx, 22
3} 2 Eo] s Hold = Yt FopoltH13,

2.4 HEIOIAZ

EAQ A3 (wallet)& EEAQI AR s
%{r?/]ﬁ}% Zigko] obd Ag-ALe] JNQIIIE A Sk,
AHE2HE tAls] ERAHE A S Broadeastd 4
Atk ol oulof| A A|3F-e Yuk ALEAe] EEAQ)

HEHNIZS 7P A A28 Holst & & v
(14]. Wigtrt2aE= ol gs Ad 24 &8 =21
F E=e it S5 BebeA e B4 ofEe Aol
YA 2=3k7] 917 25 S 22O Fig. 29

o] ilxl— zEgHe o]cqaﬁ %J:} o}g—ﬂﬂ]o]/\ﬂlrﬂ]
A JSON-RPC$} Web3 APIZ 2E § Alo]E9] 7t
v 23 PE #AEY2Eof F &3l £4b o F2]A o]
Aol EZARINA ¢& F U=EE ). mEpvt=a
= E=3 ARG A2le] IDE AP et #ed
AA AFER Bk o EE Ao ] ERANAL S
Potar Ao 281 & uw ERNHS
AY AR Aol EAARE AEY =
g QAEH 25 &&A A

3. A|AED M|

w
fm}
Job
El
K
ro
m
e
Ol
>
>
oz
4
0x

ot
Rl
e
re
m
e
Ju
é

—

My 2

e

s

ce

o

1> >

o
mo®oae e

(/AN

o
-

)

old el

217 9]

Aol 4

o) AT

WA, TEE
Ab

User”} &4k

i | B
O

2 om% il
_?L
2
“e o

2
e
N il

[ & (m

[0
-
)
=
2

M Fe

l'"m il
m
2
[
e
-
HE
B3
& m
&
Ga
EE
.
v

lo & 2 m
) rr

—{11
M

= HTML, CSS, JavaScrlpti
Aol Hskr] f1k 9 o]

Y

MetaMask
JSON RPC

Web3.JS
{ D Ethereum

Fig. 2. Configuration Diagram of JSON—RPC and web2,



258 2EIDICINES ==X M24& X25(2021. 2)

(" [Fontend |\ /" | BackEnd | O\ e mar N A A, AR AR UHH #JE A= AuE
T~ v MySQL v Solidity ﬁE‘—_m ==4 E HH:.L_"CT]— O]E] a o ;(]Z:}. _/]\_7]_ J,]_g] 11_7]_
] =] =
(SN =] = At AHEAE 9 Al E Y sign ups 53 B9d

User Database /i:’er:::gtk l:]— ]_‘g_;(]_g]_ 311:]_3]]]_9’] ;‘qa _I‘_z__i}\."é pS| 7;“}5 E].,%.jq_
l Connection - - 715]'1:]'
/JH;MaLS,C;:DS(S ¥ Node.js Ethereum
(=0 wallet
=1 - 32.1 AR Al ZEA 2
o

= o Fig. 49} Fig. 5= th8t EQIE 34 A28 A1$

el ) \ ) \ Blockchain )

Fig. 3. Configuration Diagram of Proposed System,

Ag A g W
o, AR HRE B

= A ¢l NodejsE FAHAL
Database?] MySQLE
sgom nA s 2nlE AE
JE E&3 olde ¢S By, #Eshe olde$ A
A vgnkaaE

WE = Soliditye]™ =

A A ZEA 2 A ZoH, Usecase Diagram3}
Sequence Diagram©]t}. User= Q1 E E4F o ZE]
Ao)dE Fostr] A= sign ups T3 LS
ZHdslior ghoh AR A" & 7k A Solidity® ¥HE
A FE F AEHNEY} A3t wepv
239 ERAALA gl o] YEdT

=20 Al A7k olgkE 715 (memberin-

g

EXA

Usere

Agn A Aol BT going anje dEdE @4 AE HER s

23 BIl0] FHojok A2ES &8 & JUTh 3 A7t Y= olgg o] ARFHE BEH2 U
A-g7re] A7t 7o) Bk YAl ER 1 7he)

E AA™ TR A 2 3]UIDE &3+ memberindexing®] el %

A A E Al 74

admin .

X

stude.nl AN Q

% T |

staff

2= dA wEk2A7}
SE25ojok 3ot vElnlagE 28] B T2
FFat= oltgl g A 3tolth Usere 371412l

A AR, A GEAE UE uploadE F3l
Usere XRIE 35S 9 AR ES dY3ts H &

oty 5T Y FH, W&, HRUS A3}

‘

Rl

uncenfirm contract search

HRC

«confirm contract
confirm contract search

- --------------------------
umcluc b sincludes

----------------- transaction contract search

w@xtends

“wincludes

.rl"’ludgw

lnclucev ancludes

mr.luce»

sncludes

Fig. 4. User Usecase Diagram,



=
lir
Ju

FOIE 2AE NIAEL Dt 259

sign up contract sign up certification

user I

\ login certification

upload

activity search activity transaction

upload contract certification ‘

i1 sign up contract Attempt

2 - sign certification Atterript

sign up confirm

S R

12 : activity contract Attempt i

; 4 sign up result

H 5 - login Attempt _ :

e 6 login result’ :

H 7 upload Attempt :

: 8 : upload contract Attempt :

H 9 contract confirm

H 10: upload result

H {11 activity search Attempt | -~
-

13 activity result :

Fig. 5. User Sequence Diagram,

AZFF4, AL E
E 3 me YA
%”X}«l upload &7 A 31 EAdNA Mo WA
g s B5AQ el AHgAH] uploadi el ¥
=HbTh oA activity® AFEAT 4R ES Y
glom Z+zho information® EQE 9}

EE ¥ F e gHelAeH EEA
2od Y99S webdjsE 8 A& &9

| admin

| login

| admin unconfirm search ‘

1 login Attempt H

4 : unconfirth activity result

! 5 : admin activity confirm Attempt!

admin confirm

;
19 admin confirm search Attempt |

Eia=

322 YA AE ZEAH 2~
Fig. 62 &8 A Segence Diagram . = St 3} 3Y

AL GEATE ZRIE AHE QRS YHES

< 3l7] Y% A Z2A et BElAE Admin

Hol Ao H&Esl JEEH ZE HRES Il

& g AT FYA A ARE S F

29]

2~ (e}
i

admin confirm contract admin confirm search

| ‘ 6 : admin confirm contract Attempt ¢

i 8 : admin confirm contract result

7 : contract confirm

10 : confirm search result

Fig. 6. Admin Sequence Diagram,



260 ZEIDICIOES =2 M243 K25(2021. 2)

g A 2ntE AEWEY] confirm3rt Ay At
confirm¥t<=2] W9 =43 & A 3 £JAE Y|
oo B9 AR YA £ AR Yoz o
sto] A AstA A

323 Nz" 2Y2 tolojad

Fig. 7& A A" HEE EEAU7|T =
IE B4t o FA ol F89 Class Diagramo] th.
#e Aot Ak AFEA(EHY, gRah 2 U |
A, T A} 71Eo.2 #E A= login, admin® home
Tt o] &3t} Al wE AnE AEHNET} Wi
A HiERE olH Bl AZF4U #EjAvt HER
sign up ERJE HZ =11 uploade} AHE IRJAE
g B & A& activitys A7t Ao}

#AE A= A9 id, password, address(T EFof2~
3 A FAAEE 9L 3 loging & F AT
loginAl &8 A+ homed adming AFES $= Ao
™ home®l| A= Database®l 4] A= o] = name
£ Y3 H 3 weblethgetAccounts()Z A ZHA
A& zhol school_id®t addressE  weblethget
Balance()Z ethurum< contract.balanceOf)Z X

school_id, file_hash, point2 X3l %9l AnlE HE
HWEQl contract.confirmData¥ I AEE 5T
contract.transter (35 A3}, wHef TAE

Ho] SntEA ol AEA=
ot AFHEAE adming Al 93
o \1A E5AQ Hell AEAEY H R
23l school_id, passwordE 7] ¥t 2m
W E contract memberindexing ()& 3 71Y4< 3}
I MySQLO & nameZ7tA F7}4ste] A 4Hgtt. login
o= FelAket 2] id, password, °1H gl A7}
FAE 7Yt 2L gtk sl JEE MySQL
of &d A ARE gro} vlwste] 2Rl
o} & uploadE ZERE FET HHQ £EQ
category, name, school_id, address, createDate, fil-
ehash, contents& 7143l YE=3Th 2=+
contractuploadDate()2=7tE ZAEHE 2 A3
HH JEESE Aol 2% ARe oW 5
o] Fd. homeF&e #FE A9} 2T} activitys
web3ethgetAccounts()Vg &3 A AH-8F< A
AR BRE B contractbalanceOf) = ER)
EE 58213 contract RequestStudent()= ERQE

ﬁ
nd
fm

JEE ¢ 4 Uth admind YHHALEA7L ZRIE Wl infoot pointE B9} &3
=208 WA Requesto] HIE &5 53 address,
register login upload
+string id +string id +varchar name

+string password
+stnng name
+int school_id
+address address

+string name
+int school_id

+contract. memberindexing()

+string password

+string meta_addr
+int memberType

+int school_id

+string content
+varbinary createDate
+string filehash
+varchar confirm

+addUser(all)

+authUser(id, password, meta_addr)

+contract. uploadDataStudent()
+contract uploadDataStaff()

+web3.eth.getAccounts()

home activity admin
+string name +uint index +uint index
+int school_id +string info +address address
+address address +uint point +uint school_id
#int ETH - ) +string file_hash
+int HRCain +web3 eth. getAccounts() +uint point

+contract balanceOf()
+contract. RequestStudent()

+string confirm

+web3 eth.getBalance()
+contract balanceOf()

Fig. 7.

+contract.confirmDataStudent()
+contract. comfirmDataStaff()
+contract. RequestStudent()
+contract. RequestStaff()
+web3.eth.getAccounts()
+contract.transfer()

Smart Contract Class Diagram,



contract ERC20 is MembershipSetting, Upload
1
using SafeMath for wint256;

string public name;
string public symbol:

uint@ public decimals:

mapping (address = > uint256) private _balances:
mapping (address = > mapping (address = > uint256)) private _allowed:

uint256 private _totalSupply;

event Transfer(address indexed _from, address indexed _to, uint256 _value);
event Approval (address indesed _owner, address indexed _spender, uint256 _walue);
constructar() public{

nane = "HRCoin”;

symbol = "HAC™;

decinals = 16;

nint (msa.sender, 100000 + (10 ++ 18));

+

Fig. 8. Creative Code of Token and Coin,
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Table 1. Implementation and Test Environment,

Item Content

(ON] Window 10

Smart Contract Solidity

Distributed Computing

Platform Ethereum

Database MySQL

Server Node.js

Web HTML, CSS, Javascript
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Fig. 9. Implementation Interface.
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Table 2, Comparison of Feature Between Existing and
Proposed Applications,

Ttem Proposed Exisiting
DApp Applications
Security High Normal
Transparency High Low
Speed Low High
Forgery Impossible Normal
Network Distribution Central Network
Network
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Fig. 10. User Interface Process.



264

ZEOICINEE ==X M243H K2%(2021. 2)

Admin Interface Process
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Fig. 11. Admin Interface Process,
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Table 3. Performance Evaluation of ecRecover Rate

(Recover Success Rate).

Item Chrome Firefox Opera
Windows 100% 100% 100%
Ubuntu 100% 100% 100%
macOS 100% 100% 100%
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