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Abstract The needs in terms of wireless communications are growing up both for civil and military
applications. Therefore a constant improvement of this technology is required to meet customer
wishes. One of its main shortcomings is the inefficient use of the spectrum in which a large part of
the allocated bands of frequencies is unused. Since communication is crucial, spectrum shortage
problems can lead a multi-national and coalition operation to failure. Cognitive Radio Networks (CRNSs)
are a promising technology which continuously analyses the spectrum searching for available
frequencies. It can solve this spectrum issue by avoiding interferences, improving system-wide spectral
efficiency, robustness to dynamic conditions and allowing more spectrum flexibility This paper
specifically analyzed and presented the application of the CRNs in the military operational
environment, and presented the appropriate method applicable to each actual operational situation.
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1. Introduction a fast and safe communication system. The

military is what we call a « primary user », it

The success of any military operation relies on .
Y Ty op means that units have an allocated band they can

the communication. Therefore the military needs
use as they want and when they want. However
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some situations require high data rates they
cannot reach with their own bands and other
frequencies such as UHF can be more appropriate
for their applications [1]. This is one reason why
the military develops and try to adapt CRNs to
their use. But improving the spectrum utilization
remains the main goal [2]. Obviously, messages
and data transmission in the military Operation
Environment are likely to be sensitive and the
main issue of the use of CRNs in this context is
the vulnerability. Interference, espionage, or
various types of security vulnerabilities caused by
spectrum sharing cannot be ignored and must be
improved [3]. Likewise, the communication
reliability, the high data rates, and the multi-hop
cases are as well issues to take into account.
The present document consists in a
comparison of CRNs' solutions in various military
situations. It based on their abilities to respond
to soldiers’ needs and to support a range of
services. It is organized as follow: first the main
differences between military and civilian CRNs
will be discussed. Then in a second part, an
example of classification of the military CRNs
will be exposed. Finally some scenarios where
CRNs might be useful and a good alternative to
other traditional means of communications will

be provided and illustrate the classification.

2. Differences between military
and civilian CRNs

2.1 Spatial and temporal variability

The first step to wunderstand a future
classification of CRNs for the military might be
an analysis of the military needs and resources
compared to the civil and commercial ones [4].

The network of antennas blend into the daily
landscape such that we barely see them anymore.
However, they reflect the massive infrastructure
wireless

that civilians benefit for their

communication. Obviously, such facilities are not
available in a military area of operation even if
their wireless communication needs remain real.
The military require communication between
mobile platforms without any infrastructure. To
compensate this lack of infrastructures, the
military use multi-hop networks [5,6] as opposed
to the one-hop civilian ones. A multi-hop
network consists in multiple intermediate nodes
that receive and transmit data via wireless links
but not requiring common infrastructures or
centralized control. Avoiding a single point of
failure is indeed one of the main aim of the
military CRNs. The benefits of multi-hop
networks are many:

-The communication coverage area can be
extended, thus solving the issue of temporal
and spatial variability.

-A higher throughput leads to higher data
rates which is a priority for military who need
fast and efficient communications.

-Creating multiple short links requires less
transmission power and energy and thus
limiting interferences.

However, this multi-hop network scheme
does not have a strong theoretical foundation
yet. Currently, engineers struggle to extrapolate
performances in one particular environment
compared to networks requiring only single
pairwise links.

To deal with the spatial and temporal
variability the army does not settle for multi-hop
networks, it goes beyond that with multiple
heterogeneous networks in a same geographic
area operating simultaneously. Yet, such
networks are used in the commercial field but it
does not deal with a dynamic environment which
represents a significant difference with the
military use. Multiple heterogeneous networks
represents a real asset for the military. It would

permit them to connect various unit echelon
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each other and the different networks could be
adapted to solve security problems and increase
the communication efficiency : if a network is
under attack, another one can replace it so the
mission will not be jeopardized. Similarly, if a
piece of critical information has to be sent, the
user can send it on every network so it will be
sure that the recipient will have the information
and the shortest deadlines.

It is worth noting that a multi-hop network
with multiple variants simultaneously in a
dynamic area is pointless for civilians and
commercial. It means that any investment in
research and development are done by
marketing company, and the military have to do

it themselves with fewer resources.

2.2. Security in an electromagnetic environment
subject to jamming attacks

CRNs are still considered as an innovative way
to communicate since they are still in the
research step. In the meantime, the aggravating
factors do not diminish since the proliferation of
emitters keeps growing up while the spectral
band assigned to the military is reducing. Added
to jamming and electronic warfare attacks, the
military cannot afford to misuse the spectrum [4].
Despite every solution discussed previously,
military has to focus on what is essential like its
safety for now, which means they must resort to
only well-known communication techniques and
not under development ones. To guarantee safe
communications, the military must focus its
efforts on short-term goals such as increasing the
efficient use of the spectrum to have real-time
information in a dynamic environment for
instance. Or have a perfect knowledge of the
spectrum availability at all times, be constantly
aware of the spectrum use to detect jammers or
any kind of threat and have more robust networks

to keep communicating even under attacks.

A major part of the military’s security threats
listed above are not an issue for commercial
and civilians [7]. This is why, despite some
similarities in the use of CRNs, the Department
of Defense is required to conduct most of its
research without financial or technical support
from the commercial sector.

To ensure the safety of military communications,
it is important to keep in mind confidentiality,
integrity, availability, and access control, which are

the backbones of CRNs security common to all.

3. Classification of Military CRNs

The flexibility offered by the CRNs is
undoubtedly one major asset for the military,
they are eventually adaptable according to the
environment, the battlefield and the mission. As
previously detailed, the military requirements
and the commercial ones are fairly different.
This is why being able to implement their
communication networks with such flexibility as
spectrum sharing and spectrum accessing
techniques for instance consist in a huge benefit.

To select one type of network as a military
CRNs, the previous definition of the military
operational requirements is crucial. As shown in
Figure 1, the military CRNs can be divided into
two cases where only the military frequency
bands it owns or both military and civilian

bandwidths are used.

The military CRNs

Military and civilian Military frequency
spectrum sharing bands only

{ Centralized | |{Distributed | { Centralized | { Distributed | { Hybrid |

[tadeilay| yoorlav) [ Hehied. |
(Underlay|  [Overlay) [Hybrid | [_____ St s

— —  Spectrum accessing

Fig. 1. Classification of Military CRNs
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3.1 Military frequencies only

Let's assume that the military only

communicates using frequencies already
assigned to the military. In this case it's more
difficult to distinguish primary users and
secondary users because the military use CRNs
to increase their spectrum bands not to
establish a hierarchy between the users. Military
frequencies only CRNs can be further divided
into three cases. It is divided into centralized,
distributed, and hybrid method.[1,8].

The first one is mainly based on a central
node which communicates with every other
nodes. It is responsible for the spectrum
allocation for each user and the spectrum
access authorization. Regarding the distributed
network, also called decentralized network, it
allows every user to communicate with each
other horizontally, they are all free to exchange.
While the centralized network enables a thin
organization for the command chain, the
distributed one allows a much better
coordination between units. However, the
centralized network is slightly more sensitive to
jamming. Indeed, if a malicious user succeed in
detecting the central node hence the whole
network would be out of service because of this
single point of failure. Similarly, distributed
networks are more difficult to handle. For
example, not all signals can be checked. It is
also difficult to be sure that all SUs are
communicating with trusted SUs.

Both networks are quite time-consuming.
One because the information must be assessed
and must go through the central node, the other
because of the information surplus, the time to
make a decision might be longer. Centralized
and distributed networks have both their pros
and cons according to the military requirements
even if the distributed one seems more

appropriate and way more safe than the

centralized one for the military.

Another alternative is to implement a hybrid
network that combines both centralized and
distributed systems. This kind of hybrid network
gathers the best of both centralized and
distributed networks and reduces the cons. The
decentralized part might be suitable for tactical
environment thanks to its mobility and the lack
of infrastructure replaced by a multi-hop
system extending the coverage radius. And the
centralized  part  obviously eases the
management of the whole network.

Regarding the spectrum accessing, there is no
specification in the classification because the
spectrum sharing occurs within the military
bands. They are using the CRNs so everyone
can access to a channel if there are too many
soldiers for the military allocated bands. Thus,
there is no priority issue and therefore no need
to control the spectrum access.

All of these centralized, distributed and
hybrid spectrum sensing specifications are
listed and compared into the following table.
The latter enhances all the hybrid scheme’s
qualities. The '+' sign represents good quality
and the '-' sign represents bad quality. This
table is specific to the military’'s networks needs
which are significantly different from the
civilian ones. This is why it should not be

considered as a universal networks use.

Table 1. Overview table of networks’ pros and cons

Centralized | Distributed Hybrid

Management ++ - +
High data rates 45 + +

Security -- ++ +/-
Interoperability + + +
Time effective - + +
Reliability - + +
Mobility - + +
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3.2 Military and civilian shared spectrum

Now, let's assume that the military needs to
share frequency bands with civilians. Here the
military are SUs among PUs, owners of licensed
bandwidth. Once again the flexibility offered by
CRNs allows the military to implement an overlay
accessing technique or an underlay one [1].

The overlay accessing technique prevents the
SU from entering the network communication if
it's already used by a PU. On the contrary, the
underlay accessing technique allows both SU
and PU to access the same band simultaneously
but under power constraints to avoid
interferences. The underlay accessing technique
might be beneficial in term of security. Indeed,
when the SU wants to communicate thanks to
the underlay spectrum accessing, he will access
the spectrum under the power constraints in
order not to interfere with the PU. This power
constraints consists in emitting only under the
noise floor which means that the identity of the
data sender will be hide, precisely because of
this lack of power. This weakness for the
underlay technique might finally become an
asset so the military can use a civilian band by
keeping their identity secret.

Again, one can easily imagined a kind of
hybrid accessing technique using both overlay
and underlay techniques [9]. Gathering benefits
from both techniques, the hybrid scheme might
be the best solution for the military in case of
a shared utilization of civilians’ bandwidth.
Indeed, this particular scheme consists in using
the overlay accessing technique but it might
allow to switch from overlay to underlay in
order to prevent the military to wait for a free
spectrum in case of emergency.

Obviously, for each chosen dynamic
accessing technique, the network can be
centralized, distributed or hybrid with respect

to the previous definitions. The most important

thing is to think of a network that maximizes
capacity. This is why the above overview table
is provided, to summarize and compare the
different types of accessing techniques.
Similarly to the previous table, the hybrid
scheme is undoubtedly in general the most
suitable option. Nevertheless, the study of the
needs of the soldiers must be done in
accordance with the mission they are currently

performing.

Table 2. Overview table of accessing techniques’
pros and cons

Centralized/Decentralized

Overlay Underlay Hybrid
Management + = -
High data rates ++ = Sl
Security s i o
Interoperability - + +
Time effective % g ALt
Reliability + + +

4. Practical scenarios

4.1 Military frequency only Scenario 1
Here is a situation requiring military
frequencies only, within a hybrid network
combining centralized and distributed networks.
As previously seen, military multi-hop networks
implemented thanks to CRNs seem to be
necessary to military operations battlefield and
meet soldiers'’ needs. They allow quick
communications between elements without any
infrastructures. Let's take the example of
drones. Drones are either remotely controlled
by soldiers or programmed to perform
independent flights. It is aimed at collecting
data or performing reconnaissance missions in
hostile environments or on the battlefield.

Thanks to CRNs and in particular multi-hop
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networks, a drone might be able to
communicate with other drones and to work as

a team to collectively carry out a mission.

Platoon B

SO

Platoon A /' A
Ya
Control Af A
Center , I
Drones
Network A

Platoon C

Fig. 2. lllustration of a hybrid network using
military frequencies only

Let us imagine an operation in a foreign
battlefield involving several drones that are
working together among a reconnaissance
company. If a drone is unfortunately destructed
during the mission hence, thanks to the
multi-hop technology, all intelligence and data
gathered by the drone might be easily
transferred to other drones. The mission can
thus be continued.

Finally, the network can be fully distributed
or distributed only for the drones and
centralized for other elements as shown in
Figure 2. However the multi-hop networks are
quite safe, robust and they are rapidly
implemented and easily managed. They can
even be automatically carried out during a

mission and deleted at the end.

4.2 Military frequency only Scenario 2

Fig. 3 shows the second scenario of military
frequency only case. This scenario consists of
military training involving a company of soldiers
made up of two fighting platoons, a quick

reaction force platoon and a resting platoon

both at the base camp. An element of the air
force is also involved in the training. The
combined arms training takes place in the
countryside with no civilians around. The
military has its own allocated spectrum that
must be shared with everyone, so some military
personnel only have limited spectrum
availability that does not allow for high data
rates. Spectrum sharing can be a solution to
counter this phenomenon. In fact, in this case,
the military could utilize the spectrum of troops
not currently deployed rather than the civilian
band, which is the best solution to avoid
interference and attacks from commercial users.

Therefore, the chosen solution for this
situation would be to have the combat platoon
use the resting platoon's band and the quick
reaction platoon to use it over a distributed
network using only military frequencies. In
addition, to ensure the security of the
communication in such an unsafe area with
potential enemies or even jammers, the command
decides to not use a Command Control Channel
support but blind rendezvous schemes. Every
soldiers involved in the communication network,
at any level of the command chain, might be in
receiver state but could change to be a sender, as
soon as they have data to transfer. As a reminder,
the decentralized aspect of the network might
also ease the coordination between all users
which are free to exchange information among
themselves without going through the control
center.

This scenario is especially thought to
enhance the high level of security provided by
CRNs and the ability of such networks to adapt
to harsh conditions in unsafe areas. Also in this
case, the spectrum sharing technology provided
by the distributed network meets the military's

high data rate requirements.
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Air Force
Element
Restmg Platoon
Qulck
Reaction Force
Platoon B Platoon A

Fig. 3. lllustration of a distributed network using
military frequencies only

4.3 Military and Civilian Shared Spectrum
Scenario 1

This scenario is about a lost infantry team
without any GPS or other way to locate
themselves, they only have their regular radio.
Unfortunately, they fail to communicate with
anyone because they are too far away from
their base as shown in Fig. 4. Thanks to CRNs
and especially spectrum sharing, they might be
able to establish a communication with anyone
around them. The military generally avoid the
interference with commercial bandwidth but
during an emergency, if there is no free
spectrum available in its own bandwidth, the
military can choose to act as a SU in the
commercial bandwidth.

To effectively tackle this situation, the
military can choose to implement an hybrid
network combining a main overlay spectrum
access and a temporary underlay spectrum
access. The wunderlay accessing technique
enables the lost team to have a direct access to
the civilian bandwidth. Power is certainly less
important, but it has the advantage of being
high enough to send an emergency message
while still hiding a soldier's identity.

The use of the underlay technique can even

become a security procedure for anyone who

get lost. As soon as the commander and the
soldier do not succeed to communicate with
each other, after a predefined time-lapse, they
should use the underlay scheme to establish a
connection between them. Simply stated, they
should use the dynamic hybrid sharing
transmission mode of overlay and underlay
which allow them to switch from overlay to
underlay mode dynamically depending on the

situation and the needs of the mission.

\ , Civilian
Spectrum

————— Distributed network

Fig. 4. lllustration of a spectrum sharing hybrid
network

44 Military and Civilian Shared Spectrum
Scenario 2

Figure 5 shows the second scenario of
military and civilian shared spectrum case. This
scenario is about a NATO military training
involving several armies from different
countries. This situation involves multiple
heterogeneous networks in the same geographic
area and so a robust scheme to counter the
potential temporal and spatial variability due to
this dynamic environment [10]. Regarding the
massive population participating in this
training, the use of CRNs seems necessary both
to have access to a greater number of
bandwidths but also to facilitate combined arms
exchanges. In this situation, it would be
desirable to use private bands available in the
spectrum.

However, even if this is a training, the
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military must operate in safe conditions,
especially for training of this scale. To ensure
their ~ communication safety, they wuse
centralized network with an underlay spectrum
accessing technique. As explained above, the
underlay technique is very useful to improve
the military stealth and not reveal their identity
which is explicitly what they need here. They
are not using a hybrid spectrum accessing
which seems more effective as detailed in the
previous scenario since it is way more
complicated to implement because of its
dynamic aspect so regarding the cost and

means restrictions it is not useful for trainings.

> <>
‘ ’
Control Center
i - -

Fig. 5. lllustration of a spectrum sharing centralized
network

5. Conclusion

As many other studies enhanced, CRNs are a
high quality alternative to usual communication
means. They are able to meet soldiers’ needs
notably in terms of security, interoperability,
reliability or emergency in many cases. In
addition, their high flexibility allows soldiers to
adapt their communication network according
to the situation, the lack of infrastructure, or
the presence of a civilian spectrum. In this
paper, we analyzed and presented the
application of the CRNs in the military

operational environment, and presented the

appropriate method applicable to each actual

operational situation.
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