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Comparative Study of Anomaly Detection Accuracy of Intrusion Detection
Systems Based on Various Data Preprocessing Techniques

Kyungseon Park’ - Kangseok Kim'

ABSTRACT

An intrusion detection system is a technology that detects abnormal behaviors that violate security, and detects abnormal operations
and prevents system attacks. Existing intrusion detection systems have been designed using statistical analysis or anomaly detection
techniques for traffic patterns, but modern systems generate a variety of traffic different from existing systems due to rapidly growing
technologies, so the existing methods have limitations. In order to overcome this limitation, study on intrusion detection methods applying
various machine learning techniques is being actively conducted. In this study, a comparative study was conducted on data preprocessing
techniques that can improve the accuracy of anomaly detection using NGIDS-DS (Next Generation IDS Database) generated by simulation
equipment for traffic in various network environments. Padding and sliding window were used as data preprocessing, and an oversampling
technique with Adversarial Auto-Encoder (AAE) was applied to solve the problem of imbalance between the normal data rate and the abnormal
data rate. In addition, the performance improvement of detection accuracy was confirmed by using Skip-gram among the Word2Vec
techniques that can extract feature vectors of preprocessed sequence data. PCA-SVM and GRU were used as models for comparative
experiments, and the experimental results showed better performance when sliding window, skip-gram, AAE, and GRU were applied.
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Table 1. Skip—gram Applied Results

Embedding AUC Recall Precision Fi-Score
None 0.724 0.449 0.915 0.603
Skip-gram 0.748 0.496 0.994 0.662
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Table 2. Model Results by Window Size of Sliding Window

Window Size AUC Recall Precision Fi-Score
72 0.891 0.537 0.929 0.681
113 0.931 | 0.597 0.941 0.731
198 0.959 | 0.705 0.953 0.810
387 0.995 | 0.931 0.971 0.951
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Fig. 9. Structure of GRU Classification Model
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Table 3. Experimental Environment
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GPU GTX1060 6GB
Framework Tensorflow 2.3
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Table 4. PCA-SVM Results with Padding

Re-sampling(Rate) AUC | Recall | Precsion | Fi-Score

None 0.623 | 0.252 0.910 0.395

RUS+Borderline(0.3) | 0.813 | 0.718 0.758 0.737
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Table 5. GRU Model Results with Padding

D)

Table 6. PCA-SVM Results with Sliding Window

Re-sampling(Rate) | AUC | Recall | Precsion | Fi-Score
None 0.724 | 0.449 0.915 0.603
SMOTE(0.3) 0.948 | 0.929 0.896 0.912
SMOTE(0.5) 0.964 | 0.923 0.923 0.945
SMOTE(0.7) 0.969 0.979 0.943 0.961
SMOTE(0.9) 0.970 0.981 0.954 0.968
Borderline(0.3) 0.961 | 0.951 0.909 0.930
Borderline(0.5) 0.965 | 0.959 0.944 0.952
Borderline(0.7) 0.978 | 0.986 0.957 0.972
Borderline(0.9) 0.977 | 0.985 0.967 0.976
RUS(0.04) 0.578 | 0.158 0.752 0.261
RUS(0.06) 0.552 | 0.108 0.694 0.186
RUS(0.08) 0.605 | 0.215 0.800 0.339
RUS(0.1) 0.598 | 0.200 0.799 0.320
RUS(0.2) 0.604 0.218 0.810 0.344
RUS(0.3) 0.606 0.232 0.780 0.357
AAE(0.3) 0.987 | 0.974 0.998 0.986
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Fig. 10. GRU Classification Model Results with Padding
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Table 7. GRU Model Results with Sliding Window
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None 0.995 | 0.931 0.971 0.951
RUS(0.04) 0.995 | 0.934 0.953 0.943
RUS(0.06) 0.990 | 0.878 0.973 0.923
RUS(0.08) 0.995 | 0.910 0.975 0.942
RUS(.1) 0.992 | 0.926 0.928 0.927
RUS(0.2) 0.989 | 0.915 0.948 0.931
RUS(0.3) 0.982 | 0.881 | 0.940 0.910
RUS+AAE(0.3) 0.999 | 0.989 0.997 0.993

A AUC
® Fl1-Score
09
3000 g
0.8 2
C] 2
[1] 07 @
E 2000 =
5 3
F0.6 o
™
1000

.
o
n

e
'Y

(e'0)snY
(Z’0)snd

(80°0)SMd
(90°0)sNd
(€'0)3vv+sny

Re-sampling

Fig. 11. GRU Classification Model Results with Sliding Window
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