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ABSTRACT

Internet access is also increasing as online activities increase due to the influence of Corona 19. However, network
attacks are also diversifying by malicious users, and DDoS among the attacks are increasing year by year. These attacks
are detected by intrusion detection systems and can be prevented at an early stage. Various data sets are used to verify
intrusion detection algorithms, but in this paper, CICIDS2017, the latest traffic, is used. DDoS attack traffic was analyzed
using the decision tree. In this paper, we analyzed the traffic by using the decision tree. Through the analysis, a decisive
feature was found, and the accuracy of the decisive feature was confirmed by proceeding the decision tree to prove the
accuracy of detection. And the contents of false positive and false negative traffic were analyzed. As a result, learning
the feature and the two features showed that the accuracy was 98% and 99.8% respectively.
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Fig. 1 Decision tree on DDoS dataset

Table. 1 Accuracy on decision tree on all features

Accuracy(%) False positive False negative
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Table. 3 Accuracy on decision tree on Fwd Packet
Length Max feature
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Fig. 4 Decision tree on ‘Total Length of Fwd Packets’
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Table. 4 Accuracy on decision tree on Fwd Packet
Length Max feature

Accuracy(%) False positive False negative

99.8405 5 31
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