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Abstract IoT devices, which are used in various ways in distributed environments, are becoming more
important in data transmitted and received from IoT devices as fields of use such as medical,
environment, transportation, bio, and public places are diversified. In this paper, as a method to ensure
the reliability of IoT data, an autoencoder—based IoT-—linked processing technique is proposed to
classify and process numerous data by various important attributes. The proposed technique uses
correlation indices for each IoT data so that IoT data is grouped and processed by blockchain by
characteristics for IoT linkage processing based on autoencoder. The proposed technique expands and
operates into a blockchain—based n—layer structure applied to the correlation index to ensure the
reliability of IoT data. In addition, the proposed technique can not only select IoT data by applying
weights to IoT collection data according to the correlation index of IoT data, but also reduce the cost
of verifying the integrity of IoT data in real time. The proposed technique maintains the processing

cost of IoT data so that IoT data can be expanded to an n—layer structure.
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Fig. 1. Autoencoder Operation

Fig. 1] 3142 W02 tehiie 4 (D~ 4 (2)
A3 Edel TP,

h = f( VI/]Lx+b}L) (1)
z = g(W,h+b,) (2)
Q& Q1 o 1A, olulA] o]z A|A, oln]A]

=

Fofol| Wo| ARgHL} QEQS
ZAREEHT, oY Rd(FPE %
ARE Adsl= s AR



S EAFY 7|4k [T A4 A=

E3% IoT dlole 213 7| 353

2.2 714

10T A7} thgFet s74el AREEHA] ToT AR 54
of wheba] Hitgh LL«JEL TZ7F FAE = *J =
= 4L 10T FR|olA A== o] %—
dlolg Al =, A A= F)oll wpet oT dlolee] 1
EAZE ohFsh Al A E L Qi

UIES A el A HAE] = [oT HofE] Bk F&
[oTellA] A7dgh 32l dloly Alo] 75371 vl L&A
Hak < gedo] dFEWA CICIDS2017[6],
UNSW—15(71], N_BaloT[8], KDD99[9], NSL—KDD[10]
SolA AxgreE G E dlolE AlS ARE-Ste]
[oT 4A7F vjAdA o= s2st=AE st 2=
EZEE A A7HE st itk

IoT x| A A= vlolEl & AR &% ]9
HIES T4 At dlold] Edfjla) Aol xpo]xo]
Stk [oT Fx|ellA A= vlolH o 54 HRE
HZ A3 (HHY) 715 o838k ek 1A
(H89) 713 87 oT dolg o] 54 ARE F&3}
= A dlolE] AkE A ] GAlelA Fo]7] wiizel
[oT tloleje] F&m9} Ae] &8 AT 11,12].

IoT HlolH ] Al Aot #ad W ATl
IoT dlolE o] &4 glo] IoT HlolHE JgatA st
7] $18liA] AP a4 dial 98 EA(PCAYE 7= ©]
|3kl STk o]FLF A A0] 10T HlolEle] 524 A1
Y AAAAE A 7] Wil tH13,14].

nfﬂ

olr ro

o
%r

o)

3. QEQIFE 7|uke] [oT AR AT A}

714
3.1 UES=A
Device Preprocessing Load Processing Cloud
Layer Layer Balance Layer Layer
Cloud Edge Layer [ ?w:}:
Cloud User i
Load Balancer Cloud Server
P ) = LT}
,.{*’” (i ‘:—:} ﬁt e, 9
Cloud User N
Cloud Server
- Cloud Edge L =.
fl lous ge Layer =] \]

==V

Cloud User Cloud Server

Fig. 2. System Layer of Overall Proposed Model
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Fig. 3. IoT Data Link Information for Asymmetric
Processing
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Table 1. IoT Information process algorithm

Input: IoT Information
QOutput : Generation IoT data using odd/even

1: for every IoT data do
2 Generate the IoT data
If receive IoT Information from IoT Device
Store the Iot Information block

3
4
5: Generate random blocks in n—bit from using 71{0, 1}
6: If Generate hash value for odd/even

7 Add to first and last of hash chains

8: Verification of integrity of IoT data

9: end if

10: else

11: Request IoT data from other IoT Devices

12 end if

13: end for
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Fig. 5. IoT Device used in Performance Evaluation
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Table 2. Accuracy according to type of IoT traffic
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units @ %
Number of IoT
Method Http Ftp Syn UDP
A P R F A P R F A P R F A P R F
Bat?ﬁng 98.612(97.83197.652(98.996 | 97.528 [ 96.981 | 98.021 [ 97.374 | 98.021 [ 98.328 | 97.827 | 98.654 | 97.686 | 97.543 | 96.687 | 96.754

Not Load

. 96.547195.934 | 96.874 | 96.772 | 96.032 | 95.362 | 97.210
Balancing

65.328196.014 | 95.367 | 95.147 [ 95.326 | 96.214 [ 96.574 | 95.147 | 95.036

At Accuracy, P: Precision,

R: Recall, F: F1—Score
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Table 3. Processing time according to type of IoT traffic

units : second

Number of IoT
Method Http Ftp Syn UDP
AET | DR | AET | DR AET | DR | AET | DR

Load
Balancing

Not Load
Balancing

36.980| 5.647 [32.254 | 4.022 [34.114|4.699 (27.324|3.658

49.325| 7.621 [46.587 | 5.894 [43.658(6.399 |38.328|4.758

AET: AutoEncoder Training time(s)
DR: Data reconstruction time(s)
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