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[Abstract]

In this paper, the author proposes a method for detecting modification of transmitted messages in
C/C++ based Discrete Event System Specification (DEVS) simulation. When a message generated by a
model instance is delivered to other model instances, it may be modified by some of the recipients.
Such modifications may corrupt simulation results, which may lead to wrong decision making. In the
proposed method, every model instance stores a copy of every transmitted message. Before the deletion
of the transmitted message, the instance compares them. Once a modification has been detected, the
method interrupt the current simulation run. The procedure is automatically performed by a simulator
instance. Thus, the method does not require programmers to follow secure coding or to add specific

codes in their models. The performance of the method is compared with a DEVS simulator.

» Key words: Message Integrity, Secure Modeling & Simulation, Secure Coding,
Discrete Event System Specification (DEVS), Simulation
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I. Introduction
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II. Background and Problem Statement
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Fig. 1. Model Example
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class B :
{
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virtual void delta_ext (double e, const Bag <char *> & m)
{

char * p = m [0];

strepy (p, "All your model are belong to us");
R

public Atomic <char *>

}
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Fig. 2. Vulnerable Code Example
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III. The Proposed Method

1. Overview
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Fig. 3. Proposed Method Overview
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2. Class Atomic of adevs
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template <typename X, typename T = double> class Atomic:
public Devs<X,T>

{

// Omitted

virtual void delta_ext (T e, const Bag <X> & xb) = 0;
virtual void output_func (Bag <X> & yb) = 0;

virtual void gc_output (Bag <X> & g) = 0

Bag <X> *x, *y;

// Omitted

}

Fig. 4. Atomic Class of adevs
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Fig. 5. Model Instances and Event Bags
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template <typename X, typename T = double> class Atomic:
public Devs<X,T>

{

// Omitted

Bag <void *> m_oOutputCopy:

void postOutputFunction (void):

void preGarbageCollectionFunction (void):
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// Proposed
// Proposed
// Proposed

Fig. 6. Model Instances and Event Bags
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void Atomic <X, T>:postOutputFunction (void)
{
if (std:is_pointer <X>:value)
{
int iBlockSize;
void * pBlockCopy:
for
(
typename Bag <X>:iterator pOutputiterator = y -> begin
0}
pOutputlterator =y -> end ()
pOutputlterator ++
)
{
iBlockSize = ::_msize (* pOutputlterator);
pBlockCopy = new char [iBlockSize]:
:memcpy (pBlockCopy, * pOutputiterator, iBlockSize):
m_oOutputCopy . insert (pBlockCopy):
}
}
}

Fig. 7. Implementation of postOutputFunction
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void Atomic <X, T>::preGarbageCollectionFunction (void)
{
if (std::is_pointer<X>::value)
{
int iBlockSize;
typename Bag <X>:iterator pOutputlterator = y -> begin
0

typename Bag <void  =*>:iiterator  pCopylterator =
m_oOutputCopy . begin ()

for

(

pOutputlterator =y -> end ()

pOutputlterator ++, pCopylterator ++

)

{

iBlockSize = _msize (x pCopylterator);

if  (*memcmp (x pCopylterator, * pOutputlterator,
iBlockSize))

{

std:icout << std:iendl << "[ !l CAUTION !l ] SDEVS has
detected manipluation of a message!" << std::endl;
texit (-1);
}
delete [] * pCopylterator;
}
m_oOutputCopy . clear ();
}
}

Fig. 8.

Implementation of preGarbageCollectionFunction

4. Modification of adevs Simulator
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void Simulator <X, T>:ivisit (Atomic <X, T> * model)

{

// Omitted

model -> output_func (* (model -> v));
model -> postOutputFunction (); // Proposed
for

(

typename Bag <X>:iterator y_iter = model -> y -> begin
05

y_iter = model -> y -> end ()

y_iter ++

)

// Omitted

}

Fig. 9. Modification of Simulator::visit of adevs

Fig. 102 Simulatore]
A1REIA] ¢

gk clean_uplz, O o4t
U= 538 ARIE Aestes s} Iy} o]

23 AR 7h)A] 2= &4 ge_output?] 2& A9
preGarbageCollectiong $&35t0o] A4 WA|X] H730]
S =A] AFs-o= SRl

void Simulator <X ,T>::clean_up (Devs <X, T> * model)

{
// Omitted
if (amodel -> y = NULL)
{
amodel -> preGarbageCollectionFunction (); // Proposed

amodel -> gc_output (*
// Omitted
}

(amodel -> y));

Fig. 10. Modification of Simulator::clean_up of adevs

IV. Performance Evaluation

Aok 7189 5 BILE 9,
adeve} X854 9Fe adevse] Alg2old 438 AR
u]WalAr}. Fig. 19] 7tkst pele 71x02 (uigt |
o, 19} 71| ARio] APdE u, AlBeold AlKjolA
2717 Zeke ARKE FPo1%C) Table 12 AHE
R0t ol
Table 2= 45 vl A2, A2 730l oF 50%)
ARG B 285K A02 AR, ol Aot 7ol
33 ARlo] WYY mojc} $AO2 WAL Yt e
S HAIA] 97 of% 29l 5] O] o e
G2 SIS, W 54 oloe) Bg/AR)Y] e
ole} BT, ol 5 H(pool) AH8lof me] B

Agk 7o) Mg

oH /\]7}'

mlo ot = mjo rif

HE

S A5 L AAFREIo 2 As SHAES o2 2 9)
S 7102 ofasich
Table 1. Environment for Experiment
Description Specifications
CPU i7-10510U
RAM 16GB
Compiler Microsoft Visual C++ 2019
Configuration Release/x86

Table 2. Performance Comparison

No. of Time to O/H(%)
Events adevs Proposed
™ 0.175 0.262 49.2
10M 1.668 2.545 53.7
100M 17.165 25.395 48.1
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V. Conclusions and Future Work
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