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ABSTRACT

As embedded system are used widely and variously, multi-edge system, which multiple edges gather and perform
complex operations together, is actively operating. In a multi-edge system, it often occurs that an abnormal operation at
one edge is transferred to another edge or the entire system goes down. It is necessary to determine and control edge
anomalies in order to prevent system down, but this can be a heavy burden on the resource-limited edge. As a solution
to this, we use power consumption data to check the state of the edge device and transmit it based on a QRcode to check
and control errors at the server. The architecture proposed in this paper is implemented using 'chip-whisperer' to measure
the power consumption of the edge and 'Raspberry Pi 3' to implement the server. As a result, the proposed architecture
server showed successful data transmission and error determination without additional load appearing at the edge.
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Fig. 1 Resource usage to 2D QR code
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Fig. 2 Control flow of loT software

Algorithm : Software control flow error
of loT
Trusted_value « @
while True do
for (signed i= 10; i>-5; i--){
get_state_from_state(v,)
ifi== 0
Vs~ Vnext
else
while
V= Vg O Vg=

VUnknown

vg: Current state
VUunknown : Unknown state due to error

Fig. 3 Algorithm of Control flow error
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Fig. 4 Concept of proposed Architecture
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Fig. 5 preprocess of power consumption data

Algorithm : Activation of side channel
Capture and QR generator in 0.1sec

If FullData == 1{
for (i=0;i<300; i++){
if GetData(i) > 0.75*Threshold

Data = 0b11;

else if GetData(i) > 0.5*Threshold
Data = 0b10;

elseif GetData(i) > 0.25*Threshold
Data = 0b01;

else
Data = 0b0O;

QR_Data.Append(Data);

}
}

QR_generate(QR_Data)

else continue;

FullData : State of Hue-Detecting
GetData: Get power consumption data
Threshold : Threshold for dividing data
@R Data: Buffer for QR code

Fig. 6 Algorithm of preprocess
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