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ABSTRACT

Adversarial attack, one of the attacks on deep learning classification model, is attack that add indistinguishable
perturbations to input data and cause deep learning classification model to misclassify the input data. There are various
adversarial attack algorithms. Accordingly, many studies have been conducted to detect adversarial attack but few studies
have been conducted to classify what adversarial attack algorithms to generate adversarial input. if adversarial attacks can be
classified, more robust deep learning classification model can be established by analyzing differences between attacks. In this
paper, we proposed a model that detects and classifies adversarial attacks by constructing a random forest classification
model with input features extracted from a target deep learning model. In feature extraction, feature is extracted from a
output value of hidden layer based on class predicted by the target deep learning model. Through Experiments the model
proposed has shown 3.02% accuracy on clean data, 0.80% accuracy on adversarial data higher than the result of pre-existing
studies and classify new adversarial attack that was not classified in pre-existing studies.
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Fig. 1. example of adversarial attack
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2.1.1 Fast Gradient Sign Method (FGSM) Attack
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2.1.2 Projected Gradient Descent (PGD) Attack
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2.1.3 Jacobian Saliency Map (JSMA) Attack
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2.1.4 DeepFool Attack
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Fig. 2. Overview of the Proposed model
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3.3.3 feature extraction
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Table 1. Pseudo code for extraction features

A
E
=

Pseudo Code

Inputs

N: normative clean vector

L: hidden layer output

P: prediction for targeted model

outputs
- F extracted features

1
2 //create T, rel_T

3: for i€1---len(N) do

4: T=r—-N"

5: rel_T, = (L, — N")/ N©

6: end for

T

8: //devided into dataset train and test
9:  (Ttest, Ttrain) < T

10 (rel_T test, rel_T train) < rel_T
11:

120 //extract feature for 7°

13:  LDA1 = LearningLDA(T train)

14: F, = LDAL(T)

15: //extract feature for rel T

16: LDA2 = LearningLDA(rel_T train)
17: F, = LDA2(rel_T)

18:

19: //statistical feature

20: Fy :TrLea'rL(ﬂ7.std(T)7E(T)

210 F, = mean(rel_t), std(rel_t), Z (rel_t)
220 return £, F,, F,, F,
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Table 2. Experiments environments

Experiments Version
(ON] Ubuntu 18.04.5 LTS
CPU Intel Core i7-10700K
GPU GeForce GTX 1080 Ti
Pytorch 1.9.1+cul02
4.1 Ho[E Al
Agdl= CIFAR-10 dlolg] A& 2833 on

60,00070¢] A4 wlolelet 24 M 10,00071¢] A
9 dolrE wedlel ARe Askicy. Al
e A dole A FRE 2 Theld,
Table 3.3} 2t}
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Table 3. white-box attack dataset for adversarial
attack detection and classification

attack name attack description Ref
Fast Gradient Sign
FGSM Method (3]
PGD Projected Grad (4]
Jacobian Saliency
JSMA Map Attack (5)
DF DeepFool (6]
Carlini &
oW Wagner(C&W) L2 (7]
APGD_CE Auto-PGD with (8)
cross entropy
APGD_DLR | AutePGD with (8)
logits ratio

Table 4. dataset for adversarial attack detection
and classification

dataset # . # clean # total
adversarial
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test 21,000 18,000 39,000
4.2 48 7Y
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Table. 5. Evaluation of proposed Model for
detection

Accuracy on
adversarial Accuracy O?
data (%) clean data (%)
Proposed
Model 96.82 96.02

gt A5S, AN dloleol digk HEes 96.02%=
71 AFnrt 3.02% =& AF}EE Holrh Fig
3.2 A wlole] B Aol djg AFA vj=
Y~ (confusion matrix)e] & A r3ste] zd
ssie

classification accuracy

Fig. 3. Normalized confusion matrix for the
detection result

432 MohH Ho|lH EF ds

Akel Bl AdA dlely] i 445
Fig 4.9} Zt}l. Fig 4.+ A4 dlolg £
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314 0.9659] 7474 WE- 2~ 3E 7 7€ ¢
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) rEL'r

classification accuracy
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Fig 4. Normalized confusion matrix for the
classification result
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Table. 6. Extracted Features for the
Experiments
Bl description # feature
name
F LDA1(D 5
F, LDA2(rel_T) 6
1 2 El td ’
Ex mean(T) S (T) 3
(D
mean(rel_t), std(rel t),
I _ _
4 Z(rel_t) 3
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