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Abstract

A hyper—connected intelligence information society is emerging that creates new value by converging
loT, Al, and Bigdata, which are new technologies of the fourth industrial revolution, in all industrial
fields. Everything is connected to the network and data is exploding, and artificial intelligence can learn
on its own and even intellectual judgment functions are possible. In particular, the Internet of Things
provides a new communication environment that can be connected to anything, anytime, anywhere,
enabling super—-connections where everything is connected. Artificial intelligence technology is
implemented so that computers can execute human perceptions, learning, reasoning, and natural
language processing. Artificial intelligence is developing advanced technologies such as machine
learning, deep learning, natural language processing, voice recognition, and visual recognition, and
includes software, machine learning, and cloud technologies specialized in various applications such as
safety, medical, defense, finance, and welfare. Through this, it is utilized in various fields throughout
the industry to provide human convenience and new values. However, on the contrary, it is time to
respond as intelligent and sophisticated cyber threats are increasing and accompanied by potential
adverse functions such as securing the technical safety of new technologies. In this paper, we propose
a new data modeling method to enable loT integrated security control by utilizing artificial intelligence
technology as a way to solve these adverse functions.
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