https://doi.org/10.56392/JKCA.2021.21.12.896

553 DY hM DSW 1SS $8E HOmK AIAH 45

o =20 -
A ot

SIEM System Performance Enhancement Mechanism Using Active Model
Improvement Feedback Technology
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Abstract

In the field of SIEM(Security information and event management), many studies try to use a feedback
system to solve lack of completeness of training data and false positives of new attack events that
occur in the actual operation. However, the current feedback system requires too much human inputs
to improve the running model and even so, those feedback from inexperienced analysts can affect the
model performance negatively. Therefore, we propose “active model improving feedback technology” to
solve the shortage of security analyst manpower, increasing false positive rates and degrading model
performance. First, we cluster similar predicted events during the operation, calculate feedback
priorities for those clusters and select and provide representative events from those highly prioritized
clusters using XAl (eXplainable Al)-based event visualization. Once these events are feedbacked, we
exclude less analogous events and then propagate the feedback throughout the clusters. Finally, these
events are incrementally trained by an existing model. To verify the effectiveness of our proposal, we
compared three distinct scenarios using PKDD2007 and CSIC2012. As a result, our proposal confirmed
a 30% higher performance in all indicators compared to that of the model with no feedback and the
current feedback system.
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