
446  |   	﻿�  ETRI Journal. 2020;42(3):446–458.wileyonlinelibrary.com/journal/etrij

1  |   INTRODUCTION

With the rapid popularization and application of mobile in-
telligent terminals, video data are growing explosively. Cloud 
computing provides the most effective solution for the stor-
age and processing of large videos. However, under the exist-
ing cloud computing architecture, users do not have absolute 
control of data privacy. Consequently, security and privacy 
protection have become major concerns of the public [1]. An 
effective way to ensure security and confidentiality is for the 
video provider to encrypt the original video before upload-
ing it to the cloud. All the processing and computing in the 
cloud are performed directly in the encrypted domain, fol-
lowing which the results are provided to the users. An autho-
rized user with the decryption key can obtain plaintext data 
after decryption. However, video data lose its original nature 
after being encrypted. Thus, effectively managing massive 

ciphertext videos in cloud, and protecting their integrity and 
reliability have become a pressing problem. For the purpose 
of video management, tampering detection, or ownership 
declaration, embedding some additional information directly 
into the encrypted video is more promising.

Over the past few years, some substantial works have been 
conducted on data hiding in the encrypted domain. Earlier, 
Zhao and others [2] proposed a watermarking scheme with 
flexible watermarking capacity in the encrypted domain. 
Then, Guo and others [3] proposed an efficient watermark-
ing scheme based on the Paillier cryptosystem that is robust 
against privacy attacks. In these schemes [2,3], homomor-
phic encryption (eg, Paillier cryptosystem) is utilized to 
encrypt the original media. However, the main problem 
with current homomorphic encryption is that it will result 
in data expansion and high overhead. To circumvent this 
shortcoming, Subramanyam and others [4] proposed a ro-
bust watermarking algorithm for compressed and encrypted 
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JPEG2000 images by exploiting their homomorphic prop-
erty. In addition, Liu and others [5] proposed a commutative 
encryption and watermarking scheme based on compressive 
sensing that is robust against noise attacks during transmis-
sion. Xiang and He [6] proposed an efficient database au-
thentication watermarking scheme in the encrypted domain. 
Rad and others [7] proposed a unified data embedding and 
scrambling method for achieving high payload and adaptive 
scalable quality degradation. It should be noted that revers-
ible data hiding in the encrypted domain [8‒12] that ensures 
the accuracy of reconstructed images has also recently be-
come a research hotspot.

The above algorithms are all designed for digital images. 
Because video codec is much more complicated than the pro-
cess of image compression, these algorithms cannot be di-
rectly applied to digital video. Fortunately, some algorithms 
have been proposed for hiding data in encrypted H.264/
AVC videos. In [13], an effective algorithm is designed 
to implement commutative encryption and watermarking 
during the H.264/AVC video coding process. The signs of 
the motion vector difference (MVD), intra-prediction mode 
(IPM), and discrete cosine transform (DCT) coefficients’ 
are encrypted, while the DCT coefficients’ amplitudes are 
watermarked. The encryption and watermarking operations 
are commutative. In our previous works [14,15], some tech-
niques of hiding data directly in the encrypted H.264/AVC 
stream are presented. By mining the structure of the H.264/
AVC bitstream, the code words of the three important syn-
tax elements (ie, IPMs, MVDs, and DCT coefficients) are 
efficiently encrypted using stream ciphers. The data hider 
can embed the secret message in encrypted videos using 
specific code words substitution technology. The methods 
in [14,15] are based on the context-adaptive variable-length 
coding (CAVLC) entropy coding. In addition to CAVLC, 
context-adaptive binary arithmetic coding (CABAC) is also 
supported in H.264/AVC, which demonstrates higher com-
pression performance. Therefore, we subsequently proposed 
some data hiding methods for encrypted H.264/AVC vid-
eos based on the CABAC bin-string substitution [16,17]. 
It should be noted that reversible data hiding in encrypted 
H.264/AVC videos were designed in [18,19].

As a new standard for video compression, high efficiency 
video coding (HEVC) has the potential to outperform earlier 
standards such as H.264/AVC. Consequently, it is necessary 
to develop an efficient data hiding scheme for encrypted 
HEVC video. However, in reality, the literature is very 
scant in this regard. A reversible data hiding and encryption 
scheme with separability is proposed for HEVC videos in 
[20]. However, the compression ratio will increase after data 
embedding, because the data hiding operation increases the 
magnitudes of the nonzero coefficients. Ideally, the HEVC 
encryption and data embedding technique should retain the 
video's format compliance and amount of bit rate. Based 

on the above situation, we propose an efficient scheme to 
embed secret messages directly in partially encrypted HEVC 
streams. Since arithmetic coding is extremely sensitive to 
bit errors, we can selectively encrypt binary strings instead 
of bitstreams by analyzing the properties of the CABAC. 
Subsequently, data hiding is performed in the encrypted do-
main using the coefficient modification technique, thereby 
preserving the confidentiality of the content. In this way, the 
overall bit rate and format compliance of the encrypted and 
marked video remain completely unchanged. These proper-
ties have been verified through extensive experiments.

The remainder of this article is structured as follows. 
Section 2 describes the details of the proposed scheme in-
cluding the selective encryption of HEVC videos, data 
embedding, and data extraction. Experimental results and 
performance analysis are provided in Section 3. Finally, con-
clusions are drawn, and recommendation for future work is 
presented in Section 4.

2  |   PROPOSED SCHEME

The proposed scheme consists of three parts, namely selec-
tive encryption of HEVC video, data embedding in encrypted 
HEVC videos, and data extraction. First, the content owner 
encrypts the original HEVC bitstream using stream ciphers 
before sending it to the data hider. Then, the data hider em-
beds some secret messages into the encrypted video using 
the coefficient modulation method. It is worth noting that the 
data hider has no right to access the original video content. 
On side of the receiver, data extraction and decryption are 
completely separable, that is, they can be done in both the 
encrypted and decrypted domains. The overall framework is 
shown in Figure 1.

2.1  |  Selective encryption of HEVC video

The CABAC is a form of entropy coding used in H.264/
AVC and HEVC. The core design of the CABAC involves 
the key elements of binarization, context modeling, and bi-
nary arithmetic coding [21]. Binarization maps the syntax 
elements to the binary-valued symbols (bins) that includes 
the kth order truncated Rice (TRk), kth order Exp-Golomb 
(EGk), and fixed-length (FL) binarization. According to the 
coding mode decision, a regular or bypass coding engine 
can be selected to further process each bin value in CABAC. 
The regular mode has a context modeling stage, in which a 
probability context model is selected. In contrast, the bypass 
mode assumes an equiprobable model, as illustrated by the 
lower right branch of the switch in Figure 1.

Recently, CABAC-based encryption has become a key 
research topic, because encryption should ensure that the 
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video content is visually distorted, while maintaining its 
format compliance and bit rate. Generally, selective en-
cryption is performed after the binarization process in the 
CABAC. Earlier, Shahid and others [22] pointed out that 
the syntax elements that fulfill the criteria for the encryp-
tion of the H.264/AVC-compliant bitstream are the suffixes 
of nonzero coefficients and their sign bits. However, Wang 
and others  [23] demonstrated that encrypting the suffix 
cannot produce effective scrambling, and is not as efficient 
as only encrypting the sign bits of the nonzero coefficients. 
In [24], luma prediction modes for intra-blocks are included 
in the encryption space, which can yield superior levels of 
protection. However, the problem of intra-prediction en-
cryption will decrease the compression efficiency slightly. 
Recently, Sallam and others [25] proposed an HEVC selec-
tive encryption technique to encrypt the coefficients sign 
bits, the suffixes of the remaining absolute value that are 
binarized by the Exp-Golomb order zero (EG0), the MVD 
sign bits and the MVD absolute value suffixes that are bi-
narized by the Exp-Golomb order one (EG1).

As bypassed bins do not exploit and update probability 
models during the arithmetic coding, their encryption is 
possible as long as the induced modifications do not dis-
rupt a standard decoding process. Considering encoding ef-
ficiency and format compliance, the signs of the quantized 
transform coefficients (QTCs) and MVDs are encrypted in 
the proposed method. The encrypted bin strings are then 
coded through the binary arithmetic coding (BAC), as shown 
in Figure 1. The encrypted bitstream remains HEVC com-
pliant, and has the same bit rate as the original bitstream.

QTC Encryption: In the CABAC, the sign bit and the 
magnitude of the nonzero QTC are coded separately. The 
sign bit is encoded in the bypass mode, while its magnitude 
is first binarized through UEG0, and then coded using the 
BAC. UEG0 is the concatenation of the truncated unary 
(TU) code and the 0th Exp-Golomb (EG0) code. To main-
tain format compliance and the bit rate value, the sign bits 

in both the I-frames and P-frames are encrypted with a 
stream cipher. The encryption operation is as demonstrated 
in (1); it involves XORing Xi with Ki to obtain Ci. Here, Xi 
denotes the sign of the ith nonzero QTC. If the QTC is posi-
tive, the corresponding value of Xi is equal to 0. Otherwise, 
the corresponding value of Xi is equal to 1. Ki is a random 
bit generated by the stream cipher, and Ci is the correspond-
ing cipher value.

In the HEVC, the sign of each nonzero QTC is encoded in 
the bypass mode. Because the sign bits are bypassed without 
further processing, directly applying encryption to the sign 
bits has no impact on the compression performance.

MVD Encryption: The motion vectors (MVs) play an im-
portant role in inter-prediction in the HEVC, and are very 
important for video reconstruction. Because the motion 
data of a block are correlated with the neighboring blocks, 
motion data are not directly coded, but predictively coded, 
based on the neighboring motion data. In the HEVC, a new 
tool called the advanced motion vector prediction (AMVP) 
is used. The MVDs are actually coded in the bitstream. 
Furthermore, the signs of the MVDs are coded in the by-
pass mode, which means changing zero to one or vice versa 
will never affect the compression ratio. To maintain the 
length of the coded stream, the signs of the MVDs are also 
encrypted by applying the bitwise XOR operation with a 
stream cipher.

In summary, both the sign bits of the QTCs and the sign 
bits of the MVDs are encrypted. Its advantages are that it has 
no impact on the compression rate, and can achieve effective 
perceptual scrambling. These will be confirmed in the fol-
lowing experimental results. In addition, because the simple 
bitwise XOR operation only needs to be performed in the en-
cryption process, its computational complexity is very low, 
and it can thus be used in real-time applications.

(1)Ci =Xi⊕Ki.

F I G U R E  1   Diagram of the proposed scheme [Colour figure can be viewed at wileyonlinelibrary.com]
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2.2  |  Data embedded in the encrypted 
domain by QTC modification

In the HEVC, several modifications are introduced to ad-
dress large transform blocks and enhance the throughput 
by encoding more bins in bypass mode [26]. The nonzero 
QTC level is encoded as varied combinations of three-level 
indicators (syntax elements) that indicate if the coefficient 
level is greater than 1 (coeff_abs_level_greater1_flag), 
greater than 2 (coeff_abs_level_greater2_flag), and also 
indicate the remaining actual values (coeff_abs_level_
remaining). The syntax element coeff_abs_level_remaining 
is coded in the bypass mode to increase the throughput. 
The HEVC employs Golomb-Rice codes for small values, 
and switches to the Exp-Golomb code for larger values. 
The Rice parameter, m, is set to 0 at the beginning of each 
coefficient group, and is conditionally updated depending 
on the previous value of the parameter and the current ab-
solute level as follows:

Let the baseLevel of a coefficient be defined as follows:

where a flag has a value of 0 or 1, and is inferred to be 0 if not 
present. Then, the absolute value of the coefficient is simply 
denoted as follows:

The value of the parameter, m, may range from 0 to 4. 
Bypass coding is specified for the bins of the syntax element, 
coeff_abs_level_remaining, and the binarization of this 
syntax element is specified as the Golomb-Rice codes and 
Exp-Golomb codes. Tables 1‒5 show the binarization of the 
remaining level when m is 0 to 4.

Data embedding can be accomplished by substituting the eli-
gible bin strings of the coeff_abs_level_remaining in Tables 1‒5. 
To enhance the security, a stream cipher is used to encrypt the 
message according to the data hiding key. The encrypted version 
can be denoted as W ={w(i)|i=1, 2, ..., K, w(i)∈{0, 1}}. 
Generally, the binary bit can be embedded through a QTC modi-
fication, as shown in the following equation.

where absCoeffLevel denotes the absolute coefficient level 
following data embedding and % denotes the modulo oper-
ation. Because the absCoeffLevel and coeff_abs_level_re-
maining are interrelated, the coeff_abs_level_remaining 
will also be changed when the absCoeffLevel is modified. 
Similarly, we can identify it as coeff _abs_level_remaining.  
However, it is not possible to modify the QTCs in the fol-
lowing cases:

(2)If absCoeffLevel>3×2m, m=min (4, m+1) .

(3)
baseLevel= significant_coeff _flag

+coeff _abs_level_greater1_flag

+coeff _abs_level_greater2_flag,

(4)absCoeffLevel=baseLevel+coef _abs_level_remaining.

(5)

absCoeffLevel=
{

absCoeffLevel+w(i) if coeff _abs_level_remaining % 2=0,

absCoeffLevel−1+w(i) if coeff _abs_level_remaining % 2=1,

T A B L E  1   Binarization for the remaining level when m = 0

coeff_abs_level_
remaining Prefix Suffix Suffix range

0 0    

1 10    

2 110    

3 1110    

4–5 11110 x 0–1

6–9 111110 xx 0–3

10–17 1111110 xxx 0–7

18–33 11111110 xxxx 0–15

… … … …

T A B L E  2   Binarization for the remaining level when m = 1

coeff_abs_level_
remaining Prefix Suffix Suffix range

0–1 0 x 0–1

2–3 10 x 0–1

4–5 110 x 0–1

6–7 1110 x 0–1

8–11 11110 xx 0–3

12–19 111110 xxx 0–7

20–35 1111110 xxxx 0–15

36–67 11111110 xxxxx 0–31

… … … …

T A B L E  3   Binarization for the remaining level when m = 2

coeff_abs_level_remaining Prefix Suffix Suffix range

0–3 0 xx 0–3

4–7 10 xx 0–3

8–11 110 xx 0–3

12–15 1110 xx 0–3

16–23 11110 xxx 0–7

24–39 111110 xxxx 0–15

40–71 1111110 xxxxx 0–31

… … … …
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1.	 When m  =  0 and coeff_abs_level_remaining  ≤  3, it 
can be seen from Table 1 that no pair of bin strings 
have the same size. This means that the equal length 
substitution  constraint is not satisfied.

2.	 When m = 1, the rice parameter, m, will be updated when 
the current absCoeffLevel is greater than the threshold, 6. 
According to (2), if the value of absCoeffLevel is changed 
from 6 to 7 due to data hiding, the new value may fall into 
a different region. In this case, the wrong Rice parameter 
m will be used for decoding the absCoeffLevel. To sat-
isfy format compatibility, no modification is made when  
absCoeffLevel is 6 or 7.

3.	 When m = 2, the rice parameter, m, will be updated when 
the current absCoeffLevel exceeds the threshold, 12. To 
maintain format compatibility, no modification is made 
when absCoeffLevel is 12 or 13.

4.	 When m = 3, the rice parameter, m, will also be updated 
when the current absCoeffLevel exceeds the threshold, 24. 
Similarly, no modification is made when absCoeffLevel is 
24 or 25.

The advantage of the algorithm is that the data embed-
ding can be done through simple coefficient modification. 
Its computational complexity is very low. Furthermore, the 
length of the marked bin string is equal to the length of 
the original bin string, and thus the bit rate is preserved as 
well. Another point to note is that the coefficient modifi-
cation is only performed within the P-frames, whereas all 
the bin strings of the absCoeffLevel in the I-frames remain 

unchanged. The reason for not selecting the I-frames is that 
the distortion of I-frames due to data hiding will propagate 
to subsequent P-frames. Generally, the embedding capac-
ity of the P-frames is relatively small, because they are 
highly compressed using motion compensation and entropy 
coding.

2.3  |  Data extraction

At the receiver's end, the authorized users can extract the hid-
den data. Similar to the methods in [16,17], the hidden mes-
sages can be extracted before or after video decryption. Data 
extraction in the encrypted domain guarantees the feasibility 
of protecting data security and privacy. The detailed steps are 
as follows.

Step 1. The syntactic elements of coeff_abs_level_re-
maining and absCoeffLevel in the P-frames are first identi-
fied by parsing the bitstream.

Step 2. According to the previous embedding rules, the 
hidden data can be extracted as follows.

where w(i) d denotes the extracted hidden bit. However, ac-
cording to the embedding rules, the information bit cannot be 
extracted in the following special cases.

1.	 Case 1: m  =  0 and coeff _abs_level_remaining ≤3,

2.	 Case 2: m = 1 and absCoeffLevel=6 or 7,

3.	 Case 3: m = 2 and absCoeffLevel=12 or 13,

4.	 Case 4: m = 3 and absCoeffLevel=24 or 25.

Step 3. According to the data hiding key, the original 
message can be further extracted by decrypting the extracted 
hidden bits.

Step 4. According to the encryption keys, the plaintext 
video containing the hidden message can be obtained by 
decrypting the encrypted video. Because the absCoeffLevel 
is slightly modified during the data embedding process, the 
visual content of the decrypted video is very similar to that 
of the original video. This will be proven by subsequent ex-
perimental observations.

From this situation, it can be seen that the whole pro-
cess can be performed completely in the encrypted domain, 
which effectively prevents the leakage of the media content. 
However, in some other situations, users need to decrypt 
the video first, and then extract the hidden data from the 
decrypted video [16,17]. This can also be realized in our 
scheme. First, the encrypted bin strings can be decrypted 
by utilizing the cipher streams used in the encryption 

(6)w (i)=

{
0 if coeff _abs_level_remaining %2=0,

1 if coeff _abs_level_remaining %2=1,

T A B L E  4   Binarization for the remaining level when m = 3

coeff_abs_level_remaining Prefix Suffix Suffix range

0–7 0 xxx 0–7

8–15 10 xxx 0–7

16–23 110 xxx 0–7

24–31 1110 xxx 0–7

32–47 11110 xxxx 0–15

48–79 111110 xxxxx 0–31

… 1111110 … …

  …    

T A B L E  5   Binarization for the remaining level when m = 4

coeff_abs_level_remaining Prefix Suffix Suffix range

0–15 0 xxxx 0–15

16–31 10 xxxx 0–15

32–47 110 xxxx 0–15

48–63 1110 xxxx 0–15

64–95 11110 xxxxx 0–31

… … … …
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process. Because the XOR operation is symmetric, the 
decryption process is the same as the encryption process. 
After decryption, the value of the absCoeffLevel will re-
main unchanged. Consequently, the hidden message can be 
extracted using (6).

3  |   EXPERIMENTAL RESULTS 
AND DISCUSSIONS

The proposed scheme is implemented by applying the encryp-
tion and data embedding on the HEVC reference software 
version HM-12.0 [27]. Table 6 defines the set of benchmark 
video sequences that are used in the experimental tests. The 
proposed encryption/data hiding scheme and HEVC com-
pression are simultaneously performed on all the benchmark 
video sequences for the low-delay mode. The test conditions 
for encoding all the sequences are 100 frames and an intra-
period of 4.

3.1  |  Scrambling effect and security analysis

On the receiver's side, the authorized users can extract the 
hidden data. Similar to the methods in [16,17], the hidden 
messages can be extracted before or after video decryp-
tion. Data extraction in the encrypted domain guarantees 

the feasibility of protecting data privacy or security. To 
demonstrate the visual protection offered by the proposed 
encryption scheme, the peak signal-to-noise ratio (PSNR), 
structural similarity index (SSIM), and video quality 
measurement (VQM) [28] are employed to evaluate the 
scrambling effect. In Table 7, the results of eight video 
sequences without encryption and with selective encryp-
tion for the quantization parameter (QP) value of 28 are 
presented. The average PSNR is 12.7132  dB. Numerical 
results show that encrypting the sign bits of the nonzero 
QTCs and MVDs can also effectively scramble the visual 
quality. The experimental results of visual scrambling are 
also shown in Figures 2 and 3. The original frame of each 
video is shown in Figure 2, and the corresponding encryp-
tion result is shown in Figure 3. Due to space constraints, 
we do not list the visual results of all the frames. As a sup-
plement, the PSNR values of all the encrypted frames are 
depicted in Figure 4. It can be seen that the PSNR value 
of each encrypted frame is different, but all the values are 
very low.

Generally, the portion of the video frame that contains 
many details and textures will have many nonzero coeffi-
cients, and will therefore be highly encrypted. Conversely, 
the smooth areas in the video frames are relatively weakly 
encrypted. The selective encryption of the syntactic ele-
ment, MVD, helps to protect the motion information in the 
video sequence. As can be seen from Figure 3 and Table 7, 
for high-resolution videos (ie, PeopleOnStreet, Traffic), the 
scrambling effect of the proposed encryption is not very 
good. This is attributable to the fact that the larger coding 
unit (CU) will be utilized for encoding the video with high 
resolution. Consequently, the QTCs and MVDs available for 
encryption are relatively small. As solution, the encryption of 
the IPM and that of the sign bits of the QTCs and MVDs can 
be fused. However, when the IPM is encrypted, the video bit 
rate will be slightly affected [17]. This will be further studied 
in our future work.

T A B L E  6   The set of benchmark video sequences used to 
evaluate the performance

Class Resolution Frame rate Videos

A 352 × 288 30 Football, Bus

B 832 × 480 50–60 BasketballDrill, BQMall

C 1920 × 1080 24 Kimono, Tennis

D 2560 × 1600 30 PeopleonStreet, Traffic

T A B L E  7   The perceptual quality of the encrypted video

Sequence

PSNR (dB) SSIM VQM

Reconstructed Encrypted Reconstructed Encrypted Reconstructed Encrypted

Football 37.1813 13.0572 0.9434 0.3196 0.8573 9.8439

Bus 35.6082 9.0887 0.9606 0.2067 0.9743 10.4857

BasketballDrill 37.8842 11.5447 0.9342 0.3545 0.8449 12.8296

BQMall 37.5068 12.2927 0.9498 0.4214 0.8566 9.2544

Kimono 40.5499 11.8267 0.9527 0.5479 0.7684 8.3539

Tennis 39.7046 12.9569 0.9436 0.5047 0.7844 7.2785

PeopleonStreet 38.3239 15.1814 0.9498 0.6579 0.7723 7.7510

Traffic 39.0604 15.7571 0.9581 0.7266 0.8420 8.1461

Average 38.2833 12.7132 0.9539 0.4674 0.8578 9.2429
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From the perspective of cryptography, the security of 
the proposed video encryption scheme depends on the 
adopted stream cipher. In our experiments, the pseudo-
random number generator (PRNG) is utilized to generate 
the bitstream, and its security has been confirmed. One 
of the common attacks in video encryption is the replace-
ment attack. Therefore, the robustness of the proposed 
algorithm against the replacement attack is further veri-
fied. Here, the replacement attack is performed by setting 
all the cipherable bits to “0” (marked as “Replacement 
Attack 1”) or “1” (marked as “Replacement Attack 2”). 
The PSNR values of each frame following a replacement 

attack are also presented in Figure 4. As can be seen, 
after the replacement attack, the PSNR values remain 
very small, which means that the video content informa-
tion cannot be revealed. Therefore, this proves that the 
proposed encryption scheme is robust against replace-
ment attacks.

3.2  |  Visual quality of decrypted video

As described in Section 2.3 the authorized user has to de-
crypt the encrypted videos containing hidden data in some 

F I G U R E  2   Original video frames: (A) Football: the 10th frame, (B) Bus: the 10th frame, (C) BasketballDrill: the 10th frame, (D) BQMall: 
the 10th frame, (E) Kimono: the 10th frame, (F) Tennis: the 10th frame, (G) PeopleonStreet: the 10th frame, and (H) Traffic: the 10th frame 
[Colour figure can be viewed at wileyonlinelibrary.com]

(A) (B) (C) (D)

(E) (F) (G) (H)

F I G U R E  3   The corresponding encrypted video frames (A) Football (12.0638 dB), (B) Bus (7.6619 dB), (C) BasketballDrill (10.3501 dB), 
(D) BQMall (12.7485 dB), (E) Kimono (8.8344 dB), (F) Tennis (13.5962 dB), (G) PeopleonStreet (15.5354 dB), and (H) Traffic (13.6834 dB) 
[Colour figure can be viewed at wileyonlinelibrary.com]

(A) (B) (C) (D)

(E) (F) (G) (H)

www.wileyonlinelibrary.com
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F I G U R E  4   PSNR values of all encrypted frames (A) Football, (B) Bus, (C) BasketballDrill, (D) BQMall, (E) Kimono, (F) Tennis, (G) 
PeopleOnStreet, and (H) Traffic [Colour figure can be viewed at wileyonlinelibrary.com]
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scenarios. Therefore, the decrypted videos containing the 
hidden data should be easily decoded with acceptable per-
ceptual quality using a standard decoder. According to (5), 
because the largest modification of absCoeffLevel is 1 dur-
ing the data embedding process, the artifacts introduced will 
not be perceptible. To verify this, a series of tests have also 
been performed. Some original video frames and their corre-
sponding decrypted versions containing the hidden data are 
shown in Figures 2 and 5, respectively. It can be seen that the 
perceived quality of the decrypted video frame is very good, 
and does not appear to be different from the original video 
frames. Other video frames are similar in terms of visual 
quality. Due to space constraints, the visual results of other 
frames will not be listed here. Therefore, from our subjec-
tive observations, it can be concluded that marked content 
cannot be visually distinguished from unmarked content.

Because HEVC is lossy compression, to better demonstrate 
the impact of data embedding on video quality, it is necessary 
to test the visual quality of unmarked video streams. Usually, a 
video sequence obtained by decompressing an unmarked video 
stream (ie, reconstructed video) is used as a target sequence, 
and an original uncompressed video sequence is used as a ref-
erence video sequence. Similarly, to test the visual quality of 
marked video streams, a video sequence obtained by the en-
cryption, data hiding, decryption, and decompression process 
is used as a target sequence. In other words, in this case, the 
target video contains hidden data. The comparison results are 
shown in Table 8. It is usually difficult to detect the degradation 
of visual quality caused by data hiding. Furthermore, the PSNR 
values of all the marked frames are presented in Figure 6. We 
can see that for motion videos (eg, Football), the impact of the 
data embedding process on video quality is relatively huge.

F I G U R E  5   The corresponding decrypted video frames containing the hidden data (A) Football (34.5586 dB), (B) Bus (35.0419 dB), (C) 
BasketballDrill (37.6890 dB), (D) BQMall (37.6404 dB), (E) Kimono (40.0834 dB), (F) Tennis (39.5435 dB), (G) PeopleonStreet (37.7894 dB), 
and (H) Traffic (38.7298 dB) [Colour figure can be viewed at wileyonlinelibrary.com]

(A) (B) (C) (D)

(E) (F) (G) (H)

Sequence QP

Maximum 
capacity PSNR (dB) SSIM

bits kbits/s Non-marked Marked Non-marked

Football 28 16 902 5.0706 37.1813 36.9409 0.9434

32 5222 1.5666 34.2510 34.1706 0.9004

Bus 28 7395 2.2185 35.6082 35.5396 0.9606

32 1334 0.4002 32.8120 32.7967 0.9328

BasketballDrill 28 5196 2.5980 37.8842 37.8613 0.9342

32 1595 0.7975 35.6245 35.6150 0.9013

BQMall 28 5962 3.5772 37.5068 37.4853 0.9498

32 1722 1.0332 35.2199 35.2113 0.9272

Kimono 28 85 567 20.5361 40.5499 40.4709 0.9527

T A B L E  8   Test results of the proposed 
scheme

www.wileyonlinelibrary.com
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F I G U R E  6   PSNR values of all marked frames: (A) Football, (B) Bus, (C) BasketballDrill, (D) BQMall, (E)Kimono, (F) Tennis, (G) 
PeopleonStreet, and (H) Traffic [Colour figure can be viewed at wileyonlinelibrary.com]
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3.3  |  Embedding capacity

Table 8 shows the maximum embedding capacity of each 
video when the QP values are 28 and 32. It is expressed in 
units of bits and kilobits per second (kbits/s). The overall 
embedding capacity greatly depends on the video content. 
This is because the qualified coefficients (QCs) of each 
video available for data embedding varies. From Table 8, 
it can be observed that the sequences, Football, Kimono, 
and PeopleonStreet have significantly larger embedding 
capacity. The sequence, Football, has considerable mo-
tion, whereas the sequences, Kimono and PeopleonStreet, 
are highly textured. The number of qualified QTCs in the 
P-frames of these video sequences is relatively large, com-
pared to the sequences, Bus, BasketballDrill, BQMall, and 
Traffic, that have limited motion in some frames and, are 
coded using skip blocks.

3.4  |  Bit rate overhead

To further evaluate the performance, the bit rate overhead 
(BR_var) caused by encryption and data hiding was proposed 
[17]. It is represented as follows:

where BR_em is the bit rate after encryption and data embed-
ding, and BR_orig is the original bit rate. In our experimental 
results, BR_em is equal to 0, which means that the bit rate 
remains unchanged after encryption and data embedding. 
This is because encryption and data hiding are performed by 
modifying a suitable absCoeffLevel to another absCoeffLevel 
with the same length of bin string. Specifically, the syntactic 
elements selected for encryption and data embedding are all 

encoded in the bypass mode, wherein a fixed context is used, 
as described in Section 2. In short, the process of encryption 
and data hiding does not affect the compression efficiency of 
the encoder.

3.5  |  Discussion and comparative analysis

In previous work [13‒19], some efficient algorithms for 
embedding data into encrypted H.264/AVC video using 
code word/bin-string substitution were proposed. In H.264/
AVC, when the absolute value of the nonzero QTCs do not 
exceed 15, there are no suitable bin strings to be used for 
data hiding [16,17]. In the HEVC, only the first two bins of 
the coefficient level (coeff_abs_level_greater1_flag and 
coeff_abs_level_greater2_flag) are context-coded. The re-
maining portion of the levels (coeff_abs_level_remaining) 
is bypass coded [29]. Consequently, there are significantly 
more eligible bin strings in the HEVC that can provide 
larger capacity for data hiding. Taking Football as an ex-
ample, when the QP value is 28, the maximum embedding 
capacities in [16] and [17] are 121 and 137 bits, and our 
method's can be as high as 16 902 bits. Correspondingly, 
due to information embedding, the PSNR values in [16] 
and [17] decrease by 0.01 and 0.06  dB, and by 0.24  dB 
in our proposed method. Obviously, the more informa-
tion is embedded, the greater the impact on the quality of 
video perception. In addition, when the QP value is 20, 
the maximum embedding capacities in [16] and [17] are 
4332 and 6345 bits, but our method's is 137 818 bits. We 
cannot give all the test results; it is however worth not-
ing that the embedding capacities of the other videos also 
increased. The reason for choosing the methods in [16] 
and [17] for comparison is that these methods are based 
on the CABAC entropy coding, as is the method used in 
this study.

(7)BR_var=
BR_em−BR_orig

BR_orig
×100%,

T A B L E  9   Comparative analysis of existing schemes

Methods Elements for encryption
Elements for data 
embedding

Bit rate 
increase Separability Reversibility

Coding 
standard

[13] IPM, sign of MVD, sign of QTC Amplitude of QTC Yes Yes No H.264/AVC

[14] IPM, sign of MVD, sign of QTC CAVLC code words No Yes No H.264/AVC

[15] IPM, sign of MVD, sign of QTC CAVLC code words No Yes No H.264/AVC

[16] sign of MVD, sign of QTC CABAC bin strings No Yes No H.264/AVC

[17] IPM, sign of MVD, sign of QTC CABAC bin strings Yes Yes No H.264/AVC

[18] IPM, sign of MVD, sign of QTC Amplitude of QTC Yes Yes Yes H.264/AVC

[19] IPM, sign of MVD, sign of QTC Amplitude of QTC Yes Yes Yes H.264/AVC

[20] sign of MVD, amplitude of MVD, sign 
of QTC

Amplitude of QTC Yes Yes Yes HEVC

Proposed 
method

sign of MVD, sign of QTC Amplitude of QTC No Yes No HEVC
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The comparative analysis results are also listed in  
Table 9. It is evident that the bit rate and format compat-
ibility can be completely preserved using the proposed 
method.

4  |   CONCLUSION AND FUTURE 
WORK

Data hiding for encrypted videos in cloud computing and 
privacy-preserving applications have attracted growing 
scholarly attention. In this study, an effective CABAC-
based scheme for directly embedding additional data in 
partially encrypted HEVC videos using the QTC modi-
fication is presented. Because the secret data are directly 
embedded in the encrypted domain and the encryption 
key is concealed, the scheme can preserve the confiden-
tiality of video content. The selective encryption is de-
signed to encrypt QTCs sign bits and MVDs sign bits, 
which has no effect on the HEVC video format compli-
ance and bit rate. An efficient coefficient modification 
technique is designed for data embedding. In addition, 
the data extraction process can be performed regardless 
of whether the video is in the encrypted or decrypted do-
main. The security analysis results demonstrated that the 
encryption is secure and robust against the replacement 
attack. Furthermore, experimental results have also dem-
onstrated that the degradation in the video quality owing 
to data hiding is quite negligible. Future work will focus 
on how to seamlessly integrate these key three functions 
of our scheme: encryption, data hiding, and HEVC video 
compression.
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