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ABSTRACT

Just as it is possible to distinguish people by using

physical features, such as fingerprints, irises, veins, and

faces, and behavioral features, such as voice, gait, keyboard input pattern, and signatures, the an loT device

includes various features that cannot be replicated. For example, there are differences in the physical

structure of the chip, differences in computation time of the devices or circuits, differences in residual data

when the SDRAM is turned on and off, and minute differences in sensor sensing results. Because of these

differences, Sensor data can be collected and analyzed , based on these differences, to identify features that can

classify the sensors and define them as sensor-based device DNA technology. As Similar to the biometrics, such

as human fingerprints and irises, can be authenticatedused for authentication, sensor-based device DNA can

be used to authenticate sensors and generate cryptographic keys that can be used for security.
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# Domain Feature Description

1 Mean The arithmetic mean of the signal strength at different timestamps
2| Standard deviation Standard deviation fo the signal strength
3 Average deviation Average deviation from mean
4 Skewness measure of asymmetry about mean
z Time Kurtosis Measure of the flatness or spikiness of a distribution

6 RMS Square root of the arithmetic mean of the squares of the signal strength at various timestamps
7 Max Maximum signal strength
g | Min Minimum signal strength
9 | ZCR The rate at which the signal changes sign from positive to negative or back
10 | Non—negative count Number of non—negative values

1" Spectral centroid Represents the center of mass of a spectral power distribution
12| Spectral spread Defines the dispersion of the spectrum around its centroid
13 Spectral skewness Represents the coefficient of skewness of a spectrum
14 | Spectral kurtosis Measure of the flatness or spikiness of a distribution relative to a normal distribution
15 | Spectral entropy Captures the peaks of a spectrum and their locations
16 | Spectral flatness Measures how energy is spread across the spectrum
17 | Spectral brightness | Amount of spectral energy corresponding to frequencies higher than a given cut—off threshold
18 | Frequency Spectral rolloff Defines the frequency below which 85% of the distribution magnitude is concentrated
19 | Spectral roughness Average of all the dissonance between all possible pairs of peaks in a spectrum
20 | Spectral irregularity Measured the degree of variation of the successive peaks of a spectrum
21| Spectral RMS Square root of the arithmetic mean of the squares of the signal strength at various frequencies
22 | Low—energy rate | The percentage of frames with RMS power less than the average RMS Power for the whole signal
23| Spectral flux Measure of how quickly the power spectrum of a signal changes
24 | Spectral attack time Average rise time to spectral peaks
25 | Spectral attack slope Average slope to spectral peaks
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