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Abstract The Purpose of this study is to present effective Anti—Drone systems to protect national
important facilities against drones that are illegally used by crime groups and terrorists with malicious
intents. In order to accomplish the purpose of the study, technical and policy reports regarding
Anti—Drone systems, open documents from manufacturers and various research papers are reviewed,
and in—depth interviews with experts were conducted. Studies have shown that it is effective to overlay
and mix different detection systems so that they can improve detection rates by supplementing each
other's advantages and disadvantages, and that the means of incapacitation need to acquire flexibility
by using both soft—kill and hard—kill methods in accordance with operational environment for the
effective usage. In other words, the establishment of an illegal drone pre—management system, mixed
and overlapping detection assets, determining appropriate countermeasures, and multiple distribution
of means of incapacitation. The establishment of a protection system for important national facilities

through the operation of overlapping and complex anti—drone systems is the most urgent task.
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Table 1. World Cases of Drone Terrorism[5, 6]
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DATE COUNTRY EVENT DETAILS
January, 2015. USA In Washington D.C., a civilian UAV flew over the White House fence and crash—landed on the lawn.
April, Phantom 2 drone carrying traces of radiation was found on the roof of the Japanese Prime Minister's Official
. JAPAN .
2015. Residence
October, 2016. Iraq ISIS may have u§cd a commercial drone rigged with explosives to kill two Kurdish Peshmerga soldiers and wound
two French soldiers in Iraq
August, South . .
2016. Africa A Small UAV crashed into a nuclear powerplant in Koberg.
August, . . . .
2018, Venezuela | Two drone bombs used in an attempt to assassinate President Nicolas Maduro
December, United Two drones found at Gatwick airport. The airport's closure led to more than 100,000 people being stranded or
2018. Kingdom delayed.
September, Saudi Arabia Two Major Saudi Oil Installations Hit by Drone Strike.
2019. Production of 5.7 million barrels a day was suspended.
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Table 2. A Proactive Study on Drone

Researcher Details Year
Lee,S.Y.,Ka | Post 2000, the third period of the drone,
ng,Uk. which is also called the expansion period and | 2019
[8] in connection with anti—terrorism warfares
O.H.Choi[9] The roles pf the drgqe expanded into other 2020
fields outside the military
Specialized search team consisting of the
Lee.l.G Kyeongnam Provincial Police Agency's police 2019
[10] officers and experts certified to control
drones
Sh[lil 113” SWOT analysis of applying drones for policing | 2016
Jang.E.T Study on countermeasures of the police
. : 2019
[12] against drone terrorism
Kim.D.H Study on threats against drone security inside
p s 2018
[13] the military
Jo.H.J.,Yun Drones can be the target of a cyber attack
MW since they can freely move and are hard to | 2016
[14] track down
Kim.S.T,Le | Study on ways to improve civil security for
e.S.W national key infrastructures in response to 2015
[15] drone terrorism

Table 3. A Proactive Study on Anti—Drone

Researcher Details Year
i Anti—drone in—depth model,
Kfflflfcﬁ 68]L Preven?ion,Deterrer}ce,Denial,Detection,In 2015
terruption,Destruction
LeeD.H.K Legal, institutior}al and technical
T responses organically conducted by
ang.U . . . . 2019
[17] industries and techr_lologles regarding law
enforcement agencies
Choi.S.H.,e | Comparative study of radar sensors and 2018
tc[18] direction detection sensors
Jammer, launch techniques of radio
JeongJ.Y. Wa'ves.that intgrfere with ISM (Industrial
Jeon.Y.T[i Scientific Medlcal') 2'.4GHZ bgnd and 2017
0] GNSS (Global Navigation Satellite System)
band with which UAVs obtain information
on location and altitude
. Research and development system of
E.lg? Vl’g/lgile anti—drone t.echnologies such as ;ound
BM Wave.detectlon, GPS, frequency signal 2018
[2'0] jamming and drone shoot—down system
in its infancy
Active menas such as prevention of
drone terrorism in advance and
Jang.E.T evacuation in case of such attacks as 2019
well as passive means of using drone
frequencies or physical force in response
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Table 4. Comparing Anti—Drone Detection Technologies[1]

Method Benefits Limitations
Long—range primary surveillance detection system, depending on | Detection range dependent on drone size and radar
RCS and altitude cross—section (RCS)
Radar Can track most drone types, regardless of autonomous flight High acquisition and installation cost
Able to track multiple targets simultaneously Hard to detect low—altitude—flying, slow—moving or hovering
Independent of visual conditions (day, night, overcast weather, | UAVs
etc.) False positives with similarly shaped objects (birds, clouds, etc.)
. . RF signal i flyi
Detects certain radio frequency bands where UAVs and GCS Siena requl.red, cannot detect a}ltonomous ving drones
. . Variable detection accuracy depending on drone type and
communicate for command and control (C2). High—accurancy
detection frequency band
RF RS , o Can detect only a few UAVs at a time
detection I(;Isgly warning capability even before UAV takes—off (when turned Detection limitations for swarm of drones
Triangulation is possible with multiple RF sensors Some passive systems may emit RF signals, despite being
: . . . - characterized as
Machine learning algorithms can classify drone transmissions .
passive systems
Need for human interference or artificial intelligence to efficiently
e . . . AV
. Can distinguish drones from birds, especially with IR sensors detect UAVs . . .
Visual o . . IR and EO cameras need a direct line of sight
IR cameras visualize surrounding environments, regardless of the . . .
(EO/IR) . .. . May confuse UAV with a bird or shaped small airplan
external lighting or weather conditions and even in total darkness L . L. .
Range limitations depending on weather conditions (clouds, rain,
fog, mist, etc.)
N . . . . . D railable li f i
Can differentiate between authorized and unauthorized UAS gpends on an aval able library o . sound}lgnatures
N . Higher false positives due to the increasing number of drone
. Can detect autonomous flying UAVs
Acoustic . . . models
UAV detection can extend beyond line of sight . . .
. . . . . Does not work as well in noisy environments
Can provide drone direction or rough estimation . .
Detection limitations for swarms of drones
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Table 5. Comparing C—UAS mitigation measures[1]
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3.2.1 A 3ps (JAMMING)

Method Benefits Limitations
Use RF transmission to block signals and disrupt C2 May also jam and interrupt other communication signals
RF between the GSC operator and UAV Cannot affect autonomous driven drones (without an active RF link)
Jammin Disrupts radio—frequency (RF) communication link sCan | May cause uncontrolled UAV flights and crashes
g include WiFi links A jammer’s ability relies on the strength of its
Use of directional jamming to minimize interfering radio transmitter
Replaces GPS communication, increases difficulty to Cannot work if UAVs disable GPS or use encrypted GPS (military mission)
GPS control the drone Dangerous when used near airports, because airplanes also use satellite
Jamming Disrupts Global Positioning Satellite communication link | navigation
Prevents the return—to—home functionality May cause uncontrolled UAV flights and crashes
. . Illegal procedure for civilian use, acts against computer
Replaces the communication link and takes control of
. fraud and abuse
Spoofing drone operathn . cp e . Not always successful, especially when encryption is used for C2 links
Employs algorithms enhanced with artificial intelligence - X - .
Can drive a malicious UAV to a designated area Complicated method, not always successful
Cannot affect autonomous driven UAVs not using GPS
. . May cause collateral fatalities to other aircrafts. Not appropriate for
Active and aggressive countermeasures airports
Net Net capturing: enforced and hardened UAVs physically Net capturing efficiency depends on UAVs’ flight behavior, reaction time
or capture a drone otc
Birds Birds of prey are used to a-ttack and. grab UAS Birds also pose hazards when flying around airports
Captures and drives UAVs in a specific area. . s
Depends on speed or maneuvering capabilities of rogue UAVs
EMP . Can have negative effects on other passing aircrafts with fatal
Aggressive and long—range countermeasures
or Destroys electronic systems of UAVs consequences
Laser o . May cause uncontrolled UAV flights and crashes
Disables drone flight R . . . .
Guns Illegal in civil aviation contexts. Violates aviation security laws
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Fig. 1. Anti—Drone System (Author—Directed Creation)
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Table 6. C—UAS INTERDICTION METHODS[33]

Methods Amount
Jamming (RF, GNSS, or Both) 96
Net 18
Spoofing 12
Laser 12
Machine Gun 3
Electromagnetic Pulse 2
Water Projector 1
Sacrificial Collision Drone 1
Other 6
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